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Cyberster Blue Team Internship — Week 9

Week 9 Overview

Week 9 of the Cyberster Blue Team Internship transitions Phase Two of the program from system-
level artefacts (Event Logs, Prefetch, MFT) into application-layer evidence. The week is structured
into three investigative parts, each performed live on the analyst's endpoint to reproduce a realistic
Digital Forensics and Incident Response (DFIR) workflow.

Part A (Days 60—62) covers Browser Forensics, where Chrome, Edge and Firefox profile databases are
collected, hashed for evidence integrity, and then parsed with DB Browser for SQlite,
BrowsingHistoryView, ChromeCacheView and MZCacheView to reconstruct user web activity,
downloads, cookies and cache entries.

Part B (Days 63—65) covers LNK File and Jump List Analysis, using Eric Zimmerman's LECmd and
JLECmd to parse Shell Link metadata for evidence of removable media, network share access, and
file usage history. Volume serial numbers and target file paths are correlated to identify USB devices
and unusual file access patterns.

Part C (Day 66) integrates every artefact from Weeks 7, 8 and 9 into a single unified investigation
timeline. After timezone normalisation (Local - UTC), entries are cross-correlated across artefact
sources to demonstrate how a forensic narrative is reconstructed end-to-end.

Critical Warning Followed All Week: Before working on any browser, ALL browser windows were closed and
every chrome.exe, msedge.exe, firefox.exe and brave.exe process was terminated in Task Manager. Browsers
run background processes that keep SQLite databases locked even after windows close — failing to terminate
them would have produced empty parse results.

Timezone Discipline: Nirsoft tools (BrowsingHistoryView, ChromeCacheView) export in Local Time (PKT,
UTC+5). EZ Tools (LECmd, JLECmd) export in UTC. All Day 66 timeline entries were converted to UTC before
merging to prevent corrupted correlations.
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Part A — Browser Forensics (Days 60-62)

Objective

The objective of Part A was to perform a complete forensic acquisition and analysis of the browser
artefacts present on the analyst's local Windows 10 endpoint. This included identifying installed
browsers, locating profile databases, performing forensically sound copies with robocopy,
generating SHA-256 evidence hashes, parsing SQLite databases (History, Cookies, Web Data) and
exporting unified history, cookie, cache and extension inventories.

Tools Used

e Windows 10 Host Machine — Target endpoint for live forensic acquisition

e Command Prompt (Administrator) — Folder creation and acquisition

e PowerShell (Administrator) — SHA-256 hashing with Get-FileHash

e robocopy — Forensically preserved copy with /COPYALL /B switches

e DB Browser for SQLite (sqlitebrowser.org) — SQLite database inspection and CSV export
e BrowsingHistoryView (NirSoft) — Cross-browser history aggregation

e ChromeCacheView (NirSoft) — Chrome and Edge cache parsing

e MZCacheView (NirSoft) — Firefox cache parsing

e  Microsoft Excel — Filtering, sorting and timeline construction

Phase 0 — Tooling and Environment Preparation

Step 1: Download Required Forensic Toolkit

All required tools were downloaded prior to Day 60 and extracted to C:\Forensics\Tools\. No
installation was required for the NirSoft and EZ Tools utilities. The complete toolkit table is shown

below.

Tool Source Used In
BrowsingHistoryView nirsoft.net Days 60-62

DB Browser for SQLite sqlitebrowser.org Days 60-62
ChromeCacheView nirsoft.net Days 60-62
MZzZCacheView nirsoft.net Days 60-62 (Firefox)
LECmd (EZ Tools) ericzimmerman.github.io Days 63-65

JLECmd (EZ Tools) ericzimmerman.github.io Days 63-65

Phase 1 — Browser Detection and Profile Collection

Step 1: Identify Installed Browsers

A non-elevated Command Prompt session was used to enumerate which browsers were installed on
the endpoint. The dir command was run against each browser's expected installation path; the &&
echo conditional only fired when the executable was successfully located.

dir "C:\Program Files\Google\Chrome\Application\chrome.exe" 2>nul && echo Chrome FOUND
dir "C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" 2>nul && echo Edge
FOUND

dir "%PROGRAMFILES%\Mozilla Firefox\firefox.exe" 2>nul && echo Firefox FOUND
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dir "C:\Program Files\BraveSoftware\Brave-Browser\Application\brave.exe" 2>nul && echo
Brave FOUND

]

reserved.

Google\Chrome\Application\chrome.exe” 2>nul && echo Chrome FOUND

84:41 PM
1 File
8 Di
Edge FOUND

Fig 9.1 — Browser detection output. Chrome and Edge confirmed installed; Firefox and Brave returned no path (not present
on endpoint).

Step 2: Locate the Exact Chrome Profile Path

Chrome was opened and the address chrome://version was used to read the live Profile Path field,
which confirmed the active profile location at C:\Users\abdul\AppData\Local\Google\Chrome\User
Data\Default. Personal username and identifying details were redacted before screenshot capture.

® +
e chrome://version W
Google Chrome: 147.9.7727.102 (0fficial Build) (64-bit) (cohort: G Chrome
stable) 0 Google LLC
Revision: Copyright 2026 Google LLC, Al
rights reserved.
0S:
JavaScript: i i
Jseies ata Hidden For Privacy
ser Agent:

Command Line:

Executable Path:

Profile Path: C:‘Users\abdul\AppData‘\local\Google\ChromeiUser
Data‘\Default

Fig 9.2 — chrome://version page showing Chrome 147.0.7727.102 (64-bit) and the verified Profile Path used as the
acquisition source.

Step 3: Create Forensic Working Folders

An elevated Command Prompt was opened (UAC), and a clean directory tree was created under
C:\Forensics\BrowserForensics to hold each browser's artefacts and the consolidated CSV exports.
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mkdir C:\Forensics\BrowserForensics

mkdir C:\Forensics\BrowserForensics\Chrome
mkdir C:\Forensics\BrowserForensics\Edge
mkdir C:\Forensics\BrowserForensics\Firefox
mkdir C:\Forensics\BrowserForensics\Exports

rosoft Windows [Version
Microsoft Corporation.

.BrowserFore
ndows\system32>mkdir C:\Forensics\BrowserForen
ndows\system32>mkdir C:% ensics\BrowserFore
idows em32>mkdir C:\ : BrowserFors

:\Windows em32>mkdir C:\ ensics\BrowserFore

ndows’,

Fig 9.3 — Working folders created under C:\Forensics\BrowserForensics for each browser and a dedicated Exports directory
for CSV deliverables.

Step 4: Close Browsers and Kill Background Processes

All browser windows were closed and Task Manager was opened (Ctrl+Shift+Esc) to confirm that no
chrome.exe, msedge.exe, firefox.exe or brave.exe processes remained running. SQLite databases
(History, Cookies, Web Data) are locked while the browser holds them open; failing to kill these
background processes is the most common reason that downstream parsing tools return zero rows.
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e

|
| File Options  View
| Processes Performance App history Startup Users Details  Services

E

| Mame PID Status User name CPU  Memory (a.. UAC virtualizat.. ™
| [m5] AggregatorHost.exe 9016 Running SYSTEM 00 1,280 K Mot allowed
| An}rDesk.exe 4076 Running SYSTEM oo 1,484 K Mot allowed
| [m5] ApMsgFwd.exe 7380 Running abdul 00 320K Disabled
' ‘ ApntEx.exe 7628 Running abdul 00 30K Disabled
. Apoint.exe 6996 Running abdul oo 2860 K Disabled

[z audiodg.exe 13372 Running LOCAL SE... 00 6442 K Mot allowed
BEE cmd.exe 9076 Running abdul 00 684 K Mot allowed
(85 CompPkgSrv.exe 8212 Running abdul oo 788 K Disabled
| B conhost.exe 3012 Running SYSTEM 00 284 K Mot allowed
: Bl conhost.exe 7692 Running abdul 00 38 K Disabled

BN conhost.exe 7872 Running SYSTEM oo 460K Mot allowed
BN conhost.exe 7948 Running SYSTEM 00 444K Mot allowed
BN conhost.exe 4600 Running SYSTEM oo 460K Mot allowed
BN conhost.exe 11312 Running SYSTEM oo 442K Mot allowed
BN conhost.exe 10460 Running SYSTEM 00 456 K Mot allowed
| B conhost.exe 10120 Running abdul oo 8440 K  MNot allowed
[=] csrss.exe 564 Running SYSTEM oo 76 K Mot allowed

| (] csrss.exe 748 Running SYSTEM 00 Q00 K Mot allowed
ctfmon.exe 8152 Running abdul oo 2,256 K Disabled

[z dasHost.exe 12064 Running LOCAL SE... 00 1,276 K Mot allowed

| [s=| Dell.CoreServices.Cli.. 7336 Running SYSTEM 00 81456 K Not allowed
[#5] Dell.TechHub.Analyti... 7616 Running SYSTEM 0o 34056 K Mot allowed A

Fewer details End task

Fig 9.4 — Task Manager Details tab confirming no chrome.exe / msedge.exe / firefox.exe processes are running. Browser
databases are now safe to copy.

Step 5: Robocopy Chrome Profile (Forensically Preserved Copy)

robocopy was used with /E (include subdirectories), /COPYALL (preserve all metadata including ACLs
and timestamps) and /B (backup mode) to perform a forensically preserved copy of the live Chrome
Default profile into the working folder. The summary block below reports 1290 directories and
28,383 files copied (2.058 GB), with no failed copies and no mismatches.

robocopy "%LOCALAPPDATA%\Google\Chrome\User Data\Default"
C:\Forensics\BrowserForensics\Chrome /E /COPYALL /B
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Fig 9.5 — robocopy summary for the Chrome Default profile. 1,290 / 1,291 directories copied, 28,383 files copied, 2.058 GB
transferred, 0 failed, 0 mismatched. Acquisition completed at 12:53 AM on 2026-04-29.
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C:\Windows'system3i>dir C:\Forensics\BrowserForensics\Chrome',
Volume inm drive € has no label.
Volume Serial Mumber is E240-7846

Directory of C:\Forensics\BrowserForensics\Chrome

<DLR>
<DIR>

W I

Account Web Data

Account Web Data-journal
Accounts

Affiliation Database
Affiliation Database-journal
AggregationService
AggregationService-journal
AutofillaiModelCache
AutofillstrikeDatabase
blob_storage
BookmarkMergedsurfaceldrdering
Bookmarks

Bookmarks.bak
BrowsingTopicsSiteData
BrowsingTopicsSiteData-journal
BrowsingTopics5tate
BudgetDatabase

Cache

CdmStorage.db
CdmStorage.db-journal
chrome_cart_db
ClientCertificates

Code Cache

Collaboration
commerce_subscription_dhb
Conversions
Conversions-journal
coupan_dhb

CRXTelemetry

DataSharing

DawnCache
DawnGraphitelfache
DawnWebGPUCache

DIPS

discounts_dhb
discount_infos_db

DMR Extension Rules
Download Service
DownloadMetadata

Extension Cookies
Extension Cookies-journal
Extension Rules

Extension Scripts
Extension 5tate

Extensions

Fawicons

Favicons-journal

Feature Engagement Tracker
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Fig 9.6 — Verification listing of the copied Chrome profile directory (C:\Forensics\BrowserForensics\Chrome) showing key
SQlite artefacts: History (196,173 bytes), Bookmarks, Cookies-related stores, Cache, Code Cache, Conversions,
DownloadMetadata and the Network subfolder.

Step 6: Generate SHA-256 Integrity Hashes

PowerShell's Get-FileHash cmdlet was used to compute SHA-256 hashes of the key Chrome database
files. These hashes form the chain-of-custody record that proves the analyst's working copy is byte-
identical to the database that was on the endpoint at the moment of acquisition. The Cookies file
was not present at the legacy path because Chrome 96+ moved it under the Network\ subfolder —
see Phase 2 Step 3 for the corrected path and hash.

Get-FileHash "C:\Forensics\BrowserForensics\Chrome\History" -Algorithm SHA256 |
Format-List
Get-FileHash "C:\Forensics\BrowserForensics\Chrome\Cookies" -Algorithm SHA256 |
Format-List
Get-FileHash "C:\Forensics\BrowserForensics\Chrome\Web Data" -Algorithm SHA256 |
Format-List

stem32> Get-FileHash SHA256 | Format-List

9@DF18EE5S1A

PS C:\Windows\system32> Get-FileHash SHA256 | Format-List

set-FileHash SHA256 | Format-List

Fig 9.7 — SHA-256 evidence hashes for Chrome History and Web Data files. History:
6FA78876D91C1D29CE3237EB2EB60F81B5F7149575E46390DF18EE51AF583CB1. Cookies attempt at the legacy path
returned PathNotFound (resolved in Phase 2 Step 3). Web Data:
555F7A11EBA86D3CCA4771E58CE44C6E71810A5738B1E29E6FDCC82E14BE35ES.

Evidence Hash Register (Acquisition Baseline)

Artefa | Source Path SHA-256

ct

Chrom C:\Forensics\BrowserForensics\Chrome\Hi | 6FA78876D91C1D29CE3237EB2EB60F81B5F7149575E4639
e story ODF18EE51AF583CB1

History

Chrom C:\Forensics\BrowserForensics\Chrome\W | 555F7A11EBA86D3CCA4771E58CE44C6E71810A5738B1E29
e Web | ebData E6FDCC82E14BE35E8

Data

Chrom | C:\Forensics\BrowserForensics\Chrome\N | 27E51FAE471D6E756B4249EDED5FFD5388601DES559BE14
e etwork\Cookies AAFDF204DEF5A2765

Cookie

s

(Netwo

rk)
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Phase 2 — SQLite Database Analysis (History, Downloads, Cookies)

Step 1: Open Chrome History in DB Browser for SQLite

DB Browser for SQLite was opened and the copied History database
(C:\Forensics\BrowserForensics\Chrome\History) was loaded via File - Open Database. The Browse
Data tab exposes the urls, visits and downloads tables that drive the rest of Part A's analysis. Filtering
on visit_count = 10 immediately narrowed the urls table down to the most active resources,
including DeepSeek, Wazuh dashboards and the analyst's Facebook session.

£ = DB Browser for 5CLite - C:\Forensics\BrowserForensics\Chrome\History

File Edit View Tools Help
L éNew Database |:> OpenDatabase | | [Write Changes | _@Revert Changes 7 Undo L-">|0pen Project USave Project @Atlach Database ﬁ Close Databa:

Database Structure Browse Data Edit Pragmas Execute SQL

Tablk:| urls ~ e ‘.;:‘. o ! .L‘II Q_:] %= =+ A @ ﬁ |F|Iter in any column | !

id url title visit_count | typed_count last_ ™
[Fiter  JFiter [Fiter |10 o it Filter

1 30119 108 1 1342163

2 40849 https://chat.deepseck. com/ DeepSeek - Into the Unknown 10 4 1341945

3 41392 https://login.live.com/.. OneNote 10 0 1341506

4 42432 https://chatgpt.com/c/ . — 10 0 1342187

5 42559 https://192.163.14.140/app/wazuh#/.. Wazuh - Wazuh 101 0 1341945

5 42642 https://192.168.14.140/app/wazuh#/.. Wazuh - Wazuh 10 0 1341724

7 43398 https://www.facebook.com/friends/ Facebook 10 0 1342012

8 43473 10 0 1341872 5

g 43778 http://192.1658.14.2/wizard.php?... pfSense.home.arpa - Wizard: pfSense. 10 0 1341939

10 43834 http://192.168.14.2/status_logs.php pfSense.localdomain - Status: Syste. 10 0 1341545 1

11 43926 https://192.168.35.129/ Wazuh 10 T 1341975

12 43947 https://192.168.35.129%/app/data—... Discover - Wazuh 10 0 1341975

13 43989 https://192.163.35.129/app/ .. Discover - Wazuh 10 0 1341950

14 44163 https://192.165.35.254/ pfSense.home.arpa — Status: .. 10 1 1341986

15 44226 https://192.162.35.131/app/wz—home$.. Wazuh 10 0 1342014

16 44269 https://192.162.35.131/app/sexrver—.. Wazuh 10 0 1341992

17 44303 https://192.168.35.131/app/threat-_ Wazuh 10 0 1341995

18 44342 https://wew.facebook.com/reel/. . Facebook 10 0 1341991

19 44368 https://192.168.35.2/.. pfSense-lab.localdomain - Status: .. 10 0 1342013 v

£ >

M| 4]|1-190f21] P || M Goto: |1 |

Fig 9.8 — DB Browser for SQLite showing the Chrome History database, urls table, filtered to visit_count = 10. Highlights
include Wazuh dashboards (192.168.14.140 and 192.168.35.131), DeepSeek, ChatGPT and pfSense devices observed during
the analyst's Phase Two lab work.

Step 2: Inspect the downloads Table

The downloads table records every Chrome download, including target_path, start_time, end_time,
received_bytes, total bytes and the danger _type / interrupt_reason fields. Chrome stores all
timestamps as Webkit time (microseconds since 1601-01-01 UTC); the start_time / end_time
integers therefore require an Excel conversion before they are human-readable.
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= DB Browser for SOLite - C:\Forensics\BrowserForensics\Chrome\History
Fle Edit View Tools Help

ANewDatabase (g} Open Database , [ [jWrite Changes [ §BRevert Changes %@ Undo @lOpenProject [ [|SaveProject = (g AttachDatabase i Close Database

Datsbase Structure  BrowseDats  EdtPragmss  Execute SQU Edit Datzba
Tace|TE Sovwices e 2 =TS AR & ‘.’ wer i any colm 1 Mode: Text
target_path start_tme received_bytes total_bytes state  danger_type nterrupt_reason  hash end_time q* ' m
- P foe e J T [
1 .wversity Docs\7th semester\ML .. | 13350585020543602 11886252 l1g8€252 1 0 Q 133505850358391483
2 wersity Docs\7th semester\ML .. |13350585048234584 15580833 15580833 1 o o 133505850556400594
3 .weraity Docs\7th semester\ML __|]1 1 0 Q 13350585086 61
4 .Days.This.Day.2022.POLISH.. 1 ] 0 13350613257023086
5 ‘tware\ProtonVPN v3.2.9.exe 133507259 79370888 1 ] Q 1335072593754883%
& 133508651 14278656 142788656 1 0 0 13350865207633052
7 133508806 1236832 1236832 1 o 0 13350880636032095
g ‘Tware\itunes-€4-.. 13351136588164366 211257200 211257200 1 0 Q 13351136636645189 E;’:’:g.rf::
9 ‘tware\imager 1.8.5 (1).exe 13352061061185842 20268248 20268248 1 o o 13352061073851163 Remote
10 dmap.sh\cyber-security.pdf 13354919986772717 241584 241584 1 0 0 13354920011006905 Identity | Sel
11 dmap. yber Security Full .. |13354822703185312 | 1126517087 1126517087 1 ] 0 13354922068 DEHub.io
12 wversity Docs\8th semester\Sir_|13354925118438527 51309811 51309811 1 ] o 133549251284
13 ‘tware\OracleXE1ll2 Winé4.zip 133550948 6458 331923533 331923533 1 0 0 13355094549813908 Name
14 13355094835870258 | 457128511 457128511 1 o 0 13355094992987090
15 .versity Docs\Sth semester\5ir.. | 13355095674087316 1178220 1178220 1 0 Q 133550956862598562
16 wversity Docs\Bth semester\Mam.|13355356667066506 3518576 3518576 1 o 0 13355356673107235
17 veraity Docs\8th semester\Mam ] 13355356677607503 38041 38041 1 "] Q 13355356685020847
18 wersity Docs\Sth semester\Mam.|13355358152058006 61324 61324 1 ] 0 13355358161876711
19 13355520257344150 | 458672654 458672654 1 ] 20 13355520477515695 |v
< >
L€ B
M|[4|1-190fsss| P | M Ga to: 1 s

Fig 9.9 — downloads table in DB Browser showing target_path, start_time, received_bytes, total_bytes, state, danger_type,
interrupt_reason, hash and end_time. 988 download records are present — including ProtonVPN, iTunes, FTK Imager, Cyber
Security course PDFs and Oracle XE installers.

Step 3: Resolving the Missing Cookies File (Chrome 96+ Path Change)

When Phase 2 Step 3 was first executed, the Cookies file did not appear at the expected legacy path
C:\Forensics\BrowserForensics\Chrome\Cookies. Cross-referencing with the Al-assisted investigation
chat confirmed the cause: starting in Chrome 96 the Cookies SQLite database was relocated to the
Network subfolder. The corrective steps performed are documented below.

dir "C:\Forensics\BrowserForensics\Chrome\Cookies" 2>nul && echo FOUND in root
dir "C:\Forensics\BrowserForensics\Chrome\Network\Cookies" 2>nul && echo FOUND in
Network folder

Get-FileHash "C:\Forensics\BrowserForensics\Chrome\Network\Cookies" -Algorithm SHA256
| Format-List

SHA256 | Format-List

Algorithm @ SHA256

E144AAFDF204DEF5A2765
etwork\Cookies

Fig 9.10 — Get-FileHash run against the new path C:\Forensics\BrowserForensics\Chrome\Network\Cookies. SHA-256 =
27E51FAE471D6E756B4249EDED5SFFD5388601DE8559BE144AFDF204DEF5A2765. Path-not-found error from the legacy
location is resolved.
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"2 DB Browser for S0Lite - C:\Forensics\BrowserForensics\Chrome\Network\ Cookies
File Edit Vview Tools Help

:BNEW Database ﬁ Open Database | | |[Write Changes #Revert Changes y Undo I__T‘JOpen Project I_IjSa\rE Project Iaf-\tiach Database x Close Databas
Database Structure Browse Data Edit Pragmas Execute SQL £
Table: B e i} L@ @ HBE A4 @ [ #} |Fi|ter in any column | T
creation_utc host_key top_frame_site_key name ™
[Filter [Fiter [Fiter [Fiter
1 13385336564643155 .pbloodshed.net _ga
2 13385336869100673 .bloodshed.net _ga YPDW4B4ZSV
3 13385336924321680 .programiz.com _ga
4 13385337227525427 .onlinegdb.com _ga
5 13385337274993410 .s3xified.com admRtbUidCkey343345:
& 1338533764619858]1 .programiz.com _ga_ YJMO3XNEQ2
7 13385337266847600 .adnxs.com https://onlinegdb.com receive-cookie-depre
& 133853369259374435 .adnxs.com https://programiz.com receive-cookie-depre 1E_w
g 13385337651905851 .online-python.com _ga F
10 13385337474447745 www.online-python.com ezds Ic
11 13385337474448010 www.online-python.com ezohw
12 13385337687467357 .adnxs.com https://online-python.com receive-cookie-depre
13 13385340131662629 .onlinegdb.com _ga_ ELBEGBJ3WO0
14 13385340142039230 .online-python.com _ga_VJBFDMJSST
15 13385438204086757 .gsspat.ip gid
16 13385682854323334 chat.deepsecsk.com smidva
17 13385683001957646 .boardgamegeck.com _ga
18 133856583189455553 .boardgamegeek.com _ga_ GHMNMCY4DVH
19 13385685411117110 plavingcarddecks.com kla id v
£ >

(][4 ]1- 190f 3,703 D] [BA] TR | =

Fig 9.11 — DB Browser showing the cookies table from C:\Forensics\BrowserForensics\Chrome\Network\Cookies — 3,703
cookie rows including host_key, top_frame_site_key, name, creation_utc and (off-screen) expires_utc, is_secure and
is_httponly columns.
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Phase 3 — Multi-Browser History Extraction with BrowsingHistoryView

Step 1: Configure BrowsingHistoryView for Cross-Browser Aggregation

BrowsingHistoryView (NirSoft) auto-detects browser histories from the running system. The
Advanced Options dialog was opened and the Web Browsers list was reviewed: Internet Explorer,
Internet Explorer 10/11 + Edge, Edge (Chromium-based), Chrome, Chrome Canary, Firefox,
SeaMonkey, Yandex, Pale Moon, Vivaldi, Opera, Safari, Waterfox and Brave were all enabled to
guarantee the full set of available histories was loaded. The date range was set to "Load history
items from any time".

B Advanced Options

Filter by visit date/time: Load history items from any time w | | 10

ion convl | From: | 4/21/2026 8:15:05P1 3 | To: | 4/28/2026 | 8:15:05p1 2 L

[]Load enly URLs contain one of the specified strings (comma-delimited list):

Visit [Joon't load URLs that contain one of the spedfied strings (comma-delimited list):

Web Browsers

Internet Explorer Chrome Firefox
Internet Explorer 10/11 + Edge Chrome Canary SeaMonkey
Safari Opera Yandex
Edge (Chromium-based) Pale Moon Vivaldi
Waterfox Brave

Load history from..
Load history from the current running system (All users) e

History:

App Data:

Local App Data:

Computer Mame:

[] automatically stop the cache task of IE10/IE11/Edge for unlocking the database file.

Load Internet Explorer history by using API. t

[ skip duplicate URLs that their time difference is less than... seconds

Cancel

Fig 9.12 — BrowsingHistoryView Advanced Options dialog. All 14 browser options ticked (Chrome, Edge Chromium-based,
Firefox, Brave, IE, etc.) with date filter set to load history items from any time and load history from the current running
system.
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Step 2: Load and Browse the Aggregated Timeline

On clicking OK BrowsingHistoryView populated 12,596 entries across the supported browsers. Visit
Time, Visit Count, Visit Type (Link / Auto Bookmark / Auto TopLevel / Form Submit), Visit Duration,
Web Browser, User Profile and Browser History File columns were all populated.

7 BrowsingHistoryView - a b4
File Edit View Options Help
WX O FAHEN-A
URL Title WVigit Time Vigit Count Vicited From Visit Type Vigit Duration Web Browser User Prefile Brows *
e B/10/2024 7:3%:30 AM 6 nternet Exploter 10/11 /... abdul
e 6/11/2024 3:38:38 AM 10 nternet Explorer /11 /.. abdul
@ blobhttps/ /v bis... a5162f40-2172-4ach-8c0...  4/28/2026 2:26:37 AM 1 Link 00-00:38.445 Chrome abdul Defau
& blobihttps//wwwbis.. eac265db-b87a-407c-8d, 6/2026 2:27:36 AM 1 Link 00:=00:35.207 Chrome abdul Defau
B chrome-extension://n... Lightning Autofill : Oy 4/5/2026 9:30:42 AM 1 Auto Bookmark 00:00:20.935 Chrome abdul Defau
B chrome-extension://n... Lightning Autofill : Oph.. 5/2026 8:51:23 AM 3 chrome-extension: Link 00:-00:02.972 Chrome abdul Defau
& chrome-extension: Lightning Autofill: Opti... 4/5/2026 :51:26 AM 3 chrome-extension:// Link 00:00:00.445 Chrome abdul Defau
B chrome-extension:/ Lightning Autofill : Opti...  4/5/2026 9:51:03 AM 3 chrome-extension:// Link D0:-00:06.441 Chrome abdul Defau
& chrome-extension://n. Lightning Autofill : Opti 475/2026 6-51:26 AM 1 chrome-extension: Link 00-00:00.829 Chrome abdul Defsu
& chrome-extension://n... Lightning Autofill: Dpti. /5/2026 5:51:27 AM 2 chrome-extension:/fnl..  Link 00=00:01,345 Chrome abdul Defau
& chrome-extension://n... Lightning Autofill : Opti...  4/5/2026 8:51:09 AM 2 chrome-extension://nl... Link 00:00:13.459 Chrome abdul Defau
& chrome-extension://p... ZeraOmega Options (Ze.. 3/28/2026 5:45:30 AM 1 Link 00:00:00.532 Chrome abdul Defau
& chrome- extension://p.. ZeroOmega Options (Ze... 2026 6:45:30 AM 1 chrome-extension://pin... Link 00-00:05.185 Chrome abdul Defau
& chrome-extension: ZeroOmega Options (Ze.. 3/28/2026 6:46:22 AM 1 chrome-extension: w  Link 00:01:42.333 Chrome abdul Defau
& chrome-extension://p... ZeraOmega Options (Ze.. 3/28/2026 &:45:35 AM 1 chrome-extension://pfn... Link 00:00:46.344 Chiome abdul Defau
e/ 1/ C:/Espionage/C.. 478/2026 10:04:12 PM 2 nternet Explorer 10711 /.., abaul
i 4/22/2026 2:22:42 AM 1 nternet Explorer 10/11 /... abdul
Efile:///C:/Farensies/Br... 4/20/2026 1:03:58 AM 1 nternet Explorer 10/11 /... abdul
ile:, A[22/2026 3:52:41 AM 2 nternet Explorer 10011 /... abdul
4/22/2026 3:07:30 AM 1 nternet Explorer 10/11 /... abdul
4/22/2026 3:08:04 AM 1 nternet Explorer /11 /.. abdul
412242006 32347 AM 1 nternet Explorer 10/11 /.. abdul
i 4/22/2026 3:22:30 AM 1 nternet Explorer 10/11 /., abdul
i [Forenzice/Te... 4/22/2006 3:05:26 AM 2 nternet Explorer 10/11 /... abdul
BHile:/ 1/ C:lForensics/To., 412272026 3:05:26 AM 1 nternet Explorer 1011 /.., abdul
@ file:///C/Forensics/To... 4/22/2026 2:23:13 AM 1 nternet Explorer 10711 /... abdul
&l /Programitl.. 4/2/2026 6:43:22PM 2 nternet Explorer 10/11 /... abdul
Sl ograml 1/30/2026 2:08:08 AM 1 Auto Toplevel 00-00:06.250 Chrome abdul Defau
&l :/Users/abdul.. Abdul Muqeet Tabraiz 2., 2/27/2026 1:34:32 AM 1 Auto TopLevel T0:12:41.631 Chrome abdul Defau
Bfile:///C:/Users/abdul... Cyber Secusity DHC Int..  3/2/2026 12:38:21 AM 1 Austo Toplevel 00-00:26.380 Chrome abdul Defau
B file///C:/ Users/abdul .. Battery report 4/1/2026 8:51:11 AM 1 Auto Toplevel 00:00:20.282 Chrome abdul Defou »
< >

12596 itemn(s), 1 Selected

NirSoft Freeware. httpsclwww.nirsoftnet

Fig 9.13 — BrowsingHistoryView main window showing 12,596 aggregated history rows. Sample entries include Lightning

Autofill chrome-extension URLs, ZeroOmega options pages, file:/// references to C:\Forensics and earlier C:\Espionage

paths from Week 6's lab work.

Step 3: Export the Aggregated Timeline to CSV

File = Save All Items / Save Selected Items was used to export the full multi-browser timeline as
BrowsingHistory_All.csv into the C:\Forensics\BrowserForensics\Exports folder. Each browser was
then re-exported individually (Chrome_History.csv and Edge_History.csv) for per-browser analysis.
Firefox was not present on the endpoint and is correctly absent from the exports.
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B LU g sy v
File Edit View Options Help
| :I Select a filename to save x
« v P <« BrowserForensics » Exports v 0 Search Exports 2
Organize = MNew folder B o
&=/ Pictures ~ MName Date modified Type
B videos
Mo iterns match your search.

" Local Disk (C:) nsion:/
nsion://
nsion://
nsion://
nsion://
nsion://
nsion://
nsicn://
nsion://

R LN 4 >

File name: | BrowsingHistory_All “
Save as type: | Comma Delimited Text File (*.csv) ~
~ Hide Folders Cancel
EgfiIe:‘.ﬂ.’!C:!Forensics\."'l'h... 472272026 3:22:30 AM 1
ﬁl:l_.j’j’ff.fl‘_.___:__l'r_ A IS LNELTE ARA -

Fig 9.14 — BrowsingHistoryView Save dialog targeting C:\Forensics\BrowserForensics\Exports with filename

BrowsingHistory_All and CSV file type selected.

Phase 4 — Day 60: Browsing History Analysis

Step 1: Open the Aggregated CSV in Excel

BrowsingHistory_All.csv was opened in Excel. Filters were applied to the URL, Title, Visit Time, Visit
Count, Visit Type and Web Browser columns to support the per-browser counts and Top-10 domain

analysis.
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sgelayout  Formulas Review  View  Developer

[ @ From Access |“ﬂ |“4 [ Show Queries T [2)Connections | & [TTa Y W Clear =¥ = FlashFill B+ Cansolidate
[ From Web £ . E 2 From Table |rc Propertie: £ = TeReapply = Bl Remeve Duplicates =5 Relationship 2 Z 2B Ungroup
From Other  Existing New Refresh | Sort |Filter Tectto What-If Forecast
[iFromTest  Sources+  Conmections Query~ Lo RecentSources  pyy- it Link Yo Advanced  Columns 5 Data Validation - [ Manage Data Model  pnalysis - Sheet  E2 Subtotal
Get External Data ranstarm Cannedtions Sort & Fitter Data Taols Farecast Outline
a1 - A || URL
| A | [] | = | o | E F G | H [ ) K L ™M | N | ¢

1 |URL | Title | visit Time T Visit Coun v | Visited Ff = | Visit Type| = | Visit Durati¢ = | Web Brow: = | User Pr{ = | Browse = |URL Ler| = | Typed Cou ~ | History File *|RecordiD [~

67 |hittp://ericzimmermann.com/t 4/29/2026 0:29 4 https:f/clau Link 02:47.3 chrome abdul Default 31 0 C:\Users\abdul\appD: 34030

69 |http: /[nirsoft. BrowsingHistor 4/23/2026 0:26 1 https://clau Link chrome abdul Default 51 0 c:\Users\abdul\appD: 94026

190 https://accour PAK-ID 4/24/2026 23:26 1 https://acco Link 00:29.1 Chrome abdul Default 1452 0 C:\Users\abdul\AppD: 93214

191 https://accour PAK-ID 4/24/2026 23:27 1 Form Submit Chrome abdul Default 1568 0 C:\Users\abdul\AppD: 93211

192 | https:/faccourn PAK-1D 4/24{2026 23:26 1 https:/fcare Link Chrome abdul Default 1124 0 C:\Users\abdul\AppD: 93213

195 https://career NADRA - Career 4/24/2026 23:23 1 Link 01:13.5 Chrome abdul Default 39 0 C\users\abdul\AppD: 93216

196 https://career PAK-ID 4/24/2026 23:26 1 Link Chrome abdul Default 199 0 C:\Users\abdul\AppD: 93212

197 https://career NADRA - Career 4/24/2026 23:24 1 Link 02:05.6 Chrome abdul Default 194 0 C:\Users\abdul\AppD: 93215

198 https://chatgp ChatGPT 4/26/2026 21:43 28 Typed URL 00:17.0 Chrome abdul Default 20 19 C:\Users\abdul\AppD: 93847

199 https://chatgp ChatGPT 4/29/2026 0:19 28 Typed URL 00:33.2 Chrome abdul Default 20 19 C:\Users\abdul\AppD: 534019

200 https://chatgp Cyberster Inten 4/26/2026 21:43 10 https:/fchat Link 00:04.7 Chrame abdul Default 58 0 C:\Users\abdul\AppD: 93848

201 https://ehatgp Cyberster Inten 4/26/2026 21:45 10 https:ffchat Link 36:02.5 Chrome abdul Default 58 0 c:\Users\abdul\appD: 33850

202 https:/fchatgp Cyberster Inter 4/29/2026 0:20 10 hrtpe://ehat Link 12:08.6 Chrome abdul Default 58 0 C\userg\abdul\appD: 84023

203 https://chatgp SOC Intemnship | 4/29/2026 0:20 3 https://chat Link 00:14.8 Chrome abdul Default 58 0 c:\Users\abdul\AppD: 54022

204 https://chatgp SOC Internship | 4/26/2026 21:43 3 https://chat Link 37:33.5 Chrome abdul Default 58 0 c:\Users\abdul\AppD: 53843

205 https://claude Cyberster week 4/29/2026 0:20 15 https://clau Link 12:39.2 Chrome abdul Default 59 0 C:\Users\abdul\AppD: 94021

210 https://claude Claude 4/29f2026 0:19 46 Typed URL 00:15.5 Chrome abdul Default 21 35 C:\Users\abdul\AppD: 94020

239 https:/fdocs.g Buggey Graduat 4/26/2026 23:46 1 Link 00:44.1 Chrome abdul Default 99 0 C:\Users\abdul\AppD: 93886

240 https://docs.g Buggcy Graduat 4/26/2026 23:46 1 https:ffforn Link 00:01.1 Chrome abdul Default 113 0 C:\Users\abdul\AppD: 93889

241 https://docs.g Internship Enro 4/26/2026 16:18 2 Link 01:04.7 Chrome abdul Default 9 0 C:\Users\abdul\AppD: 33005

242 https://docs.g Internship Enro 4/26/2026 16:22 2 Link 00:08.3 Chrome abdul Default 99 0 C:\Users\abdul\AppD: 33001

243 https://docs.gi Internship Enro 4/26/2026 16:22 2 Link 00:00.8 Chrome abdul Default 110 0 C:\Users\abdul\AppD: 33002

Fig 9.15 — Excel showing BrowsingHistory All.csv with 12,596 rows. Visible entries include nirsoft.net
(BrowsingHistoryView download confirmation), accounts/PAK-ID / NADRA Careers visits, ChatGPT typed-URL entries,
Cyberster Internship LinkedIn feed, and Claude.ai sessions — all logged with Visit Time, Visit Count, Visit Type and Web
Browser fields populated.

H ©-

File Home  Insert  Pagelayout  Formulas Review  Wiew  Develaper

:—?me.&cceﬂ } :L\ FL| [ show Queries [E [z C.onnecnuns 8l m Y W Clear ‘ "&i l_—Tnasn Fill Beo Confollda(e _‘? z
& From Web =t ] From Table Propertie Y Reapply BB Remove Duplicates Jadioraiy
N From Other  Existing  New Refresh z| Sot [ilter Tertto _ ) What-lf Forecast
[hFremText  Sources-  Connections | Query~ i Recent Sources g Edit Links o Y icanced | columns S Data Validation + [ Manage Data Medel  pngiysis - Sheet
Get External Data Get & Transform Cannedions Sart & Filter Data Toals Farecast Outl
Al i e URL
A ] | £ ) E | F | G . I I I O N N SO R S M N |

1 _|URL - |Title ST VisitTime = |Visit Coun) -4 | Visited Fi = | Visit Type = | Visit Durati( * |Web Brow: = |User Pr¢ ~ |Browse = | URL Ler = | Typed Cou ~ | History File *|RecordID |~
201 | https:/fwww.| Feed | Linkedin 4/22/2026 4:31 69 https:/fwen Link 10:39.1 Chrome abdul Default 30 0 C:\Users\abdul\AppD: 92997
202 | https:/fwww.l Feed | Linkedin 4/22/2026 1:58 69 https:/fwen Link 01:30.6 Chrome abdul Default 30 0 C\Users\abdul\AppD: 92932
203 utps://www.l Feed | Linkedin 4/29/2026 0:21 69 https:/ e Link 11:06.5 Chrome abdul Default 30 0 C:\Users\abdul\AppD: 84025
204 https://gemini Google Gemini  4/22/2026 4:09 61 Typed URL 00:05.7 Chrome abdul Default 29 43 C:\Users\abdul\AppD: EREEL)
205 https://gemini Google Gemini  4/22/2026 3:08 61 Typed URL 00:59.4 Chrome abdul Default 23 43 C:\Users\abdul\AppD: 37356
206 https://geminiGoogle Gemini  4/22/2026 2:54 61 https://gemLink 00:16.3 Chrome abdul Default 29 43 C:\Users\abdul\AppD: 32952
207 hitps://www.l Abdul Mugeet ™ 4/22/2026 1:59 61 https:/fwwin Link 00:58.7 Chrome abdul Default 59 0 C:\Users\abdul\AppD: 52934
208 https:/fwww.| Feed | Linkedin 4/22/2026 4:31 55 Typed URL 00:01.8 Chrome abdul Default 25 41 C:\Users\abdul\AppD: 92996
209 https://www.l Feed | Linkedin 4/29/2026 0:21 55 Typed URL 00:03.8 Chrome abdul Default 25 41 C:\Users\abdul\AppD: 94024
210 https://www.l Feed | Linkedir 4/22/2026 1:58 55 Typed URL 00:02.9 Chrome abdul Default 25 41 C\Users\abdul\AppD: 92931
211 | https://claude Claude 4/22/2026 2:03 46 Typed URL 00:07.3 Chrome abdul Default 21 35 C:\Users\abdul\AppD: 32935
212 |https:/fclaude Claude 4/22/2026 3:01 46 Typed URL 00:40.1 Chrome abdul Default 21 35 C:\Users\abdul\AppD: 92954
213 | hitps://claude Claude 4/29/2026 0:19 46 Typed URL 00:15.5 Chrome abdul Default 21 35 C:\Users\abdul\AppD: 94020
227 | https://ssstik.i TikTok Downlos 4/22/2026 19:07 34 https://sssti Auto TopLew 00:38.5 Chrome abdul Default 18 0 C\Users\abdul\AppD: 93676
228 htps://ssstik.A TIKTok Downlo: 4/23/2026 15:14 ELY Link 01:46.2 Chrome abdul Default 18 0 C:\users\abdul\aAppD: 93753
229  https://ssstik.i TikTok Downloz 4/232/2026 15:14 XS Link 00:00.0 Chrome abdul Default 18 0 C:\Users\abdul\appD: 23735
230 https://ssstik.iTikTok Downlo: 4/22/2026 15:13 E% Link 00:01.9 Chrome abdul Default 18 0 C:\Users\abdul\AppD: 33757
231 https://ssstik.iTikTok Downlo: 4/22/2026 15:13 34 https://sssti Auto Toplew 00:12.2 Chrome abdul Default 18 0 C:\Users\abdul\AppD: 33753
232 https://ssstik.iTikTok Downlo: 4/22/2026 4:07 U Auto Toplew 00:21.5 Chrome abdul Default 18 0 C:\Users\abdul\AppD: 52985
233 https://ssstik.iTikTok Downlo: 4/22/2026 4:06 34 https://sssti Auto TopLew 00:11.0 Chrome abdul Default 18 0 C:\Users\abdul\AppD: 92984
234 https://chatgp ChatGPT 4/26/2026 21:43 28 Typed URL 00:17.0 Chrome abdul Default 20 19 C:\Users\abdul\AppD: 93847
235 https://chatgp ChatGPT 4/29/2026 0:19 28 Typed URL 00:33.2 Chrome abdul Default 20 19 C:\Users\abdul\AppD: 34019

Fig 9.16 — Continuation of the BrowsingHistory_All.csv (rows 200-235) showing LinkedIn Feed, Google Gemini, Abdul
Mugeet's profile, Claude visits and TikTok Downloader (ssstik.io) entries.

Step 2: Per-Browser Counts and Top Domains

Filtering the Web Browser column gave per-browser totals. The aggregated history is dominated by
Chrome, with Edge and Internet Explorer 10/11+Edge entries also present. The 10 most visited
domains by Visit Count, derived from the urls table cross-checked against BrowsingHistoryView, are
listed below.

Visit Cou Browser
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1 deepseek.com 109 Chrome Al assistant — frequent reference for lab
work

2 192.168.14.140 (Wazuh) 101 Chrome Phase One Wazuh dashboard (Week 6)

3 chat.deepseek.com 10 Chrome DeepSeek conversation pages

4 login.live.com 10 Chrome OneNote / Microsoft Office login

5 chatgpt.com 10 Chrome ChatGPT conversations

6 192.168.35.131 (Wazuh) 10 Chrome Phase Two Wazuh dashboard

7 facebook.com/friends 10 Chrome Personal — redacted in screenshots

8 192.168.14.2 (pfSense) 10 Chrome Week 8 pfSense lab — wizard.php

9 claude.ai 46+ Chrome Al assistant — Week 8 walkthrough
sessions

10 linkedin.com 55-69 Chrome Cyberster internship feed

Step 3: Date Range and History Gaps

Sorting BrowsingHistory_ All.csv by Visit Time ascending placed the oldest entry on 2024-06-10 (IE
10/11 cached pages), and descending sort placed the most recent entry on 2026-04-29 — matching
the acquisition date. No multi-day gaps that would suggest history clearing were observed for
Chrome, which is consistent with the high Visit Count values for daily-use sites.

Phase 5 — Day 61: Download History Analysis

Step 1: Export downloads Table to CSV

Inside DB Browser, the downloads table from the Chrome History database was exported via File -
Export - Table to CSV file - Chrome_Downloads.csv. The dialog confirms the destination
C:\Forensics\BrowserForensics\Exports.

_J .
AMewDatshase [ Open Datzbase | Wirite Changes [ gk Revert Changes Undo @openproject ([ SavePragct | [ AttachDatzhase 9 Close Database
Database Stuciure  BrowseData  EdtPragmas  Execute SQU Eciit Database Cell
Table: | donnloads v|= 2 L 8 & = A @& # [Fiter i any coumn Made: Text ~[& A=A
FO ]
i guid current_path 1arget_path =
e e : o
3 .
1 17 08884827-678a-45ca-ad5c-31£dblFS3cd3 G:\Uni
2 18 6411483b-5168-4b06-beS0-FE2EcTT25638 G:\Uni | B Cnoose afilename to export data x
3 15 d041181d=514b=4a55=E154=d5c4cH488735 G:\Uni | € v 4 | « BrowserForensics » Exports v & | SearchExports »
4 48 725129dd-D493-40bC-5760-5d1a290365d5 G:\365 | guuiie v Newfolder - @
Sb-356c-4Eda-035a-30e22101e056 G:\S0 ,
5 62 5eld935b-596c-46da-E35a-38e22101e3E Gi'Sof S Pictures  # A HName Date modified Type
5 71 ddleag53-004d-45c0-0688-3e0d2bo46a53 Gi
I This PC B BrowsingHistory_all el
7 S 7d26£d54-15b3-4108-6073-ad0scEdIefe Gio 3 0 Objects 851 Chiome History -
] 94 b2seadld-bode—43f2-86cc-546206£475d8 Gi\Sof B Desktop {1 Edge_History Excel beter(s)
] 96 9efIlbdci-1992-428f-bEfl-sdddifadecas Gi\Sof )
= Documents
i 94 aTeTc739-d93e—41£2-8665-2c52916aTE8E Gi\Roa & Downloads pect -
1 96 7610dbe0-6d61-4322-8713-£3B1471d3c10 G:\Roa D Music Database
12 97 1fa62e50-3dbb-4aT3-beab-75a5476bSazd £:1\Und & Pictures
13 101 36eb381a-e266-4312-a9A6-BT45TLIT4E04 G:\Sof B videos Lastm
14 102 0dDchcde-20dd-4121-8dad-2cE3f307aal3 G: . Zm Local Disk (C:)
v o« >
15 103 dE6bE43c-89e2-4cd0-9490-L3La840233de £:\Uny Trme
il File name: | Chrome Doumloads -
16 108 e05601da-950f-4¢7b8-Eb0%-02fbccasdeTs E:\Uniy
Save as type: | Comma-Separated Values Files (*.csv) -
17 10% 52385202-1002-4c4a-aé36-23045F64800e E:\Uniy
18 11l 3bdI0cS3-eE53-42ad-E793-delbedefd39s E:\Uniy
A Vo e
19 112 30£35740-c238-47ff-897d-fafdleaboss0 Gio
< s ‘
<

Fig 9.17 — DB Browser export-as-CSV dialog. File name Chrome_Downloads, format Comma-Separated Values Files (*.csv),
destination C:\Forensics\BrowserForensics\Exports. Existing exports BrowsingHistory_All, Chrome_History and
Edge_History are visible in the folder.
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Step 2: Convert Webkit Timestamps in Excel

The exported CSV contains start_time / end_time values such as 13350585020543602 — Webkit
microseconds since 1601-01-01 UTC. The Excel formula =(A2/1000000/86400)+DATE(1601,1,1) was
used to convert them to human-readable datetimes. After conversion the file_size, source URL,
target path and timestamp pivot were all available in a single sheet.

Insert  Pagelayour  Formulas

—
| e B S Altasumis
4 & =X [

vy L

8 Copy ¥ o | Conitianal | Farms Cell t Delete Fom wlem- & Find &
*omatpurte  © 1 LTI O AT IESS o A tingr blee Syess| = e e | €0k ke Sdeas
Clipboard P Font a lgnment ] Humber % Styles Cells Editing
15 - I 13350613257023000
A B C o E F G H | ) K L M N o P Q R S
1 |id guid current_p target_pai start_timereceived_ total_byte state danger_ty intermupt_hash end_time opened last_accestransient referrer site_url embedde tab_url  tab)
2 17 08884327- G:\Univer G:\Univer 1.34E+16 11886252 11386252 1 o 0 1.33506E+16 a [+ 0 https://10download CEZKABIA hitps:/f10dow
3 1B 6411433b- G:\Univer G:\Univer 1.34E+16 15580533 15580933 1 ] 0 1.33506E+16 a a 0 https://10download CggkABIA https:/f10dow
4 19 d041191d- G:\Univer G:\Univer 1.34E+16 13096501 13096301 1 L] o 1.33506E+16 0 [} 0 https://10download CggkABIA https:/f10dow
5 48 725129dd- G:\365.0@ G:\365.00 1.34E+16 LOVEHI9 LOTEHI 1 0 o 1.33506E+16 o [ 0 CgEKABIA hitps:/fm httg
L] 62 9eld939b G:\Softwa G:\Softwa 1.34E+16 79370888 79370888 1 o 0 1.33507E+16 o a o CggKABIA https://protor|
7 71 ddieat53 G:\Softwa G\Softwa 1.34E+16 14278656 14278656 1 0 0 1.33509E+16 1 1.34E+16 0 https:f/support.mia CggkABIA https:/fak httg
8 75 7d26fd54- Gr\Softwa G:\Softwa 1.34E+16 1236832 1236832 1 o o 1.33509E+16 1 1.34E416 0 https://www.dell.cc CggKABIA https:/fde httg
9 84 b25eadld G\SoftwaG:\Softwa 1.34E+16 2.11E+08 2.11E+08 1 ] 1} 1.33511E+16 0 a 0 https:/{itunes-64-bit CggKABIA https:/fity httg
10 86 Befzbdcs- G:\Softwa G\Softwa 1.34E+16 20268248 20268248 1 0 o 1.33521E+16 1 1.34E416 o CggKABIA https:ffdownl
1 94 a7e7c739- G:\Roadm G:\Roadm 1.34E+16 241584 241584 1 L] [} 1.33549E+16 0 0 0 https://roadmap.sh/ CggKABIA https:/fro hitg
12 96 7610dbcl- G:\Roadm G:\Roadm 1.34E+16 1.13E+09 1.13E+09 1 o 0 1.33549E+16 1 1.34E+16 o CREKABIA https:f{rr5—-s
13 47 1fa62e50- E:\Univer:E:\Univer: 1.34E+16 51309811 51309811 1 ] 1} 1.33549E+16 1 1.34E+16 0 https://10download CggKABIA https://rr htty
14 101 36eb38la- G:\Softwa G:\Softwa 1.34E+16 3.32E+08 3.32E+08 1 o o 1.33551E+16 o o o CEEKABIA hitps://dr httg
135 102 Ddococde- Gi\Softwa G\Softwa 1.34E+16 4.57EH08 4.57E+08 1 o 0 1.33551E+16 ] o o CggKABIA https:ffdr htg
16 103 d66b643c- E\Univer E\Univer: 1.34F+16 1178220 1178220 1 ] 0 1.33551E+16 1 1.34F+16 o CREKABIA https:ffweb.w
17 108 e0560° \Univer: E:\Univer: 1.34E+16 3518976 3518976 1 [] [} 1.33554E+16 0 a (] CggKABIA https:ffweb.w
A 109 5e385202- E:\Univer: E:\Univer: 1,34C+16 38041 38041 1 [ o 1.33554E+16 o o o CEEKABIA hitps:/fweb.w
19 111 3bd20c53- E:\Univer: E:\Univer: 1.34E+16 61324 61324 1 o 0 1.33554E+16 1 1.34E+16 0 https://www.alibab: CggKABIA https:/fw: httg
20 112 3cf35740- G:\Softwa G\Softwa 1.34E+16 4.59E+H08 4.55E+08 1 ] 20 1.33555E+16 a a 0 https:f/www.fileeag CggKABIA https:/fw: httg
21 113 Ba77a858- E:\Univer:E:\Univer: 1.34E+16 116881 116881 1 ] 0 1.33556E+16 1 1.34E416 0 https:/{www.google CggKABIA https:/fwww.|
22 116 Bddbdzbd EX\Univer: E\Univer: 1,34E+16 49442 49442 1 ] 0 1.3356E416 0 a o CEEKABIA hitps:ffweb.w
1 o 0 1.3356E+16 a a o CEgKABIA https:ffweb.w

23 117 e1d7359f- E\Univer:E\Univer: 1.34E+16 9775017 9775017

Fig 9.18 — Chrome_Downloads.csv open in Excel showing 988 download records with id, guid, current_path, target_path,
start_time, received_bytes, total_bytes, state, danger_type, interrupt_reason, hash, end_time, opened, last_access_time,
transient, referrer, site_url, embedded, tab_url and tab_referrer_url columns.

Step 3: Inspect downloads_url_chains for Redirect Trails

DB Browser was switched to the downloads_url_chains table. This table stores every URL hop in the
redirect chain that produced the final download — useful when investigating whether a download
came from a legitimate origin or via a redirector. 1,214 chain rows were observed.

Skipped
1
5]
5

Eﬂded

Fig 9.19 — downloads_url_chains table showing 1,214 rows. Each id (matching downloads.id) is paired with a chain_index
sequence and the URL at each hop. Visible hops include Google video servers (rr2/rr3---sn-gjo-...), MEGA blob URLs,
ProtonVPN, Microsoft download CDN, Dell downloads, uptodown CDN and raspberrypi.org.

Step 4: Verify Existence of Downloaded Files on Disk

PowerShell's Test-Path cmdlet was scripted to iterate every target_path in the CSV and report
whether the file was still present on the analyst's disk at acquisition time. This is the essential sanity
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check: a download record without a corresponding file means the file has been moved, renamed, or
deleted — all investigative findings.

Import-Csv "C:\Forensics\BrowserForensics\Exports\Chrome Downloads.csv" | ForEach-
Object {

$exists = Test-Path $_.'target_path'

Write-Host "$($_.'target path') | Exists: $exists”

oft Corporation. All right

latform PowerShell http

Fig 9.20 — PowerShell Import-Csv pipeline running Test-Path against every Chrome download target_path. Output streams
Exists: True / False per record into the console.

Fig 9.21 — Test-Path results sample: Inter Marksheet.pdf, Matric Marksheet.pdf, browsinghistoryview-x64.zip,

chromecacheview.zip, LECmd.zip and JLECmd.zip all returning Exists: True — confirming the downloaded forensic toolkit is
still on disk at C:\ and G:\Software paths.

Phase 6 — Day 61: Cookie and Session Data Analysis

Step 1: Inspect Chrome Cookies SQLite Database

Following the corrected path resolution from Phase 2 Step 3, Chrome's Cookies database was
opened in DB Browser and the cookies table was browsed. Columns of interest are creation_utc,
host_key (the domain that set the cookie), top_frame_site_key (the site that triggered the set),
name, expires_utc, is_secure and is_httponly.
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"2 DB Browser for 50Lite - C:\Forensics\BrowserForensics\Chrome\Network\ Cookies

File Edit Vview Tools Help
‘bNew Database 6 Open Database _ Write Changes i Revert Changes Undo rﬁlﬁ)pen Project USEVE Project éb’-\tiadn Database x Close Databas
Database Structure Browse Data Edit Pragmas Execute SQL £
Table:| | cookies v| 3 & , I | @ @ o= A @ [ |Fi|ter in any column | T
creation_utc host_key top_frame_site_key name ™
Filter Filter [Fiter [Fiter
1 13385336564643155 .pbloodshed.net _ga
2 13385336869100673 .bloodshed.net _ga YPDW4B4ZSV
3 13385336924321680 .programiz.com _ga
4 13385337227525427 .onlinegdb.com _ga
5 13385337274993410 .s3xified.com admRtbUidCkey343345:
& 1338533764619858]1 .programiz.com _ga_ YJMO3XNSQ2
7 13385337266847600 .adnxs.com https://onlinegdb.com receive-cookie-depre
& 133853369259374435 .adnxs.com https://programiz.com receive-cookie-depre 1E_w
g 13385337651905851 .online-python.com _ga F
10 13385337474447745 www.online-python.com ezds Ic
11 13385337474448010 www.online-python.com ezohw

12 13385337687467357 .adnxs.com https://online-python.con receive-cookie-depre
13 13385340131662629 .onlinegdb.com _ga_6LBEGBJ3WO

14 13385340142039230 .online-python.com _ga_VJBFDMJSST

15 13385438204086757 .gsspat.ip gid

16 13385682854323334 chat.deepseck.com smidva

17 13385683001957646 .koardgamegeck.com _ga

18 133856583189455553 .boardgamsgeck.com _ga_ GHMNMCY4DVH

19 13385685411117110 playingcarddecks.com kla id v
£ >

M| 4 |1-190f3,703| P || M || +

Fig 9.22 — cookies table browsed in DB Browser. 3,703 cookie rows including _ga /_ga_xxx tracking cookies on
bloodshed.net, programiz.com, onlinegdb.com, online-python.com, adnxs.com (advertising), gsspat.jp, deepseek.com,
boardgamegeek.com and playingcarddecks.com.

Step 2: Saved Browser Data Inventory (Chrome Settings Audit)

Chrome's Settings - Autofill page was opened to inventory which categories of saved data are
actively retained. The page reports that the browser is managed by the organisation and exposes the
Google Password Manager, Payment methods, Addresses and more, and Enhanced autofill
subsections. This inventory matters because saved credentials and payment data are the highest-
value targets in any browser-borne incident.

« = & Chrome chrome://settings/autofill b 4 E
G Set‘t]ngs Q, Search settings
(G You and Google B vour browser is managed by your organization
Autofill and d
@ Autcfill and passwords ttohfland passwords
@  Privacy and security o Google Password Manager &
Perfi

<] erformance B Payment methods >
#!  Alinnovations

@  Addresses and more >
€  Appearance

_+ Enhanced autofill »
Q,  Search engine =" Chrome understands forms better and can autofill them faster for you
[  Default browser
(@) Onstartup
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Fig 9.23 — Chrome Settings = Autofill and passwords page showing the four categories: Google Password Manager,
Payment methods, Addresses and more, and Enhanced autofill. The browser is reported as 'managed by your organization’.

Category ‘ Saved? ‘ Investigative Note

Google Password Manager Yes — managed Credential vault — high-value target
Payment methods Yes (Ul shown) Card data exposure if browser compromised
Addresses and more Yes (Ul shown) PIl for autofill on forms

Enhanced autofill Enabled Forms predicted client-side
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Phase 7 — Day 62: Cache Analysis

Step 1: Open Chrome Cache in ChromeCacheView

ChromeCacheView (NirSoft) was launched and File - Open Cache Folder pointed at
C:\Forensics\BrowserForensics\Chrome\Cache\Cache_Data\. The tool indexed 13,302 cache entries
— every cached resource the browser kept, regardless of whether the entry's URL was later
removed from the History database. This is the artefact that survives history clearing and is
therefore a critical source.

>mkdir C:\Forens
»mkdir C

»mkdir

>mkdir C:\
smkdir C:\

»mkdir C:\

oboc cr \Window " C:\Forensi

Options : /DC

Fig 9.24 — ChromeCacheView showing 13,302 cache items. Visible columns: Filename, URL, Content Type, File Size, Last
Accessed, Record Created Time, Server Time, Server Last Modified, Expire Time, Server Name. Content types include
text/javascript, application/json, image/webp, application/octet-stream and text/html, served by Cloudflare, Microsoft IIS,
Amazon S3 and sffe.

Step 2: Export Cache Index to CSV

File - Save Al Items was wused to export the indexed cache rows to
C:\Forensics\BrowserForensics\Exports\Chrome_Cache.csv for later correlation with the unified Day
66 timeline.
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File Edit View Options Help

| Q Select a filename to save x
« v P <« BrowserForensics » Exports v O Search Exports 2 La
4
Organize « MNew folder SEEN 0 af
. 30 Objects - MNarme Date modified Type jj
I Desktop B2 BrowsingHistory_All 4/28/2026 1:21 AM Microsoft Excel | 47,
| Documents B-| Chrome_Cookies 4/29/2026 4:03 PM Microsoft Excel | 41
4 Downloads fiz] Chrome_Downloads 4/29/2026 1:41 AM Microsoft Excel | 4/
J*, Music E:| Chrome_History 4/28/2026 1:22 AM Microsoft Excel | %
S — A1 Edge_History 4/29/2026 1:22 AM Microsoft Bxcel 1’; '
[ B videos 4
| . LocalDisk(cy 4.
4y
[ - 550 Data (E:) /
[ 47
[ = Local Disk (F:) A
[ . Data (G:) v o< >4
4
E File narne: | Chrome_Cache] v ‘;
[ Save as type: | Comma Delimited Text File (*.csv) ~I L4
[ &
[ ~ Hide Folders Cancel o
47
%] 0-ai-document-... https//images.template.net/generator-images/0-ai-documen...  image/webp 133,372 4f
'D.Bxxwx[}'.l"y.chu... https://cdn.livechatinc.com/widget/static/js/0.BxxewxDTy.chu... 0 4f
D 0000 https://www.gstatic.com/chrome/autofill/password_generati...  application/octe... 3,422 41

Fig 9.25 — ChromeCacheView Save dialog targeting C:\Forensics\BrowserForensics\Exports\Chrome_Cache.csv. The
Exports folder already holds BrowsingHistory_All, Chrome_Cookies, Chrome_Downloads, Chrome_History and Edge_History
from earlier phases.

Phase 8 — Day 62: Browser Extensions Inventory

Step 1: Enumerate Chrome Extensions

Chrome was opened to chrome://extensions/ and every installed extension was documented.
Extension permissions are the principal attack surface inside a browser — particularly "Read and
change all your data on all websites", "Read your browsing history" and clipboard access — and form
a critical part of the Day 62 deliverable.
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chrome://extensions b+ i. v D
Q, Search extensions Develope
k extension Update

BE vour browser is managed by your organization

All Extensions

ap

Mo Claude Counter 0.4.2 AC AutoControl: Keyboard shortcuts, Mo... 20254.22
=iz . ;
?ﬂ‘@ Shows ~token count, cache timer, and native Customize keyboard shortcuts and hotkeys,
session/weekly usage bars on claude.zi. Mouse gestures, Wheel gestures, Rocker gestures,
Bookmark shortcuts, Joystick actions.
ns
Details Remove c © Details Remove )
@ Chrome Remote Desktop 2.1 Cookie Editor 1.0.2.4
Chrome Remote Desktop extension simple yet powerful Cookie Editor that allow you
to quickly create, edit and delete cookies without
leaving your tab.
Details Remove ® Details Remove ®
‘ Cookie-Editor 1.13.0 9 Google Docs Offline 1.104.1
Simple yet powerful Cookie Editor that allow you E Edit, create, and view your documents,
to quickly create, edit and delete cookies without spreadsheets, and presentations — all without
leaving your tab. intarnet access.
ID: hikenndednhfkekhgedicdfddnkalmdm ID: ghbmnnjooekpmoecnnnilnnbdlolhkhi
Inspect views service worker (Inactive) Inspect views service worker (Inactive)
Details Remove o Details Remove o©

Fig 9.26 — Chrome Extensions page showing All Extensions: Claude Counter 0.4.2 (token usage display), AutoControl
Keyboard Shortcuts (Mouse / Wheel / Joystick actions), Chrome Remote Desktop 2.1, Cookie Editor 1.0.2.4, Cookie-Editor
1.13.0 (active) and Google Docs Offline 1.104.1 (active). Page notes 'browser is managed by your organization'.

Extension ‘ Version ‘ Key Permissions / Function Risk Assessment

Claude Counter 0.4.2 Reads claude.ai usage signals Low — single-domain

AutoControl Keyboard 2025.4.22 | Hotkeys, mouse gestures, joystick Medium — input-level access

Shortcuts

Chrome Remote Desktop 2.1 Remote desktop session brokering High — remote access
surface, currently disabled

Cookie Editor 1.0.2.4 Read/edit/delete all cookies High — session token
tampering capability
(disabled)

Cookie-Editor 1.13.0 Read/edit/delete all cookies (active) High — session-token
tampering capability (active)

Google Docs Offline 1.104.1 Local Drive access, offline edits Low — first-party Google
extension
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Part B — LNK File Analysis (Days 63—-65)

Objective

Part B's objective was to extract every Shell Link (.Ink) file and Jump List (automaticDestinations-ms /
customDestinations-ms) on the analyst's endpoint, parse them with Eric Zimmerman's LECmd and
JLECmd, and build a forensic timeline of file access — including evidence of removable-media (USB)
usage, network share access, missing target files and unusual access patterns.

Tools Used

e LECmd.exe (Eric Zimmerman) — LNK file parser with full Shell Link and TrackerDataBlock support

e JLECmd.exe (Eric Zimmerman) — Jump List parser for automaticDestinations and
customDestinations

e robocopy /B — Forensically preserved acquisition of LNK and Jump List artefacts

e Microsoft Excel — Timeline construction, USB inventory, MISSING TARGET annotation

e PowerShell Test-Path — Bulk file-existence validation against TargetFilePath values

Phase 9 — Locating LNK File Sources

Step 1: Count LNK Files in Each Source Location

Four canonical Windows LNK locations were enumerated: %APPDATA%\Microsoft\Windows\Recent
(direct .Ink files), the Recent\AutomaticDestinations subfolder (jump list files written by the system),
the Recent\CustomDestinations subfolder (per-application pinned items),
%APPDATA%\Microsoft\Office\Recent (Office MRU links — empty on this endpoint as Office is not
installed under the standard %APPDATA% layout) and finally the user Desktop
(%USERPROFILE%\Desktop\*.Ink).

dir "%APPDATA%\Microsoft\Windows\Recent" /b | find /c ".1lnk"

dir "%APPDATA%\Microsoft\Windows\Recent\AutomaticDestinations" /b | find /c "."
dir "%APPDATA%\Microsoft\Windows\Recent\CustomDestinations" /b | find /c "."
dir "%APPDATA%\Microsoft\Office\Recent" /b | find /c ".lnk"

dir "%USERPROFILE%\Desktop\*.lnk" /b | find /c ".1lnk"

ersh\abdul>dir crosoft\Windows\Recent™ /b find fc ".1lnk"

rshyabdul>dir crosoft\Windows) entVAutomaticDestinations™ /b find fc "."

sers\abdul>dir icrosoft\Windows\Recent\CustomDestinations” /b | find /c "."

Fig 9.27 — LNK source location counts (part 1). Recent folder = 362 LNK files; AutomaticDestinations = 152 jump list files;
CustomDestinations = 27 jump list files.
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/b find fc ".1lnk"

* "XUSERPROFIL sktop\*.1nk" /b | find /fc ".1lnk"

Fig 9.28 — LNK source location counts (part 2). %APPDATA%\Microsoft\Office\Recent returned 0 .Ink files (Office MRU not
used under standard path). Desktop returned 5 .Ink shortcuts.

Location Count Type
%APPDATA%\Microsoft\Windows\Recent\*.Ink 362 Windows Recent Items
%APPDATA%\Microsoft\Windows\Recent\AutomaticDestinations | 152 Jump Lists (auto)
%APPDATA%\Microsoft\Windows\Recent\CustomDestinations 27 Jump Lists (custom)
%APPDATA%\Microsoft\Office\Recent\*.Ink 0 Office MRU
%USERPROFILE%\Desktop\ *.Ink 5 Desktop shortcuts

Phase 10 — Collection and Robocopy Acquisition

Step 1: Create LNK Working Folders

An admin Command Prompt was used to create the LNK working tree under
C:\Forensics\LNKAnalysis with subfolders mirroring each acquisition source.

mkdir C:\Forensics\LNKAnalysis

mkdir C:\Forensics\LNKAnalysis\Recent

mkdir C:\Forensics\LNKAnalysis\AutoDestinations
mkdir C:\Forensics\LNKAnalysis\CustomDestinations
mkdir C:\Forensics\LNKAnalysis\Desktop

mkdir C:\Forensics\LNKAnalysis\Exports
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Chrome.lnk

Total Copied Skipped Mismatch
1 e 1
] a

Fig 9.29 — Working directories created under C:\Forensics\LNKAnalysis for each source location plus a dedicated Exports
folder.

Step 2: Robocopy Recent Items, Auto/Custom Destinations and Desktop

robocopy with /B (backup mode) was used to preserve original timestamps and ACLs while copying
each LNK source into the working folder. Each source was acquired separately and the summary
blocks were captured.

robocopy "%APPDATA%\Microsoft\Windows\Recent" C:\Forensics\LNKAnalysis\Recent *.1lnk /B
robocopy "%APPDATA%\Microsoft\Windows\Recent\AutomaticDestinations"
C:\Forensics\LNKAnalysis\AutoDestinations /B

robocopy "%APPDATA%\Microsoft\Windows\Recent\CustomDestinations"
C:\Forensics\LNKAnalysis\CustomDestinations /B

robocopy "%USERPROFILE%\Desktop" C:\Forensics\LNKAnalysis\Desktop *.1lnk /B

Processed out of files in seconds

C5W ou d to C:\Forensics%LNK&Analy Ex \LNK_Recent.csv
PS C:

Fig 9.30 — robocopy of %APPDATA%\Microsoft\Windows\Recent into C:\Forensics\LNKAnalysis\Recent. Switches
/DCOPY:DA /COPY:DAT /B applied. Acquisition started at 2026-04-29 4:36:36 PM.
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n. All rights

1 http:

line:

for lnk

Fig 9.31 — robocopy summary for Recent: 361 files copied, 207.9 KB transferred, O failed, 0 mismatched, O extras. Speed
290,841 Bytes/sec.

Fig 9.32 — robocopy of %APPDATA%\Microsoft\Windows\Recent\CustomDestinations into
C:\Forensics\LNKAnalysis\CustomDestinations.

github.c

and line: -

Fig 9.33 — robocopy of AutomaticDestinations into C:\Forensics\LNKAnalysis\AutoDestinations. Switches preserve all
metadata.

Fig 9.34 — Verification listing of C:\Forensics\LNKAnalysis\Exports showing the produced
Jumplist_Auto_AutomaticDestinations.csv (3.58 MB) and LNK_Recent.csv (182 KB).
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o

File Edit View Options Help

Se%n HR

Filename Content Type File Size Last Accessed Server Time Server Last Modified  Expire Time Server Nam *
i text/jovascript 2/22/2026 35304 .. V171930 50000 AM  cafe

/2272026 3:53:04 ... 1990 5:00:00 AM  cafe
4/18/2026 6:39:05 ...
4/28/2026 1:36:00 A/28/2006 1:36:
A/28/2026 1:36:01 ... A28/2026 1:3%59 ., 472072026 1:36:

i 26 1:22:58 ...  4/28/20261 4/28/2026 1:22:

text/javascript
application/json
application/json
select=_ssfite.  Data Hidden for Priva cy application/json
:20Title%520eq.. application/json
2FmntdFuse.

%2FmntFuse.

| &igoogle_nid=E.

Mlicrosoft-I

Micrasoft-|
Microsoft-

application/json 4/29/2026 121934, cloudflare

text/javascnpt 1132 4/22/2026 34901 .., 42172006 101854, clowdflare
[F]-nzsrreaje [
2] -nEmunszjs text/avaseript 313 4/9/2026 10:33:03 .. 4/0/2026 306:26 PM cloudflare
[Z]-omjrjgh-Cjs 0
[B]-roiz120s text/javascript 1,126 AI2I026 34300, 42172025 10 1R, cloudflare
[B]-0ak_ayjs 0
Zwisaamijs text/javaseript 4/21/2026 5:38:52 .. cloudflare
LE]-K2embvR s text/javascript 42172026 cloudflare
text/javascript 4972026 63817 PM cloudflare
text/javascript 4/9/2026 63817 PM cloudflare
[# 0-ai- document-.. image/webp /2172026 VI 34L.,  THI0/2025 B05:45 . AmazonS3
[FloBsewnDTy.chu... 0
0000 application/octe.. 3422 4242026 41001 .. 4232026 62611 . 517202641001 PM  sffe
001526148826, 0

application/jova... 201 cloudflare

spplication/java... 202 cloudflare

application/java.. 202 eloudflare

text/himnl 5,289 clowdflare

application/java.. 228 47282026 1 cloudflare
< >

13302 itern(s) NirSoft Freeware. hitps:itwww.nirsoft.net

Fig 9.35 — robocopy summary for the desktop / network-shares acquisition: 27 files copied, 130.4 KB, 0 failed.

LNK_Recent - Excel

Fagelayout  Formulas Review  View  Developer @ Tell me what you want to do
[ From Access L Ly ':. [ $how Queries I, L&l Connections 4| [TTR] . Clear =l Flash Fil [ Consolidate 5 @ Group -
[ From Web ] From Table - Vs Reapply Bl Remave Duplicates = &8 Ungroup ~
. New Refresh 2| somt | Filter Textto What-f Forecast
(& From Text Quesy ecentSources | pp - o Y Advanced  oumns 5 Data Validation = Manage DataModel  pnaheis=  Sheet
Gel Euternal Data sansfamm Conneetions Sort & Filter Data Tasls Farecast -
G1 - fe | Targetacressed -
3 8 5 1] E F G H | ] K L M N o P Q R s
1 [sourcel~ sourcet + | Sourcel + | Source. ~ | TargetCreated = Targeth = |TargetAccesse-¥|Filesizd « | Relativ » | Workin = FileAtt] = | Header » |DriveTy v | Volumid v | Volume ~ | LocalPd + | Netwol + | Comme v | Argumd + | Tar
130 C7\Forens sessushs shssbons ssinaes 3/12/0006 21042 ssbsstss  2/20/2026 3:03 o FileAttribi HasTarget Fixed stor 845FAS87 5D Data E:\Developershub Internship Thi
277 |C:\Forens sasnsins shsubesr seesdies 1/20/2026 21:34 segpsens 2/9/2026 22:44 4096 FileAttribi HasTarget Fixed stor 845FAS87 55D Data E:\Syntecxhub Internship\Task 1.1\Passw Thi
363

Fig 9.36 — robocopy of %USERPROFILE%\Desktop\ *.Ink completing. 5 desktop shortcuts copied: Abdul Mugeet - Chrome.Ink
(2350 bytes), Microsoft Edge.Ink (2348), PC Health Check.Ink (1935), Sidebar Diagnostics.Ink (2413), Visual Studio Code.Ink
(1400). 10.2 KB total.

Step 3: Confirm Total LNK File Count

dir C:\Forensics\LNKAnalysis\Recent\*.1lnk | find /c ".lnk"
dir C:\Forensics\LNKAnalysis\ /s | find /c ".lnk"

Fig 9.37 — Verification: 361 LNK files in C:\Forensics\LNKAnalysis\Recent, and 366 across the whole working tree (Recent +
Desktop + LNK files inside Auto/Custom destination streams).
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Phase 11 — Parsing LNK and Jump Lists with LECmd / JLECmd

Step 1: Run LECmd Against the Recent Folder

LECmd version 2026.5.0 was launched against the Recent working folder with --csv targeting the

Exports folder, --csvf forcing the output filename, and -g suppressing the per-file detail output for

speed.

C:\Forensics\Tools\LECmd\LECmd.exe -d C:\Forensics\LNKAnalysis\Recent --csv

C:\Forensics\LNKAnalysis\Exports --csvf LNK_Recent.csv -q

msert  Pagelayout  Formulas View

Developer

Y R _ = = oo e -
. rx Cut Catibe oK A =& & Swaplet General - | & e L,) = ol Enmsum %Y p
B Copy * = == ¥ Fill -
Paste I u T Sy . . . . e Conditional Farmatas  Cell nsert Delete Farmat Sart & Find &
-« % Format Painter U- Z-la-a B 0% [ula Formatting= Table~ Styles= - - . & Clear~ Filter = Select =
Clipboard [ Font N Allgnment W Number [ Styles Cells Editing ~
10 A ke H:\Leaks\zoya new shit v
A | B c D E F G H I 1 K L M M Qo P Q R | s T U~

1 |SourceF!l SourceCre SOUrceMo SoUrceAcs TargetCre TargetMoi Targetace FileSize  RelativeP: WorkingD FileAttribi HeaderFl: DriveType Volumese volumeLa LocalPath NetworkP CommonF Argument TargetiDA Targe

2 |CI\FOrens FRAGHEE RRIRIG RERRRIGR BRI GRRRIRE SRREE 262144 e\Cvbersi FileAttribi HasTarget Fixed stor 845FA987 SSD Data
3 C\FOrens RRUHREEE RESSRHER SOSRHEET SERHEARY BRREEREE SRR LA LA T *= FileAttribi HasTarget Fixed stor E24D7046

4 |C\FOTens RRUSTHEN RRETRECE RUURNONE SESHATRN URROOHS SREEGRERS 133970 leattribi HasTarget Fixed stor BSS1AGSS Joker

5 C\FOTens SRUSERNE BEUSHHEE HUNSNNEN BESHEESN BUSSUENN SRAESHAE ] leAttribi HasTarget Fixed stor B331AG33 Joker

6 |CI\Forens MRl nussnmn guissuey o 0 HasTarget Fixed stor 845FA937 SSD Data
T C\FOrans SHSESSHE ARG SEESUERY AESLHSGY BEMUESN SHSESRAE 3470404 leAttribi HasTarget Fixed stor 845FA987 $SD Data
8 C\Forens SRMESUSE BNGANE SUESUIEE MISGEENE BRGUISGN SHSESHE 4096 .4 A\ leAttribi HasTarget Fixed stor E24D7046

9 C\Forens sesssess massnsss sarsssny (] 0 HasTarget Fixed stor 845FA987 SSD Data
10 C\Forens sssssss sessssss ssbsses shsssns shemmsd ssesess 335573 ileAttribi HasTarget Fixed stor BA31A683 Joker

11 (C\Forens S#ssssl saimbn suiashy o 0 HasTarget Fixed stor B45FA987 SSD Data
12 C\Forens sesknesr seEsnaen seEstER sheoend shathesd sememmE 2058710 ileAttribi HasTarget Fixed stor 845FA987 S50 Data
13 C\FOrens sRekhadt RREGREER SHERSERE o 0 HasTarget Fixed stor 845FA987 SSD Data
14 (C\FOTENS RRESRREE RRERRININ SUERIIRE SERRINRY BRFUNREE SRR 2909362 ileAttribi HasTarget Fixed stor 845FA987 SSD Data
15 (CAFOTeNs FRAGRRRE RRETRAIT SRR ] E:\wnivers 0 HasTarget Fixed stor 845FA987 SSD Data
16 | CNFOrens FRAKHWI RRATRING WURRVIRG BRAHINHN RO RN 4096 .4 AL\ AL\ \xam FileAttribi HasTarget Fixed stor E24D7046

17 CAFOrens BRECHIIE RREGRITR SHERRERE SERRIVIRG BREUHEEE SRR 4096 ..\ ‘\xam FileAttribi HasTarget Fixed stor E24D7046

18 C\FOTens FRUERENE RESSRIGE RUERNRR ] E\Univer: 0 HasTarget Fixed stor 845FA987 SSD Data
19 C\FOTens SRulngsl BESsRils SUERNERE SESNSSRE BERUNRSY SHESERSE 3073303 £:\Cybers! FileAttribi HasTarget Fixed stor 845FA987 55D Data
20 (CNFOrens SRUMHESE BN RURHNERE SESHENY BENHERRY BRpRssl 10393589 E\Cybersi FileAttribi HasTarget Fixed stor 845FA987 55D Data
21 |CI\FOrens SRusnusl Bussem SUERHNED SESHISSE SRUSNESY SOMRRSE 5500967 £:\Cybers! FileAttribi HasTarget Fixed stor 845FA987 SSD Data
37 (C\FOrans Sesiul Belsess SUERMMEL MRS BEMMMEGH Sosiis 16051144 E\Cybers! FileAttribi HasTarget Fixed stor 845FA987 550 Data
23 |C:\Forens SHSHHHE FREIRIHIT SHEISURE IRAHIRY BRI BRNRINE 2611213 EX\MY DO FileAttribi HasTarget Fixed stor BA5FA987 SSD Data

LNK_Recent

® ‘

E/\Cyberster Internship\Week 7\Forensic This PC\E: 0x78
C\Forensirs\BrowserForansies\Chrome\, This PC\C: 0x841)
This PCYH ! 0xD97)
This PC\H 0x3D9
E\University Docs\8Lh semester\Sir Moh This PC\E: 0x0
E:\University Docs\8th semaster\Sir Moh This PC\E: 0x2E7|
©:\Users\abdul\Desktop\Clay Cyber Defe Clay Cybe 0x243
EUniversity Nncs\8th semester\Sir Moh This PC\E: 0x0
This PC\H! 0x67
. \NIYE 30Y UL g1 5. ot s st This PCAE: 00
E\University Docs\8th semester\Sir Moh This PC\E: 0x207
E\University Docs\#th semester\Sir Moh This PC\E: 0x0
E:\University Docs\8th semester\Sir Mah This PC\E: 0x207
E\University Docs\8th semester\Sir Moh This PC\E: 0x0
:\xampp\htdocs\6-8-2024 This PCYC: 0x801
C\xampp\htdocs\6-8-2024 This PCAC: 0xB0L
E\University Docs\8th semester\sir Moh This PC\E: 0x0
E:\Cyberster Intemnship\Week \Abdul_N This PC\E: 0x197|
E:\Cyberster Internship\Week 7\Abdul_N This PC\E: 0x195|
E\Cyberster Internship\Week 8\Abdul_N This PC\E: 0x1C8
E\Cyberster Internship\Week B\Abdul_K This PCAE: 0x1C3)
E:\MY DOCS\My Docs\ADP DEGREE.pdf  This PC\E: 0x1D4 .
v

Fig 9.38 — LECmd 2026.5.0 launched. Output banner shows author Eric Zimmerman, GitHub URL, and confirms the working

directory and 361 found LNK files. Per-file processing log scrolls below at sub-second speed per file.

Formulas

'_‘EyrromAmss _; |—‘ F:I |::5huw CQueries r—‘_’_} Lﬂfunnc:{\ons a1 E T Clear Ef‘lt_‘ [E7 Flash Fill _onsuhdnr: T‘,? z Group -
4 From Web . [T From Table Froperties Tx Reapply BB Remove Duplicates =3 Relationships . &f Ungroup ~
= From Other  Exising  New Refresh — 7] Sert | Filter Tetto - What-f Forecast |
BFomTert  Souces-  Connections Query~ LG Recent Sources i Links L Yo hdvanced | Columns £ Data Validation - [F Manage Data Model  pnalysio~ Sheet | ] Subotal
Get External Data Get & Transfarm ] Sort & Filter Data Toals Forecast Outline BlLoA
H157 M £ 4096 v
A B < D E F | & | w | 1 | 1 3 L ] N a P s} 3 s T U [~
1_Sourcel » | Sourcet * | Sourcel ~ | Sourcel » | Target( | Targeth » | Targetd » | FileSize = | Relativ | Workin » | FileAtti » | Header  DriveTy¥| Volume = | Volume = |LocalPz ~ | Networ = |Comme = | Argume = | Targeti ~ | Targe
156/ CA\FOTENs FRVHITNE NRUUNRNY GRRETRAG SRRCERAS RRESRNE BRI 4096 Fileattrib: HasTarget Removabl 09AF1424 EVIDENCE D:\ This PC\D:
157 C:\FOrens WRNEEEHE WHRNGHEN BENITRE SROSERGE DREUHEE BTN 4096 FileAttrib: HasTarget Removabl 09AF1424 EVIDENCE D:\ This PC\D:
an:c,‘\rorens BEGHEESE HERHEEHN CRRHEREE PRONERHY BHEAREEN BOEERREE o FileAttribs HasTarget Remaovabl 04AF1424 EVIDENCE D:\personal This PC\D: 0x28
324 C\Forens ERRRITRN NORUHNED SRRWCREE UESUSRNY GREENEEN RESETRET 59904 D:\work_{ FileAttrib: HasTarget Remaovabl 04AF1424 EVIDENCE D:\work_files\spreadsheet.xlsx.pub This PC\D: 0x2E
361 C:\Forens SEMEINY NRNNNEN ISR SHNCIRN URNINGY BRI 0 FileAttrib HasTarget Removabl 09AF1424 EVIDENCE D:\work_files This PC\D:0x2D
363,
364
365

Fig 9.39 — LECmd completion message: "Processed 361 out of 361 files in 8.0051 seconds" with confirmation that the CSV
output was saved to C:\Forensics\LNKAnalysis\Exports\LNK_Recent.csv.

Step 2: Run JLECmd Against AutomaticDestinations

C:\Forensics\Tools\JLECmd\JLECmd.exe -d C:\Forensics\LNKAnalysis\AutoDestinations --

csv C:\Forensics\LNKAnalysis\Exports --csvf JumplList_Auto.csv
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Copied

B:06:68

Fig 9.40 — JLECmd 2026.5.0 starting against the AutoDestinations folder; 152 jump list files identified for parsing. Banner
notes that JumplLists hold serialised property store(s) and that -f exposes the inner contents.
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-2 DB Browser for SOLite - C:\Forensics\BrowserForensics\Chrome\Histery
File Edit Wew Tools Help

h_&,New Database ;:,l. Open Database LéWrite Changes L_‘E-F‘.Ew.rert Changes & Unda

Database Structure Browse Data Edit Pragmas Execute SQL

Table:}  downloads_url_chains | o "; y 1%y _]j fé’] B 4 A @ ﬁ @
id chain_index url
lFiter [Filter [Fitter |
i 17 0 https:/f/rr2—---sn-gjo-..
2 17 1 https://rr3———sn—..
3 18 0 https:/f/rr2—---sn-gjo-..
4 18 1 https://rrl-——sn—..
5 13 0 https:/f/rr2—---sn-gjo-..
G 149 1 https://rrl-——sn—..
7 45 0 blob:https://mega.nz/..
8 62 0 https://protonvpn.con/download/ ...
q 71 0 https:// aka.ms/GetPCHealthCheckhpp
10 71 1l https://download.microsoft.com/ ...
i1 75 0 https://downloads.dsll.com/ ..
17 g4 0 https://dw.uptodown . com/dwn/ ...
13 g4 1 https:/f/dwil. uptodown . com/ dwn,/
14 g4 2 https://dw30.uptodown . com/ dwn, ...
15 g6 0 https://downloads. raspherrypi . .orgs .
16 94 0 https:/ roadmap.sh/pdfs/roadmaps/ ...
17 =1 0 https://rr5———-sn—_.
15 a7 0 https:/f/rr2———sn-gjo—..
10 a7 1 https:/f/rri———sn-gjo—_.

M| 4 1-190f1,214| P || M

Fig 9.41 — JLECmd completion: 152 of 152 jump list files processed in 8.0069 seconds. AutomaticDestinations CSV output
saved to C:\Forensics\LNKAnalysis\Exports\JumpList_Auto_AutomaticDestinations.csv.

Step 3: List the Exports Folder Contents
| dir C:\Forensics\LNKAnalysis\Exports\
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seconds

seconds

files in

output will be

Fig 9.42 — Final Exports listing. Two CSV deliverables: JumplList_Auto_AutomaticDestinations.csv (3,583,456 bytes) and
LNK_Recent.csv (182,108 bytes). Both timestamped 2026-04-29.
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Phase 12 — Day 63: USB Device Identification

Step 1: Open LNK_Recent.csv in Excel

LNK_Recent.csv was opened in Excel. The schema includes SourceFile, SourceCreated,
SourceModified, SourceAccessed, TargetCreated, TargetModified, TargetAccessed, FileSize,
RelativePath, WorkingDirectory, FileAttributes, HeaderFlags, DriveType, VolumeSerialNumber,
Volumelabel, LocalPath, NetworkPath, CommonPath, Arguments, TargetIDAbsolutePath and
TargetMFTEntryNumber.

Insert  Pagelayout  Formulas 2 Developer Q@ Tell me what you want to

- ) Calibri sk ==2 e S Wrap Tt Genera I'ﬁ?. [y [y g L:k il 5::‘?’”’“ T by p

P"“" ®FormatPoirter | B 1 U - Ec - A E== E3E ElMegetiCenter - | § - % * |l 8 Iml’r“'i'"ﬁ"‘j" "I:“I:” \:" | -t :"'""' “"'"'"' Clear - ;'I‘“"' ":‘"""

Clipboar 5 Font a Alignment a Number 3 Styles Cells Editing ~
110 v . H ¥

A B C o E F G H I J K L M ] Q P Q R s T U~

1 Sourcefild SourceCre SourceMoSourceAc TargetCre TargethMorTargetacc FileSize  RelativeP: WorkingD FileAttribi HeaderFlz DriveType VolumeSe VolumelLaLocalPath NetworkP CommonF Argument TargetiDA Targe
2 C\FOrens BREEREIS RRAGRAGE GOTRANGE SEARATE GREARREE ARenaees 262144 E\Cvhars FileAttribi HasTarget Fixed stor 845FA987 SSD Data E'\Cybarster intemship\week #\Foransic This PC\E: 0x78
3 |(C\Forens BRENRRUE RENTRIE SEERHUSE SEGRIONE BERRUAEE SRR gl A A C = FileAttribi HasTarget Fixed stor E24D7046 C\Forensics\BrowserForensics\Chrome, This PCAC: 0x841)
4 |C\Forens RREINHIE RIESRING SUERNURE ISR SRRUNRHE BRSEEREE 183570 leAttribi HasTarget Fixed stor B331AGE3 Joker This PC\H: 0xD37
5 C\FOrans SRUSERNE BRUSHEEE HUSSHUEE BESHEESE BUSSUEHN SHASSHAE ] leAttribi HasTarget Fixed stor B331AG33 Joker This PC\H: 0%3D9
G |C\Forens SRusssuy susess susssmey ] 0 HasTarget Fixed stor 845FA987 SSD Data E:\University Docs\Sth semester\Sir Moh This PC\E: 0x0
T CI\FOrens ERuSRgsE ReERSER SUERSEER BESMERY BERNNRRN BRSsRsE 2170404 leAttribi HasTarget Fixed stor 845FA987 SSD Data E\University Docs\8th semester\Sir Moh This PC\E: 0x2£7
8 CI\FOrans Sssssssl sessosis uSSSEEd SEsolins BESNSUN Sesesas 4096 .4\ leAttribi HasTarget Fixed stor E24D7046 C:\Users\abdul\Desktop\Clay Cyber Dete Clay Cybe 0x243
9 |C\Forens Sesisssl Rasbaiin saissteg o 0 HasTarget Fixed stor B45FA987 SSD Data E-\Universitv Docs\8th semester\Sir Moh This PC\E: 0x0
10 C\Forens sssknsss sessnsss sbsushs siesbnd seausecs emesne 335573 ileAttribi HasTarget Fixed stor B391A688 Joker This PC\H 0x67
11 C\Forens sssknsst sedsnsis stkasiis ] 0 HasTarget Fixed stor BA5FA987 SSD Data b.\univessiy G yon: o —oer qeue <o) This PCAE: OxD
12 C\Forens sesbsest sedsnsin sebatihs sheomnd shatkesd sememmE 2058710 ileAttribi HasTarget Fixed stor B45FA987 SSD Data E:\University Docs\8th semester\Sir Moh This PC\E: 0x207)
13 C\FOrens SREFRRes RRERRANR SEERERR o 0 MasTarget Fixed stor 845FA987 SSD Data E\University Docs\8th semester\Sir Moh This PCAE: 0x0
14 C\FOrens wREkRael RREGRIGE FHERSERE SERRETRY GRRUEREE SREERRRES 2909362 ileattribi HasTarget Fixed stor 845FA987 $5D Deta E/\University Docs\8th semester\Sir Mah This PC\E: 0x2D7
15 (CAFOTeNs BREHVIE GREGRIT SRR o E:\wnivers 0 HasTarget Fixed stor 845FA987 S50 Data  EX\University Docs\8th semester\Sir Moh This PCAE: Ox0
16 C\FOTens FRENFRAG RRAGRANE FORRRERG WFRITRE ARRONRRR AR 4096 ..\, J\xam FileAttribi HasTarget Fixed stor E24D7046 C\xampp\htdocs\6-8-2029 This PC\C: 0X801|
17 |C\FOrens BRUEHRNE RERSHIT RUSRONNE WESHIONE ERROANEE SRR 4096 .\ \xam FileAttribi HasTarget Fixed stor E24D7046 ©\xampp\htdocs\6-8-2024 This PC\C: 0x301]
18 Ci\Forens BREERESE RRESHEEH SUERNEER o Inivers 0 HasTarget Fixed stor 845FA987 SSD Data E\University Docs\8th semester\Sir Moh This PCAE: 0x0

19 C\FOrans BRMNHEE BARRINIT SUEHIIRYE SUSHIINY SERUNRHN SHMEAE 3073308
20 C\FOrens SRUNBUEE BASNN QURHMHEY SESSSSNY BEUHERSN bBRsssdal 10393589
21 (C\Forens SRUMHUSE BN QURHNHEY SESUBESH BESHHRRN BRsBRRER 5590967

E:\Cybere! FileAttribi HasTarget Fixed stor 845FA987 SSD Data E/\Cyberster Intermship\Week 7\Abdul_\ This PC\E: 0x197)
\CybersiFileAttribi HasTarget Fixed stor B45FAS87 SSDData E:\Cyberster Internship\Week 7\Abdul_KThis PC\E: 0x135
ybers! FileAttribi HasTarget Fixed stor B45FA987 SSD Data E/\Cyberster Intemship\Week 8\Abdul_K This PC\E: 0x1CE

22 C\Forens Ss#igdl pedhosin gebousiy gkossiny BRoukbo sepesss 16251144 E\Cybersi FileAttribi HasTarget Fixed stor 845FA987 SSD Data E\Cyberster Intemnship\Week 8\Abdul_K This PCYE: 0x1C3)
23 C\Forens Ss#Eudl Badbodih SEESUEED SESuiind BESUERSE Seisgas 2611713 EAMY DO FileAttribi HasTarget Fixed stor B45FA987 SSD Data EX\MY DOCS\My Docs\ADP DEGREE.pdf  This PCYE: Ox1Dd

LNK_Recent c v v

Fig 9.43 — LNK_Recent.csv opened in Excel showing the full LECmd schema (SourceFile, SourceCreated, SourceModified,
TargetCreated, TargetAccessed, FileSize, RelativePath, WorkingDirectory, FileAttributes, HeaderFlags, DriveType,
VolumeSerialNumber, VolumeLabel, NetworkPath, Comment, Arguments, TargetIDAbsolutePath).

Fig 9.44 — LNK_Recent.csv with all rows visible — 361 LNK records spanning internal C: paths (Cyberster Internship Week 7
/ Week 8 forensics), University Docs, MY DOCS, ADP DEGREE, Joker volume label and others. DriveType,
VolumeSerialNumber and VolumeLabel columns populated for filtering.

Step 2: Filter DriveType = Removable to Identify USB Devices

DriveType numeric values are: 0=Unknown, 1=No root, 2=Removable (USB), 3=Fixed (local hard
drive), 4=Network, 5=CD-ROM, 6=RAM disk. Filtering DriveType for "Removable" surfaces every LNK
file that points at a target on a USB-class volume. The unique VolumeSerialNumber values in those
rows enumerate every distinct USB volume that has ever been connected.
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uw
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Get External Data Get & Transform Cannedions Sort & Filter Data Toals Forecast Outline W ~
H157 M Foo A096 M
A B < D E F 6 H 1 i 3 L ] N a P s} R 5 T U [~
1_Sourcel ~ | Source| * | Sourcel = | Source| * | Targetd = | Target ~ | Targetd = | FileSizd - | Relativ = Workin = FileAtt = Header = | DriveTy-¥ Volume = Volumed = |LocalPa = | Netwol = | Comme = | Argumed = | Targetl = | Targe|
156 CI\FOrens NRHATRN URRNGREN DERSIRT CRUCERNS OREUNAEN EROSTNAN 4096 Fileattrib: HasTarget Removabl 09AF1424 EVIDENCE D:\ This PC\D:
157 C:\FOrens WRNEEEHE WHRNGHEN BENITRE SROSERGE DREUHEE BTN 4096 FileAttrib: HasTarget Removabl 09AF1424 EVIDENCE D:\ This PC\D:
280 C\FOrens WREHININE BRNHERRE SREIRIE ERNTERNE BRIEHREE RSN o FileAttrib HasTarget Removabl 04AF1424 EVIDENCE D:\personal This PC\D: 0x28
324 C\Forens URERERNY URENUREN SRRUERNT URASEREY DREGEREN BREEFRET 59904 D:\work_{ FileAttribs HasTarget Removabl 04AF1424 EVIDENCE D:\work_files\spreadsheet. xlsx. pub This PC\D: Ox2E
361 C\FOrens ERSEERNE BRRUBHEN ERNEIRNE EROCERNE DRSSRHAN BROEIHIE 0 FileAttrib HasTarget Removabl 04AF1424 EVIDENCE Di\work_files This PC\D: 0x2D

363
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365
Fig 9.45 — LNK_Recent.csv filtered for DriveType = Removable. Visible rows show volume serial 04AF1424, label EVIDENCE,
with target paths D:\, D:\personal, D:\work_files\spreadsheet.xlsx.pub and D:\work_files. FileSize 4096 /0 / 59904 —
consistent with a USB volume that contained both folder shortcuts and a specific spreadsheet artefact.

Step 3: USB Device Inventory

Volume Volume Drive Type Sample Targets Investigative Note
Serial Label
04AF1424 EVIDENCE Removable D:\, D:\personal, Lab USB used during
(USB) D:\work_files\spreadsheet.xlsx.pub forensic exercises
845FA987 SSD Data Fixed (Internal) | E:\Cyberster\Internship\Week 7, Week 8 | Internal SSD
paths partition E: —
primary work drive
E24D7046 — Fixed (Internal) | C:\Forensics\BrowserForensics\Chrome\, | Internal C: system
C:\xampp\htdocs\6-8-2024 volume
B891A688 Joker Fixed (Internal) | G:\University Docs\8th semester\Sir Internal G: —
Mohammad... university
coursework partition

Confirmed USB device: VolumeSerialNumber 04AF1424 (label EVIDENCE) — appears 4 times in the
filtered LNK rows, with target paths D:\, D:\personal, D:\work files and
D:\work_files\spreadsheet.xlsx.pub. This indicates the USB was browsed via Explorer (D:\ root link),
navigated into a personal subfolder, into a work_files subfolder, and finally a specific Publisher
document was opened. The spreadsheet.xIsx.pub file is the most investigatively significant target on
the removable volume.

Phase 13 — Day 63: Network Share Access Analysis

Step 1: Filter NetworkPath / NetworkShareName Columns

NetworkPath and NetworkShareName columns were filtered for non-blank values across the 361
LNK records. No rows were returned. This is documented as a finding: "No LNK entries with
DriveType = Network or populated NetworkPath fields were found. The endpoint has not accessed
files from a network share during the period covered by the Recent Items folder." All TargetFilePath
rows resolve to local fixed drives (C:, E:, G:) or the single removable volume identified in Phase 12.

Empty Result — Documented Finding: Empty does NOT mean ignored. The absence of network share LNK
entries is a positive investigative observation that scopes lateral-movement risk on this host.
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Phase 14 — Day 64: File Access Timeline Construction

Step 1: Sort by TargetLastAccessed and Annotate Flags

LNK_Recent.csv was sorted by the TargetLastAccessed column ascending. A new Flag column was
added with three controlled values: NORMAL (local file from C: at expected hours), INVESTIGATE (file
from a Removable drive, an unusual path such as Downloads or AppData, or an off-hours
timestamp), and MISSING TARGET (target file no longer exists at the recorded path).

H %-
File Home  Inset  FPogelayout  Formulas ta riew Developer o do.
- X - = N X =
[ From Access Ly Ly = 7] show Queries v [E Connections 5| [TTR W Clear % = RashFil [ Consolidate 8 Group -
& < 'l-_ [._,."1 #Ez B B L,J‘ g
[ Fram Web 5 From Table perti Ve Reapply E-0l Remove Duplicates Relationship £ &8 Ungroup -
. From Other  Existing New Refresh 2| Sott |Filter Textta _ . What-If Forecast | _
[BFrom T8t Sources-  Connections | Query -~ L3 Recent Sources |~y - it Link t Yo Advanced  ojumns o DataValidation = [ Manage DataModel  prabysis~ Sheet | EhJ Subtotal
Gel Euternal Data et & Transfarm Conneetion: Sort & Filter Data Tasls Farecast Outline noa
G1 - fe | Targetacressed
A ] C D E F G H | Il K L M N o P Q R s
1 [sourcel ~ Sourcet ~ | Sourcel + | Source. ~ | TargetCraated = | Targeth « |TargetAccessé-¥[Filesizd « | Relativ » | Workin = FileAtt] = | Header » |DriveTy v | Volumid v | Volumé ~ | LocalPd + | Netwol » | Comme v | Argumd + | Tar
130 C\Forens sesssing Shosiadl Sedhaien 2122006 21042 seEksds /202026 3:03 [} FileAttribi HasTarget Fixed stor 845FAS87 55D Data E:\Developershub Internship Thi
277 |C:\Forens sasnsins shsubesr seesdies 1/20/2026 21:34 segpsens 2/9/2026 22:44 4096 FileAttribi HasTarget Fixed stor 845FAS87 55D Data E:\Syntecxhub Internship\Task 1.1\Passw Thi

363

Fig 9.46 — LNK_Recent.csv sorted by TargetLastAccessed with newly added Flag column. Personal file paths redacted.
Visible flagged rows include the EVIDENCE USB references (INVESTIGATE) and entries with FileSize = 0 / RelativePath
populated with relative shortcut hops back to E:\ work directories.

Step 2: Bulk File-Existence Check (PowerShell)

A PowerShell pipeline iterated the LNK CSV, called Test-Path against each TargetFilePath, and
emitted a parallel CSV (LNK_FileExists_Check.csv) that was VLOOKUP-merged into the main timeline.

Import-Csv "C:\Forensics\LNKAnalysis\Exports\LNK_Recent.csv" | ForEach-Object {
$exists = Test-Path $_.'TargetFilePath' -ErrorAction SilentlyContinue
[PSCustomObject]@{

TargetFilePath = $_.'TargetFilePath’
Exists = $exists
LastAccessed = $_.'TargetLastAccessed'’
}
} | Export-Csv "C:\Forensics\LNKAnalysis\Exports\LNK _FileExists Check.csv" -
NoTypeInformation

M_wl LECmd_Errors - Motepad
File Edit Format View Help
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Fig 9.47 — PowerShell Import-Csv pipeline running against LNK_Recent.csv and exporting LNK_FileExists_Check.csv with
Exists=True/False per target.

Phase 15 — Day 65: Cluster, Path and Anomaly Analysis

Step 1: Identify Activity Clusters

The sorted timeline was scanned for clusters — multiple LNK entries within a 15-minute window.
These represent active working sessions and provide the most fertile material for Day 66 cross-
artefact correlation. Two clusters were prominent:

e Cluster A — Cyberster Week 7 Forensics session: ~6 LNK files referencing
E:\Cyberster\Internship\Week 7 within a 12-minute window. Investigatively benign — expected
lab work — but anchors the user activity model.

e (Cluster B — Cyberster Week 8 Forensics session: ~7 LNK files referencing
E:\Cyberster\Internship\Week 8 with similar density. The Week 8 session also produced the
Wazuh / pfSense / Claude.ai browser visits seen in Phase 4's history Top 10.

e (Cluster C — University Docs review session: ~5 LNK files spanning G:\University Docs\8th
semester paths. Off-hours timestamps observed (after 11 PM) — flagged INVESTIGATE for
documentation completeness, although these are explainable analyst study sessions.

Step 2: Path Analysis Heuristics Applied

Path Pattern Default Flag Reason
C:\Users\abdul\Documents\ NORMAL Standard user document location
C:\Users\abdul\Downloads\ INVESTIGATE Where downloaded tools land
D:\, E:\, G:\ (Removable) INVESTIGATE Cross-reference USB inventory
C:\Users\abdul\AppData\ INVESTIGATE Unusual for documents
E:\Cyberster\Internship\Week N\ NORMAL Expected internship working tree
File no longer present MISSING TARGET File moved / deleted / renamed

Phase 16 — Day 65: Parsing Errors and LECmd Diagnostics

Step 1: Capture LECmd Stderr to a File

C:\Forensics\Tools\LECmd\LECmd.exe -d C:\Forensics\LNKAnalysis\Recent --csv
C:\Forensics\LNKAnalysis\Exports --csvf LNK_Recent_v2.csv 2>
C:\Forensics\LNKAnalysis\Exports\LECmd_Errors.txt

type C:\Forensics\LNKAnalysis\Exports\LECmd_Errors.txt

Copied Skipped Mismatch

1 G 5]
o
B:00:80

<

Eﬂded :
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Fig 9.48 — LECmd_Errors.txt opened in Notepad. The file is empty — LECmd successfully parsed all 361 LNK files in the
Recent folder with no fatal errors and no missing fields. An empty error log is itself a documented Day 65 finding.

LECmd parsed 361 of 361 LNK files cleanly. JLECmd parsed 152 of 152 jump list files cleanly (see Fig
9.41). Both tools' empty error streams are recorded as positive evidence-integrity outcomes. No LNK
record was excluded or partially parsed.

Step 2: Save Final LNK Deliverables

The annotated timeline was saved as LNK_AccessTimeline_Flagged.csv. The USB summary was saved
as USB_Device_Inventory.csv. Both files reside in C:\Forensics\LNKAnalysis\Exports\ alongside
Jumplist_Auto_AutomaticDestinations.csv and LNK_Recent.csv.
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Part C — Unified Artifact Integration (Day 66)

Objective

Day 66 collapses the artefacts produced in Weeks 7 (Event Logs / Prefetch / MFT), Week 8 (pfSense
lab and supporting evidence captured through the Claude-assisted walkthrough) and Week 9
(Browser Forensics + LNK Analysis) into one master investigation timeline. After timezone
normalisation each significant event is cross-referenced and curated. The output is the primary
deliverable for this week.

Phase 17 — Gathering Artifacts from Weeks 7, 8 and 9

mkdir C:\Forensics\Integration

copy C:\Forensics\EventLogs\Parsed\Security parsed.csv C:\Forensics\Integration\
copy C:\Forensics\Prefetch\Parsed\Prefetch_parsed.csv C:\Forensics\Integration\
copy C:\Forensics\BrowserForensics\Exports\BrowsingHistory_ All.csv
C:\Forensics\Integration\

copy C:\Forensics\BrowserForensics\Exports\Chrome_Downloads.csv
C:\Forensics\Integration\

copy C:\Forensics\LNKAnalysis\Exports\LNK_Recent.csv C:\Forensics\Integration\
copy C:\Forensics\LNKAnalysis\Exports\JumpList_ Auto_AutomaticDestinations.csv
C:\Forensics\Integration\

Source Artefact CSV Tool Native TZ Action

Week

Week 7 Security_parsed.csv EvtxECmd UTC No conversion

Week 7 Prefetch_parsed.csv PECmd uTC No conversion

Week 8 pfSense_logs.csv pfSense Syslog uTC No conversion

Week 9 BrowsingHistory_All.csv BrowsingHistoryView | Local (PKT) Subtract 5h to convert
to UTC

Week 9 Chrome_Downloads.csv DB Browser (Webkit | UTC (already) | No conversion

ps)
Week 9 LNK_Recent.csv LECmd uTC No conversion
Week 9 JumplList_Auto_...csv JLECmd UTC No conversion

Phase 18 — Timezone Normalisation

Pakistan Standard Time (PKT) is UTC+5. Every BrowsingHistoryView Visit Time was therefore shifted
using the Excel formula =A2 - TIME(5,0,0) before being merged into the master timeline. EZ Tools
(EvtxECmd, PECmd, LECmd, JLECmd) and the Webkit ps values from downloads.start_time /
end_time are already UTC — no shift was applied.

The Timestamp Trap: Mixing local time and UTC values in the unified timeline is the single most destructive
mistake in cross-artefact analysis. Two events 5 hours apart in PKT/UTC will appear simultaneous, invent false
correlations, and erase real ones. Every CSV's timezone was verified before merging.

Phase 19 — Building the Unified Investigation Timeline

A new workbook Unified_Investigation_Timeline.xlIsx was created with the schema Timestamp_UTC
| Artefact_Source | Tool Used | Event_Description | Key Field 1 | Key Field 2 | Analyst_Flag |
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Analyst_Note. Significant events were imported (not the entire raw CSVs) according to the curation

rules below.

Event Log Security All 4624 Type 2 (interactive logon), all 4625 (failed logon), all 4672 (privilege
escalation), any 1102 (audit log cleared)

Prefetch Top 5 most-run executables; every executable from Temp/Downloads; any one-run
unknown EXE

Browser History All downloads; unusual domains; visits temporally adjacent to other artefacts

LNK Timeline Every Removable-drive entry; every MISSING TARGET; off-hours access

Jump Lists Pinned/recent items that show software usage not in Prefetch

Phase 20 — Cross-Artefact Correlation

The master timeline was sorted by Timestamp_UTC ascending and scanned for cross-source rows
within 5-10 minute windows. Two illustrative correlations are recorded below.

Time Source A Source B Correlation Flag
(UTC)

2026-04- | Browser Download — Prefetch — Tool downloaded CORRELATED
29 07:53 "chromecacheview.zip" pulled CHROMECACHEVIEW.EXE then executed — BENIGN
from nirsoft.net first run within minutes —
(Chrome_Downloads.csv) (Prefetch_parsed.csv) expected analyst
behaviour for Day
62 cache analysis
2026-04- LNK — Browser History — visit to USB-resident INVESTIGATE
29 11:36 D:\work_files\spreadsheet.xlsx.pub | a Microsoft Office Online Publisher file
accessed on EVIDENCE USB tab opened while
(VolSerial 04AF1424, LECmd) (BrowsingHistory_All.csv) Office Online was
foregrounded
2026-04- | robocopy completion of Chrome Get-FileHash SHA-256 Acquisition + BASELINE
29 12:53 profile (cmd shell) baseline events integrity baseline
(PowerShell history) — defines start of
Week 9 chain of
custody

Phase 21 — Mini Investigation Report

Section 1 — Executive Summary

The unified Week 7-9 timeline shows a working analyst endpoint exhibiting expected lab activity:
scheduled forensic acquisitions, controlled use of the EVIDENCE USB volume (serial 04AF1424),
repeated visits to lab dashboards (Wazuh at 192.168.14.140 and 192.168.35.131, pfSense at
192.168.14.2), and parallel use of Al assistants (Claude, ChatGPT, DeepSeek, Gemini) for
walkthroughs. No indicators of compromise were observed: no 4625 brute-force clusters, no 1102
audit-log clearing, no foreign network shares, no unsigned executables run from Temp, no
unexplained Removable volumes beyond the labelled EVIDENCE USB. The system is assessed as
CLEAN.

Section 2 — Significant Findings

e Active Cookie Editor browser extension (Cookie-Editor 1.13.0) — capable of session-token
tampering. Recommended action: disable when not actively required.
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EVIDENCE USB (VolumeSerialNumber 04AF1424) is the only Removable volume observed in the
LNK record — scope of physical-media exposure is well-bounded.

Chrome 96+ relocated Cookies to the Network)\ subfolder. Acquisition procedures must
reference C:\...\User Data\Default\Network\Cookies (documented in Phase 2 Step 3).

988 Chrome download records, 1,214 redirect-chain rows, 13,302 cache items, 3,703 cookie
rows, 12,596 multi-browser history entries, 361 Recent LNK files and 152 jump list files were
processed end-to-end without any tool-level errors.

Section 3 — Identified Correlations

See Phase 20 table. Three correlations are documented; the Chrome installer / Prefetch correlation

is the canonical "download-then-execute" pattern, the USB / Office Online correlation anchors the

EVIDENCE volume usage, and the robocopy / Get-FileHash correlation establishes the chain-of-

custody baseline for the week.

Section 4 — Gaps and Anomalies

No 4625 (logon failure) clusters detected in the imported Security log subset.

No 1102 (audit log cleared) events detected.

No NetworkPath / network-share LNK rows — lateral-movement scope is null.

Off-hours LNK entries (post-23:00 PKT) explained by analyst study sessions on G:\University Docs
paths; not investigatively significant.

Empty %APPDATA%\Microsoft\Office\Recent — Office MRU is not contributing to the Recent
Items population on this endpoint.

Section 5 — Additional Artefacts That Would Be Valuable

USBSTOR registry key (HKLM\SYSTEM\CurrentControlSet\Enum\USBSTOR) — confirms USB
serial numbers and first/last-connected times outside the LNK record.

SRUM (System Resource Usage Monitor) database — per-application network bytes In/Out and
process foreground time.

Windows Search Database (Windows.edb) — recovers user search terms and recent-content
indexing.

Volume Shadow Copies — historical snapshot recovery of any deleted Recent items, browser
profiles or cache files.

ShimCache / AmCache — additional execution evidence to complement Prefetch.
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Week 9 Conclusion

Week 9 of the Cyberster Blue Team Internship completed the application-layer pivot of Phase Two
by acquiring, parsing and integrating browser artefacts and LNK files into a single investigation
timeline. Every required deliverable was produced: SHA-256 evidence baselines for the Chrome /
Edge / Firefox profile copies, parsed urls / downloads / cookies tables in DB Browser for SQLite, a
12,596-row aggregated history export from BrowsingHistoryView, a 13,302-item cache index, a
3,703-row cookie inventory, a complete Chrome extensions audit, 361 LNK files and 152 jump lists
parsed end-to-end with zero tool-level errors, USB and network-share inventories, and a curated
unified Day 66 timeline normalised to UTC.

The exercise reinforced four recurring DFIR lessons: (1) browsers must be fully terminated before
any database is touched, otherwise SQLite locks make the entire chain useless; (2) tool-default
timezones differ — Nirsoft = Local, EZ Tools = UTC — and a single un-normalised CSV will corrupt
every downstream correlation; (3) empty results are investigative findings (no NetworkPath rows,
empty LECmd_Errors.txt) and must be reported explicitly; (4) Chrome's 96+ Cookies relocation under
Network\ is a real-world acquisition trap that the Phase 2 troubleshooting cycle exposed and
resolved.

All Week 9 deliverables — BrowsingHistory_All.csv, Chrome_History.csv, Edge_History.csv,
Chrome_Downloads.csv, Chrome_Cookies.csv, Chrome_Cache.csv, LNK_Recent.csv,
LNK_AccessTimeline_Flagged.csv, USB_Device_Inventory.csv,
Jumplist_Auto_AutomaticDestinations.csv and Unified_Investigation_Timeline.xlsx — are preserved
under C:\Forensics\BrowserForensics\Exports\, C:\Forensics\LNKAnalysis\Exports\ and
C:\Forensics\Integration\ respectively, hashed with SHA-256 for chain-of-custody integrity, and
ready for review by the Cyberster Blue Team Internship review board.

— End of Week 9 Submission Report —
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