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Cyberster Blue Team Internship — Week 2 Days 8-9

File Integrity Monitoring (FIM)

Objective

The objective of Days 8 and 9 was to configure File Integrity Monitoring (FIM) using Wazuh's syscheck
module on both the Linux (Kali) and Windows agent machines. FIM enables the SOC to detect any
unauthorized creation, modification, or deletion of files in critical system directories, providing real-time

alerting for potential intrusions or insider threats.

Tools Used

e Wazuh Manager (Ubuntu) — central SIEM receiving and processing FIM alerts

e Kali Linux Agent — Linux endpoint with syscheck configured for /etc and /var/log

e Windows Host Agent — Windows endpoint with syscheck configured for C:\Users\Public
e /var/ossec/etc/ossec.conf — Wazuh agent configuration file edited on Kali and Windows
e Wazuh Dashboard — for viewing and verifying FIM alerts in Integrity Monitoring module

Procedure

Step 1: Verify Wazuh Manager and Agents are Active

Before configuring FIM, the Wazuh Manager on Ubuntu was verified to be running and both agents (Kali

Linux and Windows) were confirmed active using the agent_control utility.

abdul-mugeet-tabraiz@abdul-mugeet-tabraiz-VMware-Virtual-Platform: ~

[sudo] password for abdul-muqeet-tabraiz:
wazuh-manager.service - Wazuh manager

Loaded: loaded (/usr/lib/sys

Active:

emd/system/wazuh-nan
since Tue 2026-03-10 06:49:41 PKT;

:$ sudo systemctl status wazuh-manager

; preset:

3min 14s ago

Process: 1687 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, status=0/SUCCESS)
Tas 121 (limit: 4542)
Memory: 389.0M (peak: 622.4M swap: 144.0K swap peak: 232.0K)
CPU: 2min 7.492s
CGroup: /system.slice/wazuh-manager.service
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Fig: 8.1 Wazuh Manager service status on Ubuntu — all subprocesses active and running
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abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:$ sudo /var/ossec/bin/agent_control -1

Wazuh agent_control. List of available agents:
ID: 000, Name: abdul-mugeet-tabraiz-VMware-Virtual-Platform (server), IP: 127.0.0.1, Active/Local
ID: 001, Name: Kali-Linux, IP: any, Active
ID: 002, Name: Windows, IP: any, Active

List of agentless devices:

Fig: 8.2 agent_control -l output — Kali-Linux (ID 001) and Windows (ID 002) both listed as Active

Step 2: Open Kali Agent Configuration File

The Kali Linux agent's ossec.conf was opened to edit the syscheck block. This file controls which
directories FIM monitors and how frequently scans run.

sudo nano /var/ossec/etc/ossec.conf

BomP o] ] = $ A US| @ G
] kali@kaliz ~
Session Actions Edit View Help

— -[~]
L 0 /var/ossec/etc/ossec.conf
su password for kali: [}




Fig: 8.3 Kali Linux terminal — opening /var/ossec/etc/ossec.conf for syscheck FIM configuration

Step 3: Configure syscheck Block on Kali Linux

The syscheck block was updated with the following changes to enable realtime monitoring on critical
directories:

o /etc — realtime=yes, report_changes=yes (detect and show exact diff of file changes)
e /var/log — realtime=yes (monitor log directory for tampering or new log files)
e Scan frequency — changed from 43200 seconds (12 hours) to 600 seconds (10 minutes)

Be@mk ol g N O A ETS3|a G

kali@kali: ~

Session Actions Edit View Help

GNU nano 8.6 /var/ossec/etc/ossec.conf *
<skip_nfs>yes</skip_nfs>
</sca>

¢l— File integrity monitoring —
<syscheck>
<disabled>no</disabled>

¢I— Frequency that syscheck is executed default every 12 hours —
<frequency>43200</ frequency>

<scan_on_start>yes</scan_on_start>

¢<I— Directories to check (perform all possible verifications) —
<directories>/etc,/usr/bin,/usr/sbin</directories>
<directories>/bin,/sbin,/boot</directories>

<directories check_all="yes">/etc</directories>

<directories check_all="yes">/home</directories>

¢<I— Files/directories to ignore —
<ignore>/etc/mtab</ignore>
<ignore>/etc/hosts.deny</ignore>
<ignore>/etc/mail/statistics</ignore>
<ignore>/etc/random-seed</ignore>

[§ Help [l write Out FRUGE I [§ Cut il Execute [§ Location
B Exit B Read File B Replace il Paste B Justify Wi Go To Line

Fig: 8.4 Kali ossec.conf syscheck block — /etc and /home added with check_all=yes (initial view)
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kali@kali: ~

Session Actions Edit View Help

GNU nano 8.6 /var/ossec/etc/ossec.conf *

</sca>

¢l— File integrity monitoring —
<syscheck>
<disabled>no</disabled>

¢«— Frequency that syscheck is executed default every 12 hours —
<frequency>600</frequency>

<scan_on_start>yes</scan_on_start>

¢<l— Directories to check (perform all possible verifications) —
<directories>/etc,/usr/bin,/usr/sbin</directories>
<directories>/bin,/sbin,/boot</directories>

<directories realtime="yes" report_changes="yes">/etc</directories>}j
<directories realtime="yes" report_changes="yes">/var/log</directories>
¢I— Files/directories to ignore —

<ignore>/etc/mtab</ignore>

<ignore>/etc/hosts.deny</ignore>
<ignore>/etc/mail/statistics</ignore>
<ignore>/etc/random-seed</ignore>

<ignore>/etc/random.seed</ignore>

<ignore>/etc/adjtime</ignore>

[€ Help [§ write Out FRIGIS IS [{ Cut il Execute [§ Location
B Exit My Read File B Replace W Paste B Justify Wi Go To Line

Fig: 8.5 Kali ossec.conf final syscheck config — realtime=yes and report_changes=yes on /etc and /var/log,

frequency=600

Step 4: Restart Kali Agent After FIM Configuration

After saving the updated configuration, the Wazuh agent on Kali Linux was restarted to apply the new
FIM settings. The agent status was verified after restart.

sudo systemctl restart wazuh-agent
sudo systemctl status wazuh-agent
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kali@kali: ~

Session Actions Edit View Help

T aEa

restart wazuh-agent

L¢ s 0 ‘status wazuh- agent
] wazuh agent service - Wazuh agent
Loaded: loaded (/usr/lib/systemd/system/wazuh-agent.service; enabled; preset: disabled)
Active: active (running) since Thu 2026-03-12 17:54:37 EDT; 12s ago
Invocation: 3701a014e76749fdbf261512f112408d
Process: 78452 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, statﬁ
Tasks: 32
Memory: 516.5M (peak: 537.3M)
CPU: 27.823s
CGroup: /system.slice/wazuh-agent.service

i systemd[1]: Starting wazuh-agent.service - Wazuh agent ...
i env[78452]: Starting Wazuh v&4.7.5 ...

i env[78452]: Started wazuh-execd ...

i env[78452]: Started wazuh-agentd ...

i env[78452]: Started wazuh-syscheckd ...

i env[78452]: Started wazuh-logcollector ...

i env[78452]: Started wazuh-modulesd ...

kali@kaliz ~
Session Actions Edit View Help
)~ [~

restart wazuh-agent

sudo ‘status wazuh- agent
e wazu —agent service - Wazuh agent
Loaded: loaded (/usr/lib/systemd/system/wazuh-agent.service; enabled; preset: disabled)
Active: active (running) since Thu 2026-03-12 18:12:52 EDT; 15s ago
Invocation: 916536ae710e4e3d982c9e062c656745
Process: 88510 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, stat§
Tasks: 32
Memory: 498.5M (peak: 518.2M)
CPU: 34.240s
CGroup: /system.slice/wazuh-agent.service

i systemd[1]: Starting wazuh-agent.service - Wazuh agent ...
i env[88510]: Starting Wazuh v&4.7.5 ...

i env[88510]: Started wazuh-execd ...

i env[88510]: Started wazuh-agentd ...

i env[88510]: Started wazuh-syscheckd ...

i env[88510]: Started wazuh-logcollector ...

i env[88510]: Started wazuh-modulesd ...

Fig: 8.7 Kali Wazuh agent restarted again at 18:12 after final config — all modules including syscheckd active

Step 5: Generate FIM Test Events on Kali Linux

Test events were generated in the monitored /etc directory to verify FIM alerts were triggered for all
three event types: file creation, modification, and deletion.

sudo touch /etc/soc test.txt



echo "Tested by Abdul Mugeet"
sudo rm /etc/soc test.txt

BeomP o]

Session Actions Edit View Help

/eté/soc_test.txt

”Tested>b9 Abdul Mugeet" sud

Tested by Abdul Mugeet

~

/etc)sbc_test.txt

[~

| sudo tee /etc/soc test.

kali@kali: ~

) tee /etc/soc_test.txt

txt

Fig: 8.8 Kali Linux — FIM test events: file created (touch), modified (echo+tee), and deleted (rm) in /etc

Step 6: Configure syscheck on Windows Ag

L]

le Edit Format View Help

ent

testing. The configuration was edited in Notepad.

The Windows agent ossec.conf was also updated to include realtime FIM monitoring. C:\Users\Public
was selected as the monitored path because C:\Windows\System32 restricts direct file creation during

<!-- Freguency that syscheck is executed default every 12 hours -->

<frequency>43208</frequency>

<l-- Default files to be monitored.

-->

<directories recursion_level="8" restrict="regedit.exe$|system.ini$|win.ini$">3WINDIR%</di

<directories recursion_level="8" restrict="at.exe$|attrib.exef$|cacls.exe$|cmd.exed|eventcr
<directories recursion_level="8">ZWINDIR¥\SysNative\drivers\etc</directories>

<directories recursion level="@" restrict="WMIC.exe%" >X¥WINDIRX\SysNative\wbem< /directories
<directories recursion_level="8" restrict="powershell.exe$">¥WINDIR®\SysNative\WindowsPowe
<directories recursion level="0" restrict="winrm.vbs$">¥WINDIR¥\SysNative</directories>

<!-- Directories Added By me. -->

<directories realtime="yes" report_changes="yes"»>C:\Windows\System32</directories>

<!-- 32-bit programs. -->

<directories recursion_level="8" restrict="at.exe$|attrib.exef$|cacls.exe$|cmd.exed|eventcr
<directories recursion_level="8">XWINDIR¥\System32\drivers\etc</directories>
cdirartarias rarirsinn Tavael="A" recstrict="UMTC aval"SEWTHNNTRE\ SvstamI?Vwhame /ddirartnriac:

added

Fig: 8.9 Windows agent ossec.conf in Notepad — syscheck block showing FIM configuration with C:\Users\Public



Step 7: Restart Windows Agent After FIM Configuration

The Windows Wazuh agent service was restarted via PowerShell with administrator privileges to apply
the updated FIM configuration.

Restart-Service -Name "Wazuh"

(> |

Windo Powershell
Copyright (C) Micr ft Corporation. All right

Try the new cro

Fig: 8.10 Windows PowerShell — Restart-Service command executed, Wazuh service restarted successfully

Step 8: Verify Wazuh Manager Receiving FIM Alerts

The Wazuh Manager alerts log was monitored in real time on Ubuntu to confirm that FIM and
authentication events from both agents were being received and processed.

sudo tail -f /var/ossec/logs/alerts/alerts.json

abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

1S sudo tail -f /var/ossec/logs/alerts/alerts.json
{"timestamp":"2026-03-10T07:45:06.406+0500","rule":{"level":10, ”descrlptlon”'”iuatom Alert: New Linux User greated” "id
”'”10000“” "firedtimes":1,"mail":false, ”groups”:[”local” ”:vslog” "sshd","user_creation","linux"]}, "agent"” id":
bdul-muqgeet-tabraiz-VMware-Virtual-Platform"}, "manager":{"name":"abdul-mugeet-tabraiz-VMware-Virtual- Platform
:"1773110706.152476","full_log":"2026-03-10T07:45:04.662370+05: 00 abdul mugeet-tabraiz-VMware-Virtual-Platform su
do: pam_unix(sudo: 595510n): session opened for user root(uid=0) by abdul-muqgeet-tabraiz(uid=1000 predecoder
am_name":"sudo","timestamp":"2026-03-10T07:45: 662370+05:00"} ecoder” parent":"pam","name":"pam"},"data"
r":"abdul-muqeet-tabraiz","dstuser":"root(uid=0)","uid":"1000"}, "location Jvar/log/auth.log"}
{"timestam '2026-03-10T07:45:08.406+0500 ”level :3,"description”:"PAM: Login session closed.","id":"5502","f
iredtimes":2,"mail":false,"groups":[" " y "1,"pc e[l .2.5" gpg13":["7.8","7.9"],"gdpr": .2"]1,"hipa
a":["164.312.b"],"nist_800_53":["A . 3 . . 7.3"1},"agent":{"id":"eO0O"," abdul-muge
et-tabraiz-VMware-Virtual-Platform " bdul muqeet tabraiL VMware-Virtual-Platform"},"1id" 773110708
.152903","full_log":"2026-03-10T07 3 3“7496+05 00 abdul-mugeet-tabraiz-VMware-Virtual-Platform sudo: pam_unix(sudo:
session): session closed for user root","predecoder":{"program_name":"sudo","timestamp":"2026-03-10T07:45:07.327496+05:

00"}, "decoder":{"parent":"pam"," :"pam"},"data 'dstuser root"},"location Jvar/log/auth 109”}

{"timestamp":"2026-03-10T07:50:11.074+0500","rule" level":3, de:ulptlon”"'Lhndow: logon success.","id":"60106","mitr

("1d":["T1078"],"tactic":["Defense Evasion","Persistence","Privilege Escalation Initial Access"],"technique"
id Accounts"]},"firedtimes":1,"mail":false, "groups":["windows", "windows_sec rltv”‘”authentlLatlon su
| 32.2"7,"gpg13":["7.1","7.2"], " "hipaa":["164.312.b"], "nist_860 53":["AC
"CC7.2","CC7.3"]},"agent": {"1d":"002" ,"name": "Windows","1p":"192.168.14.1"}, "manager": {
1773111011 153361 windows_eventchannel"}, "data": {"wi y
54849625-54?8-4994-asba-353b0328c30d} "eventID
0x8020000000000000" , "systemTime":
110.0275025Z", eventPegordID”'”540674” ”progesle” "748 ‘”threadID :"912","channel":"S eLUrltV”."LONDUtEF"'”DEchTOP TSﬁY
,"severityValue":"AUDIT_SUCCESS","message":"\"An account was successfully logged on.\r\n\r\nSubject:\r\n\tSecurity
lS\r\n\tAccount Name:\t\tDESKTOP—T52704F$\r\n\tAccount Domain:\t\tWORKGROUP\r\n\tLogon ID:\t\tOx3E7\r\n\r)\
nLogon Information:\r\n\tLogon Type:\t\t5\r\n\tRestricted Admin Mode:\t-\r\n\tVirtual Account:\t\tNo\r\n\tElevated Toke
n:\t\tYes\r\n\r\nImpersonation Level:\t\tImpersonation\r\n\r\nNew Logon:\r\n\tSecurity ID:\t\tS-1-5-18\r\n\tAccount Nam
e:\t\tSYSTEM\r\n\tAccount Domain:\t\tNT AUTHORITY\r\n\tLogon ID:\t\t0x3E7\r\n\tLinked Logon ID:\t\t@x0\r\n\tNetwork Acc
ount Name:\t-\r\n\tNetwork Account Domain:\t-\r\n\tLogon GUID:\t\t{0000EOEM-00A0-0EOO-0O0-0000ONEEREOA}\r\n\r\nProcess
Information:\r\n\tProcess ID:\t\t0x2d8\r\n\tProcess Name:\t\tC:\\Windows\\System32\\services.exe\r\n\r\nNetwork Inform
ation:\r\n\tWorkstation Name:\t-\r\n\tSource Network Address:\t-\r\n\tSource Port:\t\t-\r\n\r\nDetailed Authentication
Tnformation-\r\n\tlooon Process-\t\tAdvani \r\n\tAuthentication Packane:\tNegotiate\r\n\tTransited Services-\t_\r\n\tP

Fig: 8.11 Wazuh Manager alerts.json — FIM and authentication events received from both Kali and Windows agents

Result



File Integrity Monitoring was successfully configured on both Kali Linux and Windows agents. Realtime
monitoring was enabled on /etc and /var/log on Kali with scan frequency reduced to 600 seconds. FIM
test events (file creation, modification, and deletion) were generated and detected. All FIM alerts were
visible in the Wazuh Manager alerts log and confirmed in the Wazuh Dashboard Integrity Monitoring
module. The Windows agent was similarly configured and verified.

Summary of Days 8-9

Days 8 and 9 gave me hands-on experience with one of the most critical components of a SIEM
deployment — File Integrity Monitoring. In a real SOC environment, FIM is the first line of defence
against attackers who modify system files, plant backdoors, or tamper with log files to cover their tracks.

The key insight was understanding the difference between scheduled scans (syscheck_frequency) and
realtime monitoring. Realtime monitoring uses inotify on Linux and the Windows kernel change
notification API, generating alerts the moment a file changes rather than waiting for the next scan cycle.
For critical directories like /etc, realtime is the only acceptable choice.

As a SOC analyst, knowing which directories to monitor is as important as knowing how to monitor
them. Monitoring everything produces noise, monitoring nothing leaves you blind. The right selection —
/etc for configuration changes, /var/log for log tampering — reflects real threat intelligence thinking.



Cyberster Blue Team Internship — Week 2 Days 10-11

Custom Wazuh Rules

Objective

The objective of Days 10 and 11 was to write and deploy three custom detection rules in Wazuh to alert
on specific high-priority security events: new Linux user account creation, SSH brute force attacks, and
USB device insertion on Windows. Each rule was mapped to a MITRE ATT&CK technique and confirmed
by triggering real test events on the agent machines.

Tools Used

e Wazuh Manager (Ubuntu) — custom rules file at /var/ossec/etc/rules/local_rules.xml
e wazuh-analysisd -t — rule syntax validation tool (run before every manager restart)

e Kali Linux Agent — used to trigger user account creation and SSH brute force events
e Windows Agent — used to trigger USB device insertion via Event ID 6416

e  Wazuh Dashboard — Security Events module for verifying rules fire correctly

Procedure

Step 1: Open the Custom Rules File on Ubuntu Manager

All custom rules are authored in the local_rules.xml file on the Wazuh Manager (Ubuntu). This file is
loaded by wazuh-analysisd on startup and extends the default Wazuh ruleset without modifying core
rule files.

sudo nano /var/ossec/etc/rules/local rules.xml



abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:$ sudo nano ,Ivar,’ossec/etcfrulesflocalirules.‘Amll

Fig: 10.1 Ubuntu Manager — opening local_rules.xml for custom rule authoring

it abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

GNU nano 7.2 /var fossec/etc/rules/local_rules.xml

: authentication failed from IP 1.1.1.1.
authentication_failed,pci_dss_10.2.4,pci _dss_10.2.5,

[ Read 19 lines ]
e Help & Write Out &l Where Is @Y Cut dll Execute H8 Location &Y Undo
@y Exit M Read File B Replace Bl Paste #8 Justify ¥l Co To Line i3 Redo

Fig: 10.2 local_rules.xml initial state — default example rule shown before custom rules added

Step 2: Write Rule 100100 — New Linux User Account Created

Rule 100100 was written to fire whenever a new Linux user account is created on an agent. It extends
parent rule 5501 (PAM useradd) and is tagged with MITRE ATT&CK technique T1136 — Create Account.

<rule id="100100" level="10">



<if sid>5501</if_ sid>

<description>Custom Alert: New Linux user account created</description>
<group>user creation,linux,</group>
</rule>

I+ abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~ Q = = a

GNU nano 7.2 Jvar/ossec/etc/rules/local_rules.xml

5501

Custom Alert: New Linux user account created
user_creation,linux

[ Read 15 lines ]

g Help &8 Write Out &l Where Is ® Cut #ll Execute H€ Location Y Undo
W Exit M Read File Ml Replace WY Paste a8 Justify Wl Co To Line ild Redo

Fig: 10.3 local_rules.xml — Rule 100100 (user creation) written and saved to file

Step 3: Write Rule 100200 — SSH Brute Force Attack Detected

Rule 100200 detects SSH brute force by tracking repeated failures from the same source. It uses

if_matched_sid: 5710 (SSH auth failure) with frequency=6 over a 60-second timeframe. MITRE
technique: T1110 — Brute Force.

<rule i1id="100200" level="12" frequency="6" timeframe="60">
<if matched sid>5710</if matched sid>
<description>Custom Alert: SSH Brute Force Attack Detected</description>

<group>authentication failures,bruteforce,</group>
</rule>



Il abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~ Q = = g

GNU nano 7.2 /varfossec/etc/rules/local_rules.xml *

5501
Custom Alert: New Linux user account created
user_creation,linux

5710
Custom Alert: SSH Brute Force Attack Detected
authentication_faillures,bruteforce

g¢ Help & Write Out &l Where Is w{ Cut all Execute f¢ Location &Y Undo
i Exit M Read File # Replace Bl Paste a8 Justify ¥l Co To Line Bd Redo

Fig: 10.4 local_rules.xml — Rule 100200 (SSH brute force) added below Rule 100100 in same group block

Step 4: Write Rule 100003 — USB Device Insertion on Windows

Rule 100003 detects USB storage device insertion on Windows via Windows Security Event ID 6416
(New external device recognized). MITRE technique: T1091.

An initial attempt used Event ID 2003 from the DriverFrameworks-UserMode channel (shown in Fig
10.5) but that channel is not monitored by default. The final working version uses Event ID 6416 from
the Security log after enabling Plug and Play audit policy on Windows.

# Enable on Windows first:
auditpol /set /subcategory:"Plug and Play Events" /success:enable

<rule 1d="100003" level="8">
<if group>windows</if group>
<field name="win.system.eventID">"64165</field>
<description>SOC Alert: New external USB device recognized on Windows
endpoint</description>
<group>usb insertion, removable media,</group>
<mitre><id>T1091</id></mitre>
</rule>



~ abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

GNU nano 7.2 /varfossec/etc/rules/local_rules.xml *

5501
Custom Alert: New Linux user account created
user_creation,linux

5710
Custom Alert: SSH Brute Force Attack Detected
authentication_faillures,bruteforce

windows
n2003%
SOC Alert: USB storage device inserted on Windows endpoint
usb_insertion,removable_media,

T1091

Y Write Out gl Where Is Wy Cut Ml Execute K¢ Location GRY Undo
il Read File Al Replace WY Paste a8 Justify W Go To Line 2 Redo
Fig: 10.5 local_rules.xml — first USB rule version using Event ID 2003 (later updated to 6416)

it abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

GNU nano 7.2 /var fossec/etc/rules/local_rules.xml
5501

Custom Alert: New Linux user account created
user_creation,linux

5710
Custom Alert: SSH Brute Force Attack Detected
authentication_failures,bruteforce

windows
A64165
SOC Alert: New external USB device recognized on Windows endpoint
usb_insertion,removable_media,

T1091

e Help & Write Out &l Where Is @Y Cut dll Execute H8 Location &Y Undo
R Exit il Read File A Replace By Paste 8 Justify W Go To Line k2 Redo

Fig: 10.6 local_rules.xml — final version with all 3 rules; USB rule using Event ID 6416 with full MITRE mapping

Step 5: Validate Rule Syntax Before Restarting

Before restarting the Wazuh Manager, the rule file was validated using the wazuh-analysisd test flag. An
early version of the file had a typo ('timefrane' instead of 'timeframe') that caused the Manager to fail to
start — this was caught by the validator and corrected.



sudo /var/ossec/bin/wazuh-analysisd -t

abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

ervi ; preset:
0 08:01:24 PKT; 51s ago

zuh-control start

systemd[1]: Starting wazuh-manager.service - Wazuh manager...
env[14983]: 2026/03/10 08:01:24 wazuh-analysisd: ERROR: rules_op: Invalid attribute "timefrane". Only id, level, maxH
env[14983]: 2026/03/10 08:01:24 wazuh-analysisd: ERROR: Invalid attribute for rule.
env[14983]: 2026/03/10 08:01:24 wazuh-analysisd: CRITICAL: (1220): Error loading the rules: 'et(/rulesllocal_rules.XH
env[14958]: wazuh-analysisd: Configuration error. Exiting
systemd[1]: wazuh-manager.service: Control process exited, code=exited, status=1/FAILURE

: wazuh-manager.service: Failed with result 'exit-code'

: wazuh-manager.service: Consumed 2.947s CPU time.

et abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

GNU nano 7.2 Jvar fossec/etc/rules/local_rules.xml *

5716
1.1.1.1

sshd: authentication failed from IP 1.1.1.1.
authentication_failed,pci_dss_10.2.4,pci_dss_10.2.5,

5501
Custom Alert: New Linux User created
user_creation,linux,

5710
Custom Alert: Possible SSH Brute Force Detected
authentication_failures,ssh,bruteforce

ge Help & Write Out &l Where Is @Y Cut all Execute H¢ Location ¥ Undo
R Exit il Read File B Replace By Paste 8 Justify W Go To Line k2 Redo

Fig: 10.8 local_rules.xml — typo corrected, 'timeframe' attribute properly spelled in Rule 100200




abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~ Q

: S sudo fvar/ossec/bin/wazuh-analysisd -

:$I

Fig: 10.9 wazuh-analysisd -t exits cleanly with no errors — all rules syntax valid and ready to load

Step 6: Restart Wazuh Manager to Load Custom Rules
After validation passed, the Wazuh Manager was restarted to load the three custom rules into the

detection engine.

sudo systemctl restart wazuh-manager
sudo systemctl status wazuh-manager




abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

restart wazuh-manager
:$ sudo systemctl status wazuh-manager

wazuh-manager.service - manager
Loaded: loaded (/us i [ .5 3 ; preset: )

xited, status=0/SUCCESS)
116 (limit: 4542)
Memory: 440.6M (peak: 440.6M swap: 6.4M swap peak: 6.5M)
CPU: 38.099s
CGroup: /system.slice/wazuh-manager.service

-mugeet-tabraiz-VMware-virtual-Platform env[15099]: Started wazuh-db...
-muqeet-tabraiz-VMware-Virtual-Platform env[15099]: Started wazuh-execd...
-mugeet-tabraiz-VMware-virtual-Platform env[15099]: Started wazuh-analysisd...
-mugeet-tabraiz-VMware-Virtual-Platform env[15099]: Started wazuh-sy €l e -
-mugeet-tabraiz-VMware-virtual-Platform env[15099]: Started wazuh-remoted.
-mugeet-tabraiz-VMware-Virtual-Platform env[15099]: Started wazuh-logcollector...
-mugeet-tabraiz-VMware-Virtual-Platform env[15099]: Started wazuh-monitord...
-mugeet-tabraiz-VMware-Virtual-Platform env[15099]: Started wazuh-modulesd...
_muacet _tahraiz VMware Virtual _Platfarm envl150991- Comnleted.

Fig: 10.10 Wazuh Manager restarted and active — custom rules loaded into wazuh-analysisd (6776 total rules enabled)

Step 7: Test Rule 100100 — Trigger User Creation on Kali

A new user 'soc' was created on the Kali Linux agent using adduser to trigger Rule 100100 and verify it
appears in the Wazuh Dashboard.

sudo adduser soc
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kali@kali: ~

Session Actions Edit View Help

‘ Iduser soc
[sudo] password for kali:
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for soc
Enter the new value, or press ENTER for the default
Full Name []: Soc Test
Room Number []: 01
Work Phone []: 010

Home Phone []: 0@
Other []: 101
Is the information correct? [Y/n] y

[j*“l )=~




Fig: 10.11 Kali Linux — sudo adduser soc executed to trigger Rule 100100 user creation alert

Step 8: Test Rule 100200 — SSH Brute Force from Kali
Multiple failed SSH login attempts were made from Kali Linux targeting Ubuntu to trigger the brute force
correlation rule.

ssh abdul-mugeet-tabraiz@192.168.14.140 # repeated with wrong passwords
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kali@kali: ~

Session Actions Edit View Help

abdul-muqgeet-tabraiz®192.168.14.140
abdul-muqgeet-tabraiz®192.168.14.140's password:
Permission denied, please try again.
abdul-mugeet-tabraizg®192.168.14.140"'s password:
Permission denied, please try again.
abdul-mugeet-tabraiz®192.168.14.140"'s password:
abdul-mugeet-tabraiz®192.168.14.140: Permission denied (publickey,password).

9 abdul-mugeet-tabraiz@192.168.14.140

abdul-mugeet-tabraiz®192.168.14.140"'s password:

Permission denied, please try again.

abdul-mugeet-tabraiz®192.168.14.140"'s password:

d

Permission denied, please try again.

abdul-mugeet-tabraiz®192.168.14.140"'s password:
abdul-mugeet-tabraiz®192.168.14.140: Permission denied (publickey,password).

) ~

Fig: 10.12 Kali Linux — repeated SSH login failures to Ubuntu Manager triggering Rule 100200 brute force detection

Step 9: Verify All Rules Fired in Wazuh Dashboard
The Wazuh Dashboard Security Events module was used to confirm all three custom rules fired correctly
and were attributed to the correct agents.



abdul-mugeet-
000 tabraiz-VMware- Custom Alert: New Linux User created 10 100002
Virtual-Platform

. Mar10,2026 @
07:45:06.406

Table JSON Rule

@timestamp 2026-03-10T02:45:06.4067

_id 54-NZwBVZBHXBMMSET_

agent.id 000

agent.name abdul-mugeet-tabraiz-VMware-Virtual-Platform

data.dstuser root{uid=0)

data.srcuser abdul-mugeet-tabraiz

data.uid 1000

decoder.name pam

decoder.parent pam

full_log 2026-03-10T07:45:04.662370+05:00 abdul-mugeet-tabraiz-VMware-Virtual-Platform sudo: pam_unix(sudo:session): session opened for user

root{uid=0) by abdul-mugeet-tabraiz(uid=1000)

® @ [ id 1773110706.152476
input.type log
location [varflogfauth.log
manager.name abdul-mugeet-tabraiz-VMware-Virtual-Platform
predecoder. program_name sudo
predecoder.timestamp 2026-03-10T07:45:04.662370+05:00
rule.description Custom Alert: New Linux User created

Fig: 10.13 Wazuh Dashboard alert detail — Custom Alert: New Linux User created, Rule 100002, Level 10, agent 000

Security Alerts

Time |, Agent Agent name Technique(s) Tactie(s) Deseription Level Rule ID

abdul-muqgeet-
Mar 13, 2026 .
> @ 000 tabraiz-VMware- Custom Alert: New Linux user account created 10 100100

02:13:12.775
Virtual-Platform

abdul-mugeet-
Mar 13, 2026
> @ 000 tabraiz-VMware- Custom Alert: New Linux user account created 10 100100

02:12:47.048 .
Virtual-Platform

abdul-mugeet-
000 tabraiz-VMware- Custom Alert: New Linux user account created 10 100100
Virtual-Platform

Mar 13, 2026 @
02:12:34.762

Fig: 10.14 Wazuh Dashboard Security Alerts — multiple Rule 100100 alerts visible across the event timeline

Result

All three custom detection rules were successfully authored, validated, deployed, and confirmed firing in
the Wazuh Dashboard. Rule 100100 detected new Linux user account creation. Rule 100200 detected
SSH brute force patterns via frequency correlation. Rule 100003 was configured and ready to detect
Windows USB insertion via Event ID 6416. Each rule was mapped to its MITRE ATT&CK technique.

Summary of Days 10-11

Writing custom Wazuh rules is where a SOC analyst transitions from using a tool to truly understanding
it. The default ruleset covers generic events, but custom rules allow the team to detect the specific
threats relevant to their environment and threat model.

The most valuable lesson was the mandatory use of wazuh-analysisd -t before every manager restart. A
single typo ('timefrane') caused the entire Wazuh Manager to fail to start in a production environment
this would mean zero detection capability. Rule validation must be part of every deployment workflow.



The USB rule also taught me the importance of log source verification. Not every Windows event
channel is monitored by default. As a detection engineer, understanding what data is actually being

collected before writing rules that depend on it is fundamental a rule that references a log source that
isn't monitored will never fire.



Cyberster Blue Team Internship — Week 2 Days 12-13

Log Analysis & Threat Hunting

Objective

The objective of Days 12 and 13 was to perform comprehensive log analysis and threat hunting using the
Wazuh Dashboard. This involved generating a range of suspicious events across both Linux and Windows
agents, then using the dashboard's search and filtering capabilities to identify, correlate, and investigate
events the way a SOC analyst would during an active incident or threat hunt.

Tools Used

e Wazuh Manager (Ubuntu) — aggregating logs from all agents into the indexer

e Wazuh Dashboard — Security Events, Threat Hunting, and MITRE ATT&CK modules
e Kali Linux Agent — source of SSH authentication failure and FIM events

e Windows Agent — source of Windows Security Event logs (4625, 4720, 4672)

e /var/log/auth.log — SSH authentication log monitored on Ubuntu Manager

e /var/ossec/logs/ossec.log — Wazuh Manager operational and FIM sync log

Procedure

Step 1: Confirm All Systems Ready for Log Analysis

The Wazuh Manager was verified running on March 13 and all agents confirmed active before beginning
the log analysis session.

ol abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

wazuh-manager.service - Wazuh manager
Loaded: loaded (/usr/lib/systemd/system/wazuh-manager.service; ; preset:
Active: since Fri 2026-03-13 02:10:53 PKT; 9min ago
Process: 23845 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, status=0/SUCCESS)
Tasks: 121 (limit: 4542)
Memory: 297.4M (peak: 419.1M swap: 10.7M swap peak: 10.7M)
CPU: 4min 44.430s
CGroup: /system.slice/wazuh-manager.service

-mugeet-tabraiz-VMware-Virtual-Platform env[23845]: Started wazuh-
-mugeet-tabraiz-VMware-virtual-Platform env[23845]: Started wazuh-
-mugeet-tabraiz-VMware-Virtual-Platform env[23845]: Started wazuh- Ao
-mugeet-tabraiz-VMware-Virtual-Platform env[23845]: Started wazuh-syscheckd...
-mugeet-tabraiz-VMware-Virtual-Platform env[23845]: Started wazuh-remoted...
-mugeet-tabraiz-VMware-Virtual-Platform env[23845]: Started wazuh-logcollector...
-mugeet-tabraiz-VMware-Virtual-Platform env[23845]: Started wazuh-monitord...
-mugeet-tabraiz-VMware-Virtual-Platform env[23845]: Started wazuh-modulesd...
-mugeet-tabraiz-VMware-Virtual-Platform env[23845]: Completed.

lines 1-31




Fig: 12.1 Wazuh Manager running on Mar 13, 2026 at 02:10 — ready for log analysis

abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:$ sudo /var/fossec/bin/agent_control -1

Wazuh agent_control. List of available agents:
ID: 000, Name: abdul-mugeet-tabraiz-VMware-Virtual-Platform (server), IP: 127.0.0.1, Active/Local
ID: 001, : Kali-Linux, IP: any, Active
ID: 002, W , IP: any, Active

List of agentless devices:

Fig: 12.2 agent_control -1 — Kali-Linux (001) and Windows (002) both showing as Active

Step 2: Verify FIM Sync Active in Manager Log

The Wazuh Manager's ossec.log was checked to confirm the FIM syscheck module was actively running
and syncing from both agents.

sudo tail -f /var/ossec/logs/ossec.log



abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~ 2

:$ sudo tail -f /var/ossec/logs/ossec.log
wazuh-modulesd:syscollector: INFO: Starting evaluation.
sca: INFO: Skipping policy '/var/ossec/ruleset/sca/cis_ubuntu22-84.yml': 'Check Ubuntu version.'
sca: INFO: Security Configuration Assessment scan finished. Duration: ® seconds.
wazuh-modulesd:syscollector: INFO: Evaluation finished.
4 wazuh-analysisd: : Total rules enabled: '6776'
wazuh- 3 : Started (pid: 27161).
wazuh- 3 : (7200): Logtest started
wazuh-analysisd: : EPS limit disabled
wazuh-syscheckd: : (6009): File integrity monitoring scan ended.
wazuh-syscheckd: : FIM sync module started.
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Fig: 12.3 ossec.log — FIM sync module started, syscheck scan complete (6009), 6776 rules enabled

Step 3: Generate SSH Brute Force Events from Kali

Failed SSH login attempts were generated from the Kali Linux agent to populate the
authentication_failed and brute_force alert groups in the dashboard.

ssh wronguser@localhost # repeated multiple times
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kali@kali: ~

Session Actions Edit View Help

systemctl status wazuh-agent
e wazuh-agent.service - Wazuh agent
Loaded: loaded (/usr/lib/systemd/system/wazuh-agent.service; enabled; preset: disabled)
Active: active (running) since Thu 2026-03-12 21:18:50 EDT; 5s ago
Invocation: b82696bccbcas0959f964ebbd805ec61
Process: 129461 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, staE
Tasks: 32 :
Memory: 461.6M (peak: 477.9M)
CPU: 21.625s
CGroup: /system.slice/wazuh-agent.service

systemd[1]: Starting wazuh-agent.service - Wazuh agent ...
env[129461]: Starting Wazuh v4.7.5 ...

env[129461]: Started wazuh-execd ...

env[129461]: Started wazuh-agentd ...

env[129461]: Started wazuh-syscheckd ...

env[129461]: Started wazuh-logcollector ...

env[129461]: Started wazuh-modulesd ...




Fig: 12.4 Kali Linux — SSH failures to localhost generating authentication failure events for log analysis

Step 4: Monitor SSH Failures in Real Time on Ubuntu

The Ubuntu Manager's /var/log/auth.log was monitored in real time to verify SSH login failures from Kali
were being recorded and would appear as Wazuh alerts.

sudo tail -f /var/log/auth.log

abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:-$ sudo tail -f /var/log/auth.log
2026-03-13T02:41:34.282173+05:00 abdul-muqeet-tabraiz-VMware-Virtual-Platform sshd[30883]: message repeated 2 times: [
Failed password for abdul-muqeet-tabraiz from 192.168.14.139 port 34480 ssh2]
2026-03-13T02:41:36.256348+05:00 abdul-muqgeet-tabraiz-VMware-Virtual-Platform sshd[30883]: Connection closed by authent
icating user abdul-mugeet-tabraiz 192.168.14.139 port 34480 [preauth]
2026-03-13T02:41:36.259254+05:00 abdul-mugeet-tabraiz-VMware-Virtual-Platform sshd[30883]: PAM 2 more authentication fa
ilures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.14.139 user=abdul-muqgeet-tabraiz
2026-03-13T02: 40.781167+05:00 abdul-muqeet-tabraiz-VMware-Virtual-Platform sshd[30886]: pam_unix(sshd:auth): authent
ication failure; logname= uid=0 euid=@ tty=ssh ruser= rhost=192.168.14.139 user=abdul-muqgeet-tabraiz
2026-03-13T02:41:43.315223+05:00 abdul-mugeet-tabraiz-VMware-Virtual-Platform sshd[30886]: Failed password for abdul-mu
qeet-tabraiz from 192.168.14.139 port 44542 ssh2
2026-03-13T02:41:51.314741+05:00 abdul-mugeet-tabraiz-VMware-Virtual-Platform sshd[30886]: message repeated 2 times: [
Failed password for abdul-muqeet-tabraiz from 192.168.14.139 port 44542 ssh2]
2026-03-13T02:41:53.290535+05:00 abdul-muqgeet-tabraiz-VMware-Virtual-Platform sshd[30886]: Connection closed by authent
icating user abdul-mugeet-tabraiz 192.168.14.139 port 44542 [preauth]

.293158+05:00 abdul-mugeet-tabraiz-VMware-virtual-Platform sshd[30886]: PAM 2 more authentication fa
id=0 euid=0 tty=ssh ruser= rhost=192.168.14.139 user=abdul-mugeet-tabraiz
1.035595+05:00 abdul-mugeet-tabraiz-VMware-Virtual-Platform sudo: abdul-mugeet-tabraiz : TTY=pts/0 ;
PWD=/home/abdul-muqeet-tabraiz ; USER=root ; COMMAND=/usr/bin/tail -f /var/log/auth.log
2026-03-13T02:42:41.040840+05:00 abdul-muqeet-tabraiz-VMware-virtual-Platform sudo: pam_unix(sudo:session): session ope
ned for user root(uid=0) by abdul-muqeet-tabraiz(uid=1000)

Fig: 12.5 Ubuntu auth.log — repeated SSH failed password entries from 192.168.14.139 (Kali) captured in real time

Step 5: Investigate Alert Details in Wazuh Dashboard

Each alert was expanded in the Wazuh Dashboard to review the complete event detail including rule ID,
severity level, agent name, MITRE technique, rule groups, and the full raw log entry.



O WQZUh. ~ Modules Security events @ a @
decoder.name sshd

full_log 2026-03-13T02:41:51.314741+05:00 abdul-mugeet-tabraiz-VMware-Virtual-Platform sshd[30886]: message repeated 2 times: [ Failed
password for abdul-mugeet-tabraiz from 192.168.14.138 port 44542 ssh?2]

id 1773351714.655810
input.type log
location Ivarflog/auth.log
manager.name abdul-mugeet-tabraiz-YMware-Virtual-Platform
predecoder.program_name sshd
predecoder.timestamp 2026-03-13T02:41:51.314741+05:00
rule.description sshd: authentication failed
rule.firedtimes 4
rule.gdpr IV_35.7.d, IV_32.2
rule.gpg13 71

@ @ [ rulegroups syslog, sshd, authentication_failed
rule.hipaa 164.312.b
rule.id 5760
rule.level 5
rule.mail false
rule.mitre.id T1110.001, T1021.004
rule.mitre.tactic Credential Access, Lateral Movement
rule.mitre technique Password Guessing, SSH

Fig: 12.6 Wazuh Dashboard event detail — rule.id 5760, groups: syslog/sshd/authentication_failed, full_log from
/var/log/auth.log

Step 6: Security Alerts Dashboard Queries

The following dashboard queries were used during the threat hunting session to investigate specific
event categories across all agents:

e rule.groups: authentication_failed — all failed authentication events
e rule.id: 100200 — custom SSH brute force correlation alerts

e rule.id: 100100 — custom new Linux user creation alerts

e rule.groups: syscheck — all FIM file integrity events

e win.system.eventID: 4625 — Windows failed logon events

e win.system.eventlID: 4720 — Windows new user account created

Security Alerts s
Time . Agent Agent name Technique(s) Tactic(s) Description Level Rule 1D

abdul-muqgeet-
Mar 13, 2026 .
> @ 000 tabraiz-VMware- Custom Alert: New Linux user account created 10 100100

02:13:12.775
Virtual-Platform

abdul-mugeet-
Mar 13, 2026
> @ 000 tabraiz-VMware- Custom Alert: New Linux user account created 10 100100

02:12:47.048 X
Virtual-Platform

Mar 13, 2026 ® abdul-mugeet-
> . 000 tabraiz-VMware- Custom Alert: New Linux user account created 10 100100
02:12:34.762 .
Virtual-Platform

Fig: 12.7 Security Alerts dashboard — Rule 100100 multiple alerts across timestamp timeline for user creation events

Step 7: Review SSH Brute Force Alert Chain

The full chain of SSH brute force events was reviewed — from individual rule 5710 failures through to
the Rule 100200 correlation alert firing after the frequency threshold was exceeded.
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kali@kali: ~

Session Actions Edit View Help

abdul-muqgeet-tabraiz@192.168.14.140
abdul-mugeet-tabraiz@192.168.14.140's password:
Permission denied, please try again.
abdul-muqeet-tabraiz@192.168.14.140"'s password:
Permission denied, please try again.
abdul-mugeet-tabraiz@192.168.14.140's password:
abdul-muqgeet-tabraiz®192.168.14.140: Permission denied (publickey,password).

abdul-muqgeet-tabraiz@192.168.14.140
abdul-muqeet-tabraiz@192.168.14.140's password:
Permission denied, please try again.
abdul-mugeet-tabraiz@192.168.14.140's password:
Permission denied, please try again.
abdul-muqeet-tabraiz@192.168.14.140"'s password:
abdul-muqgeet-tabraiz®192.168.14.140: Permission denied (publickey,password).

— ol
— abdul-mugeet-tabraiz@192.168.14.140
abdul-muqeet-tabraiz@192.168.14.140"'s password:

Permission denied, please try again.

abdul-muqeet-tabraiz@192.168.14.140"'s password:

Permission denied, please try again.

abdul-muqeet-tabraiz@192.168.14.140"'s password:
abdul-mugeet-tabraiz@192.168.14.140: Permission denied (publickey,password).

O aono|ac

kali@kaliz ~
Session Actions Edit View Help

/etc/analyst_test.txt

"Abdul >t Tabraiz test" sudo /etc/analyst_test.tx
Abdul Mugeet Tabraiz test

/etc)aﬁalyst_test.txt

loganalysisuser

Fig: 12.9 Kali Linux — SSH brute force with Permission denied responses; events captured for dashboard review

Step 8: Additional Log Analysis Events Generated

Further events were generated across the session to build a comprehensive event timeline for analysis,
including additional user creation events, FIM file changes, and Windows failed login attempts.
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kali@kali: ~

Session Actions Edit View Help

la /var/ossec/active-response/bin/
1s: cannot access '/var/ossec/active-response/bin/': Permission denied

L$ sudo -la /var/ossec/active-response/bin/
[sudo] password for kali:

total 292
drwxr-x—
drwxr-x—
—TWXI-X—
~TWXI-X—
—TWXI-X—
~TWXI-X—
~TWXI-X—
—TWXI-X—

root wazuh 4096 Mar 7 22:48 .

root wazuh 4096 Mar 7 22:47 ..

root wazuh 21352 May 29 default-firewall-drop
root wazuh 19304 May 29 disable-account

root wazuh 19304 May 29 firewalld-drop

root wazuh 21352 May 29 firewall-drop

root wazuh 19328 May 29 host-deny

root wazuh 17360 May 29 ip-customblock

=TWXT=X==—=
~TWXT=X=—=
~TWXT=X—=
~TWXT = Xe—=
~TWXT=X=—=
“IWXT-X——"
~EWXT =X

root wazuh 16840 May kaspersky
root wazuh 14429 May kaspersky.py
root wazuh 17744 May npf

root wazuh 19312 May pf

root wazuh 695 May restart.sh
root wazuh 16360 May restart-wazuh
root wazuh 17120 May route-null
root wazuh 19272 May wazuh-slack

2
3
1
1
1
1
1
¥
-rwxr-x— 1 root wazuh 17992 May ipfw
1
1
1
1
1
1
1
1
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kali@kaliz ~
Actions Edit View Help

/var/ossec/etc/ossec.conf

restart wazuh-agent

sudo status wazuh-agent
e wazuh-agent.service - Wazuh agent
Loaded: loaded (/usr/lib/systemd/system/wazuh-agent.service; enabled; preset: disabled)
Active: active (running) since Thu 2026-03-12 22:53:32 EDT; 7s ago
Invocation: 3723814ch9bd4da8bd2ae51586e676e3

Process: 179640 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, status=0/SUJ
Tasks: 32

Memory: 414.1M (peak: 421.3M)

CPU: 21.999s
CGroup: /system.slice/wazuh-agent.service

125 kali systemd[1]: Starting wazuh-agent.service - Wazuh agent ...
126 kali env[179640]: Starting Wazuh v4.7.5 ...

127 kali env[179640]: Started wazuh-execd

128 kali env[179640]: Started wazuh-agentd ...

129 kali env[179640]: Started wazuh-syscheckd ...

Fig: 12.11 Kali Linux — ongoing authentication failure events building the threat hunting event timeline

Result

A full log analysis and threat hunting session was successfully completed. Events spanning SSH
authentication failures, user account creation, FIM changes, and Windows security events were



generated, captured, and investigated using the Wazuh Dashboard. All events were correctly attributed
to their source agents with appropriate rule IDs, MITRE ATT&CK mappings, and severity levels.

Summary of Days 12-13

Log analysis is the core daily activity of every SOC analyst. These two days reinforced a critical mindset
shift: a raw log is just data. An alert is a hypothesis. Only by examining the full event chain sequence,
timing, agent attribution, and rule correlation can you determine whether a real threat exists.

Using the dashboard's query filters made it clear that knowing exactly which fields Wazuh indexes is
essential for effective threat hunting. Queries like rule.groups: authentication_failed are far more
efficient than scrolling through thousands of raw events. This is the difference between a reactive
analyst and a proactive threat hunter.

The most valuable outcome was seeing the full kill chain from the first failed SSH attempt in auth.log
through the Wazuh rule firing, the correlation rule triggering, and the structured JSON alert in the
dashboard. Understanding this complete pipeline from raw log to actionable alert is fundamental to
detection engineering.



Cyberster Blue Team Internship — Week 2 Day 14

Active Response

Objective

The objective of Day 14 was to configure and test Wazuh's Active Response capability. Active Response

allows the SIEM to automatically execute a defensive action whenever a specific rule fires. The goal was
to automatically block the source IP of an SSH brute force attacker using the firewall-drop command for
300 seconds (5 minutes) as soon as Rule 100200 (SSH Brute Force Detected) triggered on the Kali Linux

agent.

Tools Used

e Wazuh Manager (Ubuntu) — ossec.conf active-response block configuration

e Kali Linux Agent — target of the brute force attack and host of the firewall-drop script
e firewall-drop — Wazuh built-in active response script using iptables/ip6tables

e /var/ossec/logs/active-responses.log — active response execution log on the Kali agent
e ip6tables — verified the automatic firewall block rule was applied to the source IP

Procedure

Step 1: Install OpenSSH Server on Ubuntu Manager

For the brute force test, SSH needed to be running on the Ubuntu Manager (the target of the attack).
OpenSSH server was installed and the service started.
sudo apt install openssh-server

sudo systemctl start ssh
sudo systemctl enable ssh



~ abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

Hit:5 http://pk.archive.ubuntu.com/ubuntu noble-backports InRelease
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
27 packages can be upgraded. Run 'apt list --upgradable' to see them.
:-$ sudo apt install openssh-server

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following package was automatically installed and is no longer required:
libsigsegv2
Use 'sudo apt autoremove' to remove it.
The following additional packages will be installed:
ncurses-term openssh-sftp-server ssh-import-id
Suggested packages:
molly-guard monkeysphere ssh-askpass
The following NEW packages will be installed:
ncurses-term openssh-server openssh-sftp-server ssh-import-id
0 upgraded, 4 newly installed, © to remove and 27 not upgraded.
Need to get 832 kB of archives.
IAfter this operation, 6,743 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://pk.archive.ubuntu.com/ubuntu noble-updates/main amdé4 openssh-sftp-server amdé4 1:9.6pl-3ubuntul3.14 [37.3
kB]
et:2 http://pk.archive.ubuntu.com/ubuntu noble-updates/main amd64 openssh-server amdé4 1:9.6pl1-3ubuntul3.14 [510 kB]
et:3 http://pk.archive.ubuntu.com/ubuntu noble/main amd64 ncurses-term all 6.4+20240113-1ubuntu2 [275 kB]
et:4 http://pk.archive.ubuntu.com/ubuntu noble-updates/main amd64 ssh-import-id all 5.11-Oubuntu2.24.04.1 [10.1 kB]
Fetched 832 kB in 2s (404 kB/s)
Preconfiguring packages .
Selecting previously unselected package openssh-sftp-server.
[@reading database ... 65%

Fig: 14.1 Ubuntu Manager — sudo apt install openssh-server, package downloaded and installed

abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:$ sudo systemctl start ssh
:$ sudo systemctl enable ssh
Synchronizing state of ssh.service with SysV service script with /usr/lib/systemd/systemd-sysv-install.
Executing: /usr/1lib/ temd/systemd- v-install enable ssh
Created symlink /etc/systemd/system/sshd.service — fusr/lib/systemd/system/ssh.service.
Created symlink /etc/systemd/system/multi-user.target.wants/ssh.service — /usr/lib/systemd/system/ssh.service.

=5

Fig: 14.2 Ubuntu Manager — SSH service started and enabled, systemd symlinks created for persistence

Step 2: Verify SSH Service Running on Ubuntu

The SSH service status was confirmed and the Ubuntu Manager's IP address verified to ensure the brute
force target was reachable from Kali Linux.

sudo systemctl status ssh



abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: Starting ssh.service - OpenBSD Secure Shell SH
abdul-mugeet-tabraiz-VMware-Virtual-Platform sshd[30328]: Server listening on 0.0.0.0 port 22.
abdul-mugeet-tabraiz-VMware-virtual-Platform sshd[30328]: Server listening on port 22.
abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: Started ssh.service - OpenBSD Secure Shell seH

A

A

udo systemctl start ssh
udo systemctl status ssh

ssh.service - OpenBSD Secure Shell server
loaded (/usr/lib/ temd/system/ssh.service; ; preset: )
since Fri 2026-03-13 02:36:29 PKT; 4s ago
ssh.socket
nan: sshd(8)
man:sshd_config(5)
30818 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
30819 (sshd)
2 (limit: 4542)
2.4M (peak: 2.5M)

52
/sys

:29 abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: Starting ssh.service - OpenBSD Secure Shell sg
:29 abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: ssh.service: Found left-over process 30328 (sg
:29 abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: ssh.service: This usually indicates unclean tg
:29 abdul-muqeet-tabraiz-VMware-Virtual-Platform sshd[30819]: Server listening on 0.0.0.0 port 22.

:29 abdul-mugeet-tabraiz-VMware-Virtual-Platform sshd[30819]: Server listening on :: port 22.

:36:29 abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: Started ssh.service - OpenBSD Secure Shell seH

CGroup:

(=
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abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: Starting ssh.service - OpenBSD Secure Shell sg
abdul-mugeet-tabraiz-VMware-Virtual-Platform temd[1]: ssh.service: Found left-over process 30328 (sg
abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: ssh.service: This usually indicates unclean tg
abdul-mugeet-tabraiz-VMware-Virtual-Platform sshd[30819]: Server listening on 0.0.0.0 port 22.
abdul-mugeet-tabraiz-VMware-Virtual-Platform sshd[30819]: Server listening on port 22.
abdul-muqeet-tabraiz-VMware-Virtual-Platform systemd[1]: Started ssh.service - OpenBSD Secure Shell seH

:$1ip a
<LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 /128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UNKNOWN group default qlen 1000
link/ether 00:0c:29:43:d9:15 brd ff:ff:ff:ff:ff:ff
altname enp2sil
inet 192.168.16.1/24 brd 192.168.16.255 scope global noprefixroute ens33
valid_1ft forever preferred_lft forever
inet 192.168.195.129/24 brd 192.168.195.255 scope global dynamic noprefixroute ens33
valid_1ft 1650sec preferred_lft 1650sec
inet6 feBO::20c:29ff:fed43:d915/64 scope link
valid_1ft forever preferred_lft forever
3: ens37: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UNKNOWN group default qlen 1000
link/ether 00:0c:29:43:d9:1f brd ff:ff:ff:ff:ff:ff
altname enp2s5
inet 192.168.14.140/24 brd 192.168.14.255 scope global dynamic noprefixroute ens37
valid_1ft 1650sec preferred_lft 1658sec
inet6 feB80::d4f3:9e8b:2269:bbbe/64 scope link noprefixroute
valid_1ft forever preferred_l1ft forever

1~$ I

Fig: 14.4 Ubuntu ip a output — IP 192.168.14.140 on ens37 confirmed as brute force target address

Step 3: Add Active Response Block to ossec.conf on Ubuntu Manager



The active-response configuration block was added to the Wazuh Manager's ossec.conf. This block links
the firewall-drop command to Rule 100200 with a 300-second (5 minute) automatic timeout.

sudo nano /var/ossec/etc/ossec.conf

<!-- Active Response Configuration -->
<!-- Fires firewall-drop when SSH brute force rule 100200 triggers -->
<!-- Blocks the source IP for 300 seconds (5 minutes) -->

<active-response>
<command>firewall-drop</command>
<location>local</location>
<rules_ 1d>100200</rules_id>
<timeout>300</timeout>

</active-response>

~ abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

de@1</node_name>
ster</node_type>

sabled>yes</disabled>
</cluster>

<!-- Active Response Configuration -->
<!-- Fires firewall-drop when SSH brute force rule 100002 triggers -->
<!-- Blocks the source IP for 300 seconds (5 minutes) --=

<active-response>
<command>firewall-drop</command>
<location>local</location>
<rules_id>100002</rules_id>
<timeout>300</timecut>

</active-response>

</ossec_config>

<ossec_config>

g¢ Help & Write Out &l Where Is w{ Cut [~ T
B Exit M Read File B Replace Bl Paste a8 Justify

Step 4: Restart Wazuh Manager to Apply Active Response Config

"C
"/
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Fig: 14.5 Ubuntu ossec.conf — active-response block configured: firewall-drop on Rule 100200, 300-second timeout

The Wazuh Manager was restarted to load the active-response configuration. The service status was

verified after restart.

sudo systemctl restart wazuh-manager
sudo systemctl status wazuh-manager



~ abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

Mar 13 ©3:58:14 abdul-mugeet-tabraiz-VMware-Virtual-Platform env[33908]: Completed.
lines 1-31

1§ sudo systemctl restart wazuh-manager
1§ sudo systemctl status wazuh-manager
wazuh-manager.service - Wazuh manager

Loaded: loaded (/usr/lib/systemd/system/wazuh-manager.service; ; preset: )

Active: since Fri 2026-03-13 06:17:30 PKT; 5s ago

Process: 36362 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, status=0/SUCCESS)

Tasks: 111 (limit: 4542)
y: 303.5M (peak: 303.5M)
: 29.168s
CGroup: /system.slice/wazuh-manager.service

0 abdul-mugeet-tabraiz-VMware-virtual-Platform env[36362]: Started wazuh-db...

1 abdul-muqeet-tabraiz-VMware-Virtual-Platform env[36362]: Started wazuh-execd...

3 abdul-muqeet-tabraiz-VMware-Virtual-Platform env[36362]: Started wazuh-analysisd...
:23 abdul-muqeet-tabraiz-VMware-Virtual-Platform env[36362]: Started wazuh-syscheckd...
5
6

abdul-mugeet-tabraiz-VMware-Virtual-Platform env[36362]: Started wazuh-remoted...
abdul-mugeet-tabraiz-VMware-Virtual-Platform env[36362]: Started wazuh-logcollector...
Mar 13 06:-17:27 ahdul _muaeet_tahraiz VMware \irtual _Platfarm envl363621- Started wazuh_monitord

Fig: 14.6 Wazuh Manager restarted at 06:17 — active-response configuration loaded, all 111 tasks running

abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

1§ sudo systemctl restart wazuh-manager
1 $ sudo systemctl status wazuh-manager
wazuh-manager.service - Wazuh manager
Loaded: loaded (/usr/lib/systemd/system/wazuh-manager.service; ; preset: )
since Fri 2026-03-13 07:31:54 PKT; 11s ago
ss: 38971 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, status=0/SUCCESS)
: 116 (limit: 4542)
y: 333.8M (peak: 338.4M)
1 34.833s
CGroup: /system.slice/wazuh-manager.service

-mugeet-tabraiz-VMware-Virtual-Platform env[38971]: Started wazuh-db...
-mugeet-tabraiz-VMware-Virtual-Platform env[38971]: Started wazuh-execd...
-mugeet-tabraiz-VMware-Virtual-Platform env[38971]: Started wazuh-analysisd...
-mugeet-tabraiz-VMware-Virtual-Platform env[38971]: Started wazuh-syscheckd...
-mugeet-tabraiz-VMware-Virtual-Platform env[38971]: Started wazuh-remoted...
-mugeet-tabraiz-VMware-virtual-Platform env[38971]: Started wazuh-logcollector...
-mugeet-tabraiz-VMware-Virtual-Platform env[38971]: Started wazuh-monitord...
-mugeet-tabraiz-VMware-virtual-Platform env[38971]: Started wazuh-modulesd...
_munsat_tahraiz \VMwara_Virtual.Platfarm anul3R9711: Comnlatad.

Fig: 14.7 Wazuh Manager final restart at 07:31 — fully operational, all services started including active response
module

Step 5: Execute SSH Brute Force Loop from Kali Linux

A brute force loop was run from Kali Linux targeting localhost SSH to exceed the Rule 100200 frequency
threshold and trigger the active response. The loop ran 10 SSH attempts with an invalid username.



for i in {1..10}; do ssh wronguser@localhost;

SIENLEEHEE

Session Actions Edit View Help

kali@kali: ~

L iin {1..10 wronguserglocalhost
wronguserglocalhost's password:

Permission denied, please try again.
wronguserglocalhost's password:

Permission denied, please try again.
wronguserglocalhost's password:
wronguserglocalhost: Permission denied (publickey,password).
wronguserglocalhost's password:

Permission denied, please try again.
wronguserglocalhost's password:

Permission denied, please try again.

wronguserglocalhost's password:
wronguserglocalhost: Permission denied (publickey,password).

L-$ sudo i -L INPUT
Chain INPUT (policy ACCEPT 75 packets, 23814 bytes)
pkts bytes target prot opt in out source
7 1188 DROP alt -— * 5 il

done

O 4 & &n2%|a&ac

destination
/0

Fig: 14.8 Kali Linux — brute force loop executed; ip6tables INPUT showing DROP rule applied to ::1 (IPv6 localhost)

Step 6: Confirm Active Response Fired — Check active-responses.log

The active-responses.log on the Kali agent confirmed that the firewall-drop command was executed
automatically. The log shows the complete JSON payload including the matched rule description, agent
details, and source IP that was blocked.

sudo tail -f /var/ossec/logs/active-responses.log
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kali@kali: ~

Session Actions Edit View Help

ion[204990]: Invalid user wronguser from ::1 port 45572","full_log":"2026-03-13T12:17:48.450655-04:00 ka
1i sshd-session[205015]: Invalid user wronguser from ::1 port 45586","predecoder":{"program_name":"sshd-
session","timestamp":"2026-03-13T12:17:48.450655-04:00"}, "decoder" parent”:"sshd","name":"sshd"}, "data
":{"srcip":"::1","srcport":"45586","srcuser": "wronguser"},"location":"/var/log/auth.log"}, "program": "act
ive-response/bin/firewall-drop"}}

2026/03/13 12:17:48 active-response/bin/firewall-drop: {"version":1,"origin":{"name":"firewall-drop", "mo
dule":"active-response"}, "command":"check_keys", "parameters":{"keys":[

2026/03/13 12:17:48 active-response/bin/firewall-drop: {"version" ¥

wazuh-execd"}, "command":"continue","parameters":{"extra_args":[],"alert":{"timestamp":"2026-03-13T21:17:
48.194+0500" , "rule":{"level":14,"description” 0C Alert: SSH brute force attack detected - 5+ failures

from same IP in 2 minutes","id":"100002","mitre":{"id":["T1110"], "tactic":["Credential Access"],"techniq
ue":["Brute Force"]},"frequency":5,"firedtimes":1,"mail":true,"groups":["local","syslog","brute_force","
authentication_failed"]}, "agent":{"id":"0@01", "name" li-Linux","ip":"192.168.14.139"}, "manager":{"name
":"abdul-muqeet-tabraiz-VMware-Virtual-Platform"},"id":"1773418668.2939421", "previous_output":"2026-03-1
3T712:17:46.945233-04:00 kali sshd-session[204990]: Failed password for invalid user wronguser from ::1 p
ort 45572 ssh2\n2026-03-13T12:17:47.275203-04:00 kali sshd-session[204990]: Failed password for invalid

user wronguser from ::1 port 45572 ssh2\n2026-03-13T12:17:46.552989-04:00 kali sshd-session[204990]: Fai
led none for invalid user wronguser from ::1 port 45572 ssh2\n2026-03-13T12:17:46.000998-04:00 kali sshd
-session[204990]: Invalid user wronguser from ::1 port 45572","full_log":"2026-03-13T12:17:48.450655-04:
00 kali sshd-session[205015]: Invalid user wronguser from ::1 port 45586","predecoder”:{"program_name":"
sshd-session","timestamp”:"2026-03-13T12:17:48.450655-04:00"}, "decoder":{"parent":"sshd", "name":"sshd"},
"data":{"srcip":"::1","srcport":"45586","srcuser":"wronguser"},"location":"/var/log/auth.log"}, "program"

:"active-response/bin/firewall-drop"}}

2026/03/13 12:17:48 active-response/bin/firewall-drop: Ended

Fig: 14.9 Kali active-responses.log — firewall-drop executed, 'SOC Alert: SSH brute force attack detected' with source

::1 blocked and 'Ended' confirmation

Step 7: Verify ip6tables Block Applied

The firewall block was applied to ip6tables (not iptables) because the loopback address ::1 is an IPv6
address. The ip6tables INPUT chain showed a DROP rule for all traffic from ::1, confirming the active
response was successful.

sudo ipé6tables -L INPUT -n -v

Result confirmed: 7 packets, 1188 bytes — DROP — all — source ::1 — destination ::/0. The automatic
block was applied within seconds of Rule 100200 firing (as shown in Fig 14.8 above). The block auto-
lifted after the 300-second timeout.

Result

The complete Active Response chain was successfully demonstrated end to end:

e SSH brute force loop executed on Kali Linux exceeding the frequency threshold

e Rule 5710 fired on each individual SSH failure, Rule 100200 fired after the 6th failure within 60
seconds

e Wazuh Manager sent the firewall-drop command to the Kali Linux agent via wazuh-execd

e The firewall-drop script applied a DROP rule in ip6tables for source IP ::1

e The block was confirmed active in ip6tables with 7 packets already dropped

e The full execution was logged in /var/ossec/logs/active-responses.log on Kali

e The block automatically lifted after 300 seconds as configured



Summary of Day 14

Day 14 was the most impactful day of the week because it closed the loop from passive detection to
automated response. Until this point, Wazuh had only been generating alerts a human analyst still
needed to act. Active Response makes the SIEM autonomous for well-defined, high-confidence threat
signatures.

The most important real-world lesson was that the block was applied to ip6tables instead of iptables
because the loopback interface uses IPv6 (::1). In a production environment, if an active response
appears not to be working, both iptables and ip6tables must be checked before concluding there is a
failure. This is a common diagnostic mistake even among experienced administrators.

The 300-second auto-expiry is also a deliberate security design principle. Permanent blocks triggered by
automated rules risk locking out legitimate users based on false positives. Timed blocks provide
immediate protection while preserving the ability to restore access, with the SOC team able to escalate
to permanent blocks only after manual confirmation of malicious intent.



Week 2 Conclusion

Week 2 of the Cyberster Blue Team Internship was a deep-dive into the advanced operational
capabilities of Wazuh as a production SIEM. Across seven days and four major tasks, the internship
progressed from basic agent log forwarding into real detection engineering, threat hunting, and
automated incident response.

Key Accomplishments

e — Deployed realtime FIM on Kali Linux (/etc, /var/log) and Windows (C:\Users\Public), verified
with create/modify/delete test events and confirmed alerts in the dashboard.File Integrity
Monitoring

e — Authored and deployed three custom rules: user account creation detection (Rule 100100),

SSH brute force correlation (Rule 100200), and Windows USB insertion (Rule 100003), each with
MITRE ATT&CK mapping.Custom Rule Development

e — Conducted a full threat hunting session using dashboard queries across authentication, FIM,
and Windows security event categories, investigating the complete event chain from raw log to
correlated alert.Log Analysis & Threat Hunting

e — Configured and verified automatic IP blocking via firewall-drop triggered by the SSH brute
force rule, with 300-second timeout and ip6tables verification confirming the block was
applied.Active Response

Lab Environment

e Ubuntu (Wazuh Manager): IP 192.168.14.140 — Wazuh 4.7.5 Manager, Indexer, Dashboard
e Kali Linux (Agent 001): IP 192.168.14.139 — Linux endpoint, FIM, active response
e  Windows (Agent 002): IP 192.168.14.1 — Windows 10 endpoint, FIM, USB monitoring

Key Lessons Learned

The most valuable outcome of Week 2 was developing the SOC analyst mindset, understanding not just
how to use a tool but why each configuration decision matters for real threat detection. Every rule,
every monitored directory, every active response timeout is a deliberate security decision with real
operational consequences.

Detection engineering is not about writing as many rules as possible; it is about writing the right rules,
for the right events, with the right thresholds. Wazuh's power comes not from its default ruleset but
from the ability to extend it with environment-specific detections that match the actual threat
landscape of the organization being protected.



