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Cyberster Blue Team Internship — Week 3 Days 15-16

Suricata Installation and Configuration

Objective

The objective of Days 15 and 16 was to install and configure Suricata, an open-source network intrusion
detection system (IDS), on the Kali Linux VM. This included identifying the correct network interface for
packet capture, configuring the af-packet capture method in suricata.yaml, updating the Emerging
Threats community ruleset, starting and enabling the Suricata service, and verifying detection by
observing live alerts in both the fast.log compact alert log and the eve.json structured JSON event log.

Tools Used

e Kali Linux VM — primary machine on which Suricata was installed and configured

e Suricata 8.0.3 — network IDS deployed in IDS mode on interface ethl

e /etc/suricata/suricata.yaml — main configuration file edited to set network interface and rule
paths

e suricata-update — tool used to download and update the Emerging Threats Open ruleset

e /var/log/suricata/fast.log — compact one-line-per-alert log used to verify detection

e /var/log/suricata/eve.json — full structured JSON event log examined to understand event
schema

Procedure

Step 1: Update Kali Linux System Packages

Before installing Suricata, the Kali Linux system was updated to ensure all packages were current and no
dependency conflicts would arise during installation. The apt package manager was used to run a
combined update and full upgrade.

sudo apt update && sudo apt upgrade -y
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= kali@kali: ~

Session Actions Edit View Help

( )=
[:_ sudo apt update sudo apt upgrade -y
[sudo] password for kali:
Get:1 http://mirror.yer.az/kali kali-rolling InRelease [34.0 kB]
15% [workingIlj}

Fig 15.1 Kali Linux — sudo apt update && sudo apt upgrade -y running, fetching InRelease from kali-rolling mirror

The upgrade completed successfully, setting up kernel and desktop packages including kali-linux-default
2026.1.8 and kali-desktop-xfce 2026.1.8. The initramfs was regenerated for kernel 6.18.12+kali-amd64,
confirming the system was fully up to date before proceeding.
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E kali kali/

Session Actions Edit View Help
Setting up kali-linux-default (2026.1.8)..
Setting up thunar-archive-plugin:amdé64 (0.5.3-1+b1)..
Setting up kali-desktop-xfce (2026.1.8)..
Processing triggers for ca-certificates-java (20260311)..
done.
Setting up openjdk-21-jre:amd64 (21.0.10+7-1)..
Processing triggers for dictionaries-common (1.31.3)..
Processing triggers for php8.4-cli (8.4.16-1+b2)..
Processing triggers for libapache2-mod-php8.4 (8.4.16-1+b2)..
Processing triggers for libc-bin (2.42-13)..
Processing triggers for tex-common (6.20)..
Running updmap-sys. This may take some time ... done.
Running mktexlsr /var/lib/texmf ... done.
Building format(s) --all.
This may take some time ... done.
Processing triggers for libgdk-pixbuf-2.0-0:amd64 (2.44.5+dfsg-4)..
Processing triggers for initramfs-tools (0.150)..
update-initramfs: Generating /boot/initrd.img-6.18.12+kali-amd64

)-[~]

—(
sl

Fig 15.2 Kali Linux — apt upgrade completed, final package triggers processed and initramfs regenerated

Step 2: Install Suricata



Suricata was installed from the Kali repositories using apt. The -y flag was passed to suppress
confirmation prompts and allow unattended installation.

sudo apt install suricata -y
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a kalii kali/
Session Actions Edit View Help

E(:‘ )-[~]
sudo t

c install suricata -y
[sudo] password for kali:
Reading package lists ... 0%

Fig 15.3 Kali Linux — sudo apt install suricata -y initiated, reading package lists

After installation, the Suricata version was confirmed by running the version flag. The output reported

Suricata 8.0.3 and also displayed the full usage guide, confirming the binary was installed correctly in
Jusr/bin/suricata.

suricata --version
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kali} kali/
Session Actions Edit View Help

SL a -—-version
suricata: unrecognized option '--version'
Suricata 8.0.3 ("undefined")
USAGE: suricata [OPTIONS] [BPF FILTER]

General:
=1 : be more verbose (use multi
ple times to increase verbosity)
-c <path> : path to configuration file
-1 <dir> : default log directory
--include <path> : additional configuration f

--set name=value : set a configuration value

—pidfile <file> : write pid to this file

-T : test configuration file (u
se with -c)

--init-errors-fatal : enable fatal failure on si
gnature init error

Fig 15.4 Kali Linux — suricata --version output confirming Suricata 8.0.3 ("undefined") installed successfully

Step 3: Identify the Network Interface

The correct network interface for packet capture was identified by running ip a inside the Kali VM. Two
interfaces were present: eth0 (192.168.195.128/24, NAT adapter) and eth1 (192.168.14.139/24, Host-
Only adapter). Since the lab environment uses the 192.168.14.0/24 Host-Only network for inter-VM
communication, ethl was selected as the monitoring interface. Configuring the wrong interface would
cause Suricata to run without errors but capture no relevant lab traffic.

ip a
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kali} kali/

Session Actions Edit View Help
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 /128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state
UP group default qlen 1000
link/ether 00:0c:29:a9:30:be brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic nopr
efixroute etho
valid_1ft 918sec preferred_1ft 918sec
inet6 /64 scope link noprefixroute
valid_1ft forever preferred _1ft forever
Bl <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state
UP group default qlen 1000
link/ether 00:0c:29:a9:30:c8 brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic nopref
ixroute ethl
valid_1ft 918sec preferred_1ft 918sec
inet6 /64 scope link noprefixroute
valid_1ft forever preferred 1ft forever

Fig 15.5 Kali Linux — ip a output showing eth0 (192.168.195.128) and eth1 (192.168.14.139) — eth1 selected for
Suricata
Step 4: Configure suricata.yaml

The main Suricata configuration file was opened in nano for editing. Two sections required changes: the
HOME_NET address group and the af-packet capture block.

sudo nano /etc/suricata/suricata.yaml
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kali} kali/

Session Actions Edit View Help

( )-[=]
Lg sudo nano /etc/suricata/suricata.yaml[]

Fig 15.6 Kali Linux — opening /etc/suricata/suricata.yaml in nano for configuration



The HOME_NET variable was reviewed. The default value covering RFC 1918 private ranges
[192.168.0.0/16,10.0.0.0/8,172.16.0.0/12] was retained so that alerts correctly classify traffic from
within the lab network as originating from the home network. The more specific commented-out entry

for 192.168.14.0/24 was noted but not activated since the default broad range encompasses the lab
subnet.
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Kali, kali/
Session Actions Edit View Help

GNU nano 8.7.1 /etc/suricata/suricata.yaml *

EXTERNAL_NET:

¢ Help Mo write out @I§ Where Is [ Cut Bl Execute

By Exit BN Read File @Y Replace il Paste B Justify

Fig 15.7 Kali Linux — suricata.yaml vars section — HOME_NET set to RFC 1918 ranges, specific lab subnet
192.168.14.0/24 visible as commented alternative

The af-packet section was located and the interface value was set to eth1, matching the Host-Only
adapter identified in the previous step. The af-packet mechanism instructs Suricata to use the Linux
kernel's high-performance AF_PACKET socket for zero-copy packet capture. An incorrect interface name

at this point would cause Suricata to run silently without generating any alerts regardless of network
activity.
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kali} kali/

Session Actions Edit View Help

GNU nano 8.7.1 /etc/suricata/suricata.yaml *

¢ Help e write out @I§ Where Is [ Cut Bl Execute
@ Exit B Read File @ Replace il Paste 8 Justify

Fig 15.8 Kali Linux — suricata.yaml af-packet section — interface: eth1 set, cluster-id: 99 retained

The rule-files section was reviewed to confirm the default rule path /var/lib/suricata/rules and the
suricata.rules entry were in place before saving. This would later be extended to include the custom
local.rules file on Day 17.
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kali; kali/p

Session Actions Edit View Help
GNU nano 8.7.1 /etc/suricata/suricata.yaml *

default-rule-path: /var/lib/suricata/rules

rule-files:
- suricata.rules

Mo write out @I§ Where Is [{ Cut Bl Execute
X Read File @ Replace fll Paste B Justify
Fig 15.9 Kali Linux — suricata.yaml rule-files section — default-rule-path: /var/lib/suricata/rules and suricata.rules
entry visible

Step 5: Update the Emerging Threats Ruleset



Before starting the service, the suricata-update tool was run to download the latest Emerging Threats
Open ruleset. This community-maintained ruleset provides thousands of signatures covering known
malware, exploits, and suspicious traffic patterns. Running the update at this stage ensures the initial
detection capability is current from the moment Suricata starts.

sudo suricata-update
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kali; kali/p

Session Actions Edit View Help

- <Info> Using data-directory /var/lib/suricata.
<Info> Using Suricata configuration /etc/suric

<Info> Using /etc/suricata/rules for Suricata
<Info> Found Suricata version 8.0.3 at /usr/bi

<Info> Loading /etc/suricata/suricata.yaml
<Info> Disabling rules for protocol pgsql
<Info> Disabling rules for protocol modbus
<Info> Disabling rules for protocol dnp3
<Info> Disabling rules for protocol enip
<Info> No sources configured, will use Emergin

:28 <Info> Fetching https://rules.emergingthreats.
.0.3/emerging.rules.tar.gz.
0% - 24576/5394324

Fig 15.10 Kali Linux — suricata-update running — Suricata 8.0.3 detected, fetching emerging.rules.tar.gz from
rules.emergingthreats.net

The available rule sources were also listed to understand what additional feeds could be enabled in
production environments.

sudo suricata-update list-sources
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Session Actions Edit View Help

te list-sources
<Info> -- Using data-directory /var/lib/suricata.
<Info> -- Using Suricata configuration /etc/suric

<Info> —-- Using /etc/suricata/rules for Suricata

<Info> -- Found Suricata version 8.0.3 at /usr/bi
<Warning> ource 1index does not

<Warning> -- Please run suricata-update update-so

Fig 15.11 Kali Linux — suricata-update list-sources output showing available feeds including abuse.ch/feodotracker
and abuse.ch/sslbl-blacklist

Step 6: Enable, Start, and Verify the Suricata Service

Suricata was enabled to start automatically at boot and then started immediately using systemctl. The
service status was checked to confirm it was active and running.

sudo systemctl enable suricata
sudo systemctl start suricata
sudo systemctl status suricata

Be@mk o 3 [] e O ¢ & 822 |&8C
] kalii kali/®
Session Actions Edit View Help

(
[:_ sudo S L enable suricata
Created symllnk /etc/systemd/system/multi-user. target wants/suricata.ser
vice' 5 '/usr/lib/systemd/system/suricata.service’

(
[j_ sud

start suricata

(
[:_ sudo | status suricata
® surlcata service - Suricata IDS/IDP daemon
Loaded: loaded (/usr/lib/systemd/system/suricata.service; enabled; J
Active: active (running) since Wed 2026-03-18 22:20:39 EDT; 19s ago
Invocation: 9f21db19d48b41eba9e3a79d5f705378
Docs: man:suricata(8)
man:suricatasc(8)
https://suricata.io/documentation/
Main PID: 120381 (Suricata—Main)
Tasks: 10
Memory: &447M (peak 447 .3M)




Fig 15.12 Kali Linux — systemctl enable creates symlink; systemctl status shows suricata.service active (running) since
2026-03-18 22:20:39, PID 120381

The Suricata internal log was examined to confirm all rule files were loaded without errors and that the
af-packet worker threads were created on eth1.
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5 kali; kali/
Session Actions Edit View Help

[120381 - Suricata-Main] 2026-03-18 22:20:19 Info: logopenfile: eve-log o
utput device (regular) initialized: eve.json

[120381 - Suricata-Main] 2026-03-18 22:20:19 Info: logopenfile: stats out
put device (regular) initialized: stats.log

[120381 - Suricata-Main] 2026-03-18 22:20:36 Info: detect: 1 rule files p
rocessed. 49181 rules successfully loaded, 0 rules failed, @ rules skippe

d

[120381 - Suricata-Main] 2026-03-18 22:20:36 Info: threshold-config: Thre
shold config parsed: @ rule(s) found

[120381 - Suricata-Main] 2026-03-18 22:20:36 Info: detect: 49186 signatur
es processed. 1249 are IP-only rules, 4477 are inspecting packet payload,
43225 inspect application layer, 110 are decoder event only

[120381 - Suricata-Main] 2026-03-18 22:20:38 Notice: mpm-hs: Rule group c
aching - loaded: 113 newly cached: @ total cacheable: 113

[120381 - Suricata-Main] 2026-03-18 22:20:38 Info: unix-manager: unix soc
ket '/var/run/suricata/suricata-command.socket’

[120381 - Suricata-Main] 2026-03-18 22:20:38 Info: runmodes: ethl: creati
ng 4 threads

( )=[=1
Ls sudo il -f /var/log/suricata/suricata.log

Fig 15.13 Kali Linux — suricata.log tail — 49181 rules loaded, 49186 signatures processed, ethl threads created, engine
started
Step 7: Verify Detection with fast.log and eve.json

Network activity was generated from the Kali VM to trigger default ruleset alerts. A ping to the Ubuntu
Server, an nmap SYN scan, and DNS and HTTP requests were made. The fast.log file was tailed in a
second terminal to observe alerts in real time.

sudo tail -f /var/log/suricata/fast.log
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kali, kali/

Session Actions Edit View Help Session Actions Edit View Help
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[:—( )-[~] —% sudo tail -f /var/log/suricata/f

[ [sudo] password for kali:

03/18/2026-22:23:00.607396 [*x] [1:
X hostname in DHCP Request Packet [*
te Privacy Violation] [Priority: 1]
.254:67

Fig 15.14 Kali Linux — fast.log first alert appearing: ET INFO Possible Kali Linux hostname in DHCP Request Packet at
22:23:00, confirming Suricata is detecting traffic on ethl

After generating ping, nmap, curl, and nslookup traffic, multiple alerts appeared in fast.log covering
SURICATA STREAM events, GPL ATTACK_RESPONSE id check returned root, and repeated DHCP alerts.
This confirmed the af-packet interface configuration was correct and Suricata was actively inspecting lab
traffic.

# v| 1 3 - 2/3
VB eomP 9 .:34g, uli O 4 a 82| &G
F kali} kalifP f
Session Actions Edit View Help Session Actions Edit View Help

.254:67
03/18/2026-22:25:57.946428 [#x] [1:
) .140 2210054:1] SURICATA STREAM excessive

PING 192.168.14.140 (192.168.14.140) retransmissions [**] [Classificatio
56(84) bytes of data. n: Generic Protocol Command Decode]
64 bytes from 192.168.14.140: icmp_s [Priority: 3] {TCP} 185.125.190.26:4
eq=1 ttl=64 time=2.49 ms 43 — 192.168.14.140:41990
64 bytes from 192.168.14.140: icmp_s ©03/18/2026-22:28:04.202852 [*x] [1:
eq=2 ttl=64 time=0.453 ms 2210016:2] SURICATA STREAM CLOSEWAIT
64 bytes from 192.168.14.140: icmp_s FIN out of window [*x] [Classificat
eq=3 ttl=64 time=0.620 ms ion: Generic Protocol Command Decode
64 bytes from 192.168.14.140: icmp_s ] [Priority: 3] {TCP} 192.168.14.140
eq=4 ttl=64 time=1.04 ms +1514 — 192.168.14.1:51853
64 bytes from 192.168.14.140: icmp_s “[[A"[[A"[[A"[[A"[[A"[[A"[[B"[[B"[[B
eq=5 ttl=64 time=0.462 ms “[[A"[[A03/18/2026-22:30:50.770013

[*%] [1:2210054:1] SURICATA STREAM e
— 192.168.14.140 ping statistics - xcessive retransmissions [*x] [Class
— ification: Generic Protocol Command
5 packets transmitted, 5 received, @ Decode] [Priority: 3] {TCP} 91.189.9
% packet loss, time 4036ms 1.100:443 — 192.168.14.140:58318
rtt min/avg/max/mdev = 0.453/1.014/2 []

Fig 15.15 Kali Linux — ping -c 5 to Ubuntu (left) alongside fast.log (right) showing SURICATA STREAM retransmission
and CLOSEWAIT FIN alerts
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= kali; kali/® =

Session Actions Edit View Help Session Actions Edit View Help
.493/0.769 ms .254:67
03/18/2026-22:25:57.946428 [*x] [1:
[:—( )-[~] 2210054:1] SURICATA STREAM excessive
sudo nr -sS 192.168.14.140 retransmissions [*x] [Classificatio
Starting Nmap 7.98 ( https://nmap.or n: Generic Protocol Command Decode]
g ) at 2026-03-18 22:30 -0400 [Priority: 3] {TCP} 185.125.190.26:4
Nmap scan report for 192.168.14.140 43 — 192.168.14.140:41990
Host is up (0.0014s latency). 03/18/2026-22:28:04.202852 [*x] [1:
Not shown: 998 closed tcp ports (res 2210016:2] SURICATA STREAM CLOSEWAIT
et) FIN out of window [**] [Classificat
PORT STATE SERVICE ion: Generic Protocol Command Decode
22/tcp open ssh 1 [Priority: 3] {TCP} 192.168.14.140
443/tcp open https :1514 — 192.168.14.1:51853
MAC Address: 00:0C:29:43:D9:1F (vMwa “[[A“[[A"[[A"[[A"[[A"[[A"[[B"[[B"[[B
re) “"[[A"[[A03/18/2026-22:30:50.770013
[*#x] [1:2210054:1] SURICATA STREAM e
Nmap done: 1 IP address (1 host up) @ xcessive retransmissions [*%x] [Class
scanned in 4.64 seconds ification: Generic Protocol Command
Decode] [Priority: 3] {TCP} 91.189.9
)-[~] 1.100:443 — 192.168.14.140:58318

Fig 15.16 Kali Linux — nmap -sS scan of 192.168.14.140 (left) alongside fast.log showing GPL ATTACK_RESPONSE id
check returned root at 22:31:53
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kali} kali/p
Session Actions Edit View Help Session Actions Edit View Help

scanned in 4.64 seconds 43 — 192.168.14.140:41990
03/18/2026-22:28:04.202852 [#x] [1:
)-[~] 2210016:2] SURICATA STREAM CLOSEWAIT
curl http://testmyids.com FIN out of window [*x] [Classificat
uid=0(root) gid=0(root) groups=0(roo ion: Generic Protocol Command Decode
t) ] [Priority: 3] {TCP} 192.168.14.140
:1514 — 192.168.14.1:51853
)-[~] AN [AM[ AT AT [AT[[AN[[B [[B"[[B
Ip google.com "[[A"[[A03/18/2026-22:30:50.770013
2 192 3168.14 .2 [*x] [1:2210054:1] SURICATA STREAM e
Address: 192.168.14.2#53 xcessive retransmissions [**] [Class
ification: Generic Protocol Command
Non-authoritative answer: Decode] [Priority: 3] {TCP} 91.189.9
Name: google.com 1.100:443 — 192.168.14.140:58318
Address: 142.250.202.142 03/18/2026-22:31:53.113679 [**x] [1:
Name : google.com 2100498:7] GPL ATTACK_RESPONSE id ch
Address: 2a00:1450:4019:815::200e eck returned root [**] [Classificati
on: Potentially Bad Traffic] [Priori
LY/ 2] {TCP} 217.160.0.187:80 — 192
)-[~] .168.14.139:52818

Fig 15.17 Kali Linux — curl http://testmyids.com (left) and nslookup google.com (left) alongside fast.log showing
further alerts including GPL ATTACK_RESPONSE

The full fast.log was then reviewed to see all accumulated alerts from the initial testing period,
confirming consistent detection across multiple event types.



B mmP | 2 4 | O & A 8249 | @ G
B kali@kali: ~
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ido tail -f /var/log/suricata/fast.log
03/18/2026-22:23:00.607396 [**] [1:2022973:1] ET INFO Possible Kali Linux hostname in DH
CP Request Packet [#**] [Classification: Potential Corporate Privacy Violation] [Priority:
1] {UDP} 192.168.14.139:68 — 192.168.14.254:67
03/18/2026-22:25:57.946428 [*x] [1:2210054:1] SURICATA STREAM excessive retransmissions
[#x] [Classification: Generic Protocol Command Decode] [Priority: 3] {TCP} 185.125.190.26
443 — 192.168.14.140:41990
03/18/2026-22:28:04.202852 [*%x] [1:2210016:2] SURICATA STREAM CLOSEWAIT FIN out of windo
w [#%x] [Classification: Generic Protocol Command Decode] [Priority: 3] {TCP} 192.168.14.1
40:1514 — 192.168.14.1:51853
03/18/2026-22:30:50.770013 [*x] [1:2210054:1] SURICATA STREAM excessive retransmissions
[*#x] [Classification: Generic Protocol Command Decode] [Priority: 3] {TCP} 91.189.91.100:
443 — 192.168.14.140:58318
03/18/2026-22:31:53.113679 [*x] [1:2100498:7] GPL ATTACK_RESPONSE id check returned root
[#x] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP} 217.160.0.187:80 — 1
92.168.14.139:52818
03/18/2026-22:38:00.607659 [%*x] [1:2022973:1] ET INFO Possible Kali Linux hostname in DH
CP Request Packet [#*] [Classification: Potential Corporate Privacy Violation] [Priority:
1] {UDP} 192.168.14.139:68 — 192.168.14.254:67
03/18/2026-22:49:02.238759 [**] [1:2100498:7] GPL ATTACK_RESPONSE id check returned root
[#x] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP} 217.160.0.187:80 — 1
92.168.14.139:37114

Fig 15.18 Kali Linux — full fast.log view showing all alerts from 22:23 through 22:49 including DHCP, STREAM, and GPL
ATTACK_RESPONSE events

The eve.json log was examined to understand its structure. A Python one-liner was used to parse and
print each alert event with its timestamp, source, destination, message, and category. This
demonstrated the rich structured data available in eve.json compared to the compact fast.log format.

sudo cat /var/log/suricata/eve.json | python3 -c "import sys, json\nfor
line in sys.stdin:\n try:\n event = json.loads (line)\n if
event.get ('event type') == 'alert':\n "
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= kali@kali: ~

Session Actions Edit View Help

( )~ [~]
L s cat /var/log/suricata/eve.json
import sys, json
for line in sys.stdin:
Ery
event = json.loads(line
if event.get('event_type') = 'alert':
printC ——VAEERE——"
print(f'Time: {event.get timestamp H
print(f'SRC: {event.get src_ip }:{event.get src_port 1oL
print(f'DST: {event.get dest_ip }:{event.get dest_port '

print(f'Message: {event alert .get signature }
print(f'Category: {event alert .get category }
print

except: pass

"I




Fig 15.19 Kali Linux — Python script to filter and display alert events from eve.json by parsing event_type, timestamp,
src/dst, signature, and category
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kali@kali: ~
Session Actions Edit View Help

n

— LERY —

Time: 2026-03-18T22:23:00.607396-0400

SRC: 192.168.14.139:68

DST: 192.168.14.254:67

Message: ET INFO Possible Kali Linux hostname in DHCP Request Packet
Category: Potential Corporate Privacy Violation

= MLENT —

Time: 2026-03-18T22:25:57.946428-0400

SRC: 185.125.190.26:443

DST: 192.168.14.140:41990

Message: SURICATA STREAM excessive retransmissions
Category: Generic Protocol Command Decode

— ALERT —

Time: 2026-03-18T22:28:04.202852-0400

SRC: 192.168.14.140:1514

DST: 192..168.14 .1:51853

Message: SURICATA STREAM CLOSEWAIT FIN out of window
Category: Generic Protocol Command Decode

—— NLERAT ——
Time: 2026-03-18T22:30:50.770013-0400

Fig 15.20 Kali Linux — eve.json alert output: ET INFO DHCP, SURICATA STREAM retransmissions, CLOSEWAIT FIN, and
GPL ATTACK_RESPONSE events with full field detail
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— ALERT —

Time: 2026-03-18T22:30:50.770013-0400

SRC: 91.189.91.100: 443

DST: 192.168.14.140:58318

Message: SURICATA STREAM excessive retransmissions
Category: Generic Protocol Command Decode

— ALERT —

Time: 2026-03-18T22:31:53.113679-0400
SRC: 217.160.0.187:80

DST: 192.168.14.139:52818

Message: GPL ATTACK_RESPONSE id check returned root
Category: Potentially Bad Traffic

— ALERT —

Time: 2026-03-18T22:38:00.607659-0400

SRC: 192.168.14.139:68

DST: 192.168.14.254:67

Message: ET INFO Possible Kali Linux hostname in DHCP Request Packet
Category: Potential Corporate Privacy Violation

— ALERT —
Time: 2026-03-18T22:49:02.238759-0400
SRC: 217.160.0.187:80

Fig 15.21 Kali Linux — eve.json alert output continued — further STREAM and ATTACK_RESPONSE events from 22:30
through 22:49



A second Python script counted all event types in eve.json to understand the full volume of telemetry
being generated. The results showed 2161 flow events, 218 stats, 138 DNS, 79 mDNS, 14 TLS, 7 alerts, 7
HTTP, 5 DHCP, and 2 fileinfo events, illustrating that Suricata's eve.json log captures far more than just
alerts.

NemmP O 2 3 4|F] . O © A @823 & c
0 kali@kali: ~

Session Actions Edit View Help

import sys, json

from collections import Counter

counts = Counter

for line in sys.stdin:
try:

counts[json.loads(line).get('event_type', 'unknown')

except: pass

for k,v in counts.most_common

print(f'{k}: {v}'

o o
sudo cat /var/log/suricata/eve.json

flow: 2161

stats: 218

dns: 138

mdns: 79

tls: 14

alert: 7

http: 7

dhcp: 5

fileinfo:

—

= |
Fig 15.22 Kali Linux — eve.json event type counter: flow 2161, stats 218, dns 138, mdns 79, tIs 14, alert 7, http 7, dhcp

5, fileinfo 2

Result

Suricata 8.0.3 was successfully installed and configured on the Kali Linux VM. The af-packet capture
interface was correctly set to ethl, the Host-Only adapter carrying lab traffic. The Emerging Threats
Open ruleset was downloaded and 49,189 signatures were loaded. The service started cleanly,
confirmed active (running) in systemctl, with eth1 worker threads created. Detection was verified in
both fast.log and eve.json, with default rules firing on DHCP, TCP stream anomalies, and attack-response
signatures from real lab traffic. The event type breakdown from eve.json demonstrated that Suricata
generates comprehensive network telemetry beyond alert events alone.

Summary of Days 15-16

Days 15 and 16 established the network monitoring layer that was missing from the Week 1 and 2 setup.
Suricata 8.0.3 was installed via apt, configured with eth1 as the capture interface using af-packet,
updated with 49,189 Emerging Threats signatures, and confirmed to be actively generating alerts on real
lab traffic. The critical learning was the silent failure mode: if the interface name in suricata.yaml is
wrong, Suricata runs without errors but sees no traffic and generates no alerts. Verifying by checking
fast.log after generating traffic is the only reliable confirmation that the interface configuration is
correct. The difference between fast.log (compact, one alert per line) and eve.json (full structured JSON
with flow, DNS, TLS, HTTP, and alert event types) was understood and will be important in the Wazuh
integration work on Days 18 and 19.



Cyberster Blue Team Internship — Week 3 Day 17

Suricata Rule Writing

Objective

The objective of Day 17 was to write three custom Suricata detection rules covering distinct threat
scenarios: an Nmap SYN scan, an HTTP directory traversal exploit attempt, and an ICMP flood denial-of-
service attempt. Each rule was written in /etc/suricata/rules/local.rules, referenced in suricata.yaml, and
verified by triggering the detection from the Kali VM and observing the alert in fast.log.

Tools Used
e Kali Linux VM — host for Suricata and the machine generating test attack traffic
e /etc/suricata/rules/local.rules — custom rule file containing the three detection rules
e /etc/suricata/suricata.yaml — rule-files section updated to include local.rules
e suricatasc -c reload-rules — live rule reload without service restart
e nmap — used to trigger the Nmap SYN scan rule
e curl — used to craft the HTTP directory traversal request to trigger Rule 2
e ping -f — flood ping used to generate ICMP volume to trigger Rule 3
e /var/log/suricata/fast.log and eve.json — verified alert messages after each test

Procedure

Step 1: Update Ruleset Before Writing Custom Rules

suricata-update was run to ensure the base Emerging Threats ruleset was current before adding custom
rules. The output confirmed Suricata 8.0.3 was detected and the rules were fetched from the Emerging
Threats CDN. After the update, Suricata was restarted and the status was verified as active (running).

sudo suricata-update
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s/http2-events.rules
1 )2 25787 <Info> Loading distribution /etc/suricata/rule

<Info> Loading distribution /etc/suricata/rule
<Info> Loading distribution /etc/suricata/rule
<Info> Loading distribution /etc/suricata/rule
<Info> Loading distribution /etc/suricata/rule
<Info> Loading distribution /etc/suricata/rule
<Info> Loading distribution /etc/suricata/rule
<Info> Loading distribution /etc/suricata/rule
<Info> Loading distribution /etc/suricata/rule
[ <Info> Loading distribution /etc/suricata/rule
s/smb-events.
1 226 -

s/smtp-events
1 .

<Info> Loading distribution /etc/suricata/rule

<Info> Loading distribution /etc/suricata/rule

Fig 17.1 Kali Linux — suricata-update loading distribution rule files for http2, http-events, ipsec, kerberos, modbus,
mqtt, nfs, ntp, quic, rfb, smb, smtp event categories

sudo systemctl restart suricata
sudo systemctl status suricata
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ctl restart suricata

)-[~]
do systemctl status suricata
e suricata.service - Suricata IDS/IDP daemon
Loaded: loaded (/usr/lib/systemd/system/suricata.service; enabled; preset:
Active: active (running) since Wed 2026-03-18 22:58:44 EDT; 25s ago
Invocation: d4683663f4a24263bd4f391d288c1f37
Docs: man:suricata(8)
man:suricatasc(8)
https://suricata.io/documentation/
Main PID: 13556 (Suricata-Main)
Tasks: 10
Memory: 431.4M (peak: 431.5M)
CPU: 20.663s
CGroup: {iystem.slice/suricata.service

Mar 18 22:58:23 kali suricata[13551]: i: suricata: This is Suricata version 8.0.3
Mar 18 22:58:44 kali systemd[1]: Started suricata.service - Suricata IDS/IDP daemojg

Mar 18 22:58:23 kali systemd[1]: Starting suricata.service - Suricata IDS/IDP daemi
>
lines 1-17/17 (END)

Fig 17.2 Kali Linux — suricata restarted at 22:58:44, systemctl status active (running), PID 13556, starting Suricata
version 8.0.3

Step 2: Create the Custom Rules File



A new custom rules file was created at /etc/suricata/rules/local.rules. Each rule was preceded by
comment lines explaining the threat scenario, the specific traffic characteristic being matched, and the
reasoning behind the design choices.

sudo nano /etc/suricata/rules/local.rules
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( Sl
Ly 1ano /etc/suricata/rules/local.rules]]

Fig 17.3 Kali Linux — nano opening /etc/suricata/rules/local.rules to create the custom detection rules file

Rule 1 detects Nmap SYN scans. An Nmap SYN scan sends TCP packets with only the SYN flag set (flags:S)
without completing the three-way handshake. A threshold of 5 SYN packets within 3 seconds from the
same source triggers the alert, distinguishing scan behaviour from legitimate connection attempts. The
rule uses classtype:attempted-recon and SID 9000001.

Rule 2 detects HTTP directory traversal exploit attempts. Attackers append ../ sequences to URLs to
escape the web root. The rule looks for the string /../ in the HTTP URI with flow:established,to_server
and http_uri context, classifying it as a web-application-attack with SID 9000002.

Rule 3 detects ICMP floods. A single ICMP echo request (itype:8) is normal, but a high-rate flood from
one source indicates a denial-of-service attempt. The threshold keyword with type both, track by_src,
count 10, seconds 2 limits the alert to fire at most once per 2-second window per source IP regardless of
packet volume. SID 9000003 and classtype:attempted-dos were used.
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GNU nano 8.7.1 /etc/suricata/rules/local.rules *
# Rule 1: Nmap SYN Scan Det tion

a

alert tcp any any —> $HOME_NET any (msg:"CUSTOM Nmap SYN Scan Detected"; flags:S, 1§

alert http any any — $HOME_NET any (msg:"CUSTOM HTTP Directoy Traversal Attempt

Q€ Help B wWrite Oout QI§ Where Is [} Cut Bl Execute [l€ Location
B Exit B Read File @\ Replace @i Paste B8 Justify |4 Go To Line
Fig 17.4 Kali Linux — local.rules Rule 1 (Nmap SYN Scan) with comment block and Rule 2 (HTTP Directory Traversal)
beginning, both with explained logic
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GNU nano 8.7.1 /etc/suricata/rules/local.rules *

alert tcp any any —> $HOME_NET any (msg:"CUSTOM Nmap SYN Scan Detected"; flags:S, 1§

00

alert icmp any any — $HOME_NET any (msg:"CUSTOM ICMP Flood Detected"; ityfe:8; thg

e Help Mo write Oout @l Where Is @ Cut B Execute [€ Location
B Exit MY Read File @\ Replace @Y Paste B8 Justify |4 Go To Line
Fig 17.5 Kali Linux — local.rules all three rules: Rule 1 Nmap SYN (flags:S,12; threshold count 5 in 3s), Rule 2 HTTP
traversal (content:"/../"; http_uri), Rule 3 ICMP Flood (itype:8; threshold count 10 in 2s)

Step 3: Add local.rules to suricata.yaml

The rule-files section of suricata.yaml was updated to include local.rules alongside the default
suricata.rules entry. Without this reference, Suricata would not load the custom rules even if the file
exists and is syntactically correct.
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GNU nano 8 1 /etc/suricata/suricat aml *

1shmode: hash5tuplesorted

default-rule-path: /var/lib/suricata/rules

rule-files:
- suricata.rules
- [local.rules]

/etc/suricata/classification.config
/etc/suricata/reference.config

Q€ Help B¢ write out @l§ Where Is ¥ Cut Bl Execute [f8 Location
B Exit MY Read File @\ Replace i Paste B8 Justify | Go To Line
Fig 17.6 Kali Linux — suricata.yaml rule-files section updated: - suricata.rules and - local.rules both listed under
default-rule-path: /var/lib/suricata/rules

Step 4: Validate Configuration and Reload Rules

Suricata's configuration test mode was used to validate the updated YAML and rule files without
restarting the service. This catches syntax errors in rules or YAML before they cause a failed restart.

sudo suricata -T -c /etc/suricata/suricata.yaml --engine-analysis

S emEPoOr]|1 23 4|Fm D& a @235 ac
B kali@kali: ~

Session Actions Edit View Help

# Rule 2: HTTP Directory Traversal / Exploit Attempt Detection

# Attackers use ../ sequences in URLs to escape the web root directory.

# This pattern in an HTTP request URI is a strong indicator of exploitation.

# Multiple ../ sequences are checked to reduce false positives.

alert http any any — $HOME_NET any (msg:"CUSTOM HTTP Directory Traversal Attempt D
etected"; flow:established,to_server; content:"/../"; http_uri; classtype:web-appli
cation-attack; sid:9000002; rev:1;)

# Rule 3: ICMP Flood Detection
# A single ICMP ping is normal. Hundreds per second from one source is a DoS attemp
t

# The threshold keyword prevents alert flooding by only firing once per 10 seconds

# per source IP regardless of how many packets arrive.

alert icmp any any — $HOME_NET any (msg:"CUSTOM ICMP Flood Detected"; itype:8; thr
eshold: type both, track by_src, count 10, seconds 2; classtype:attempted-dos; sid:
9000003; rev:1;)

)-[~]
suricata -T -c fetc/suricata/suricata.yaml --eng alysi
This is Suricata version 8.0.3 RELEASE running in USER mode
Rule group caching - loaded: 33 newly cached: 80 total cacheable: 113

)-[~]

Fig 17.7 Kali Linux — suricata -T config test: Suricata 8.0.3 running in USER mode, rule group caching loaded 33 newly
cached, 80 total cacheable — no errors



Suricata was then restarted to load both rule files. The log confirmed 2 rule files processed and 49,184
rules successfully loaded with 0 failed. The custom rules in local.rules were included in the 49,189 total
signatures.

sudo systemctl restart suricata
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regular) initialized: fast.log

[23661 - Suricata-Main] 2026-03-18 23:15:43 Info: logopenfile: eve-log output devic
e (regular) initialized: eve.json

[23661 - Suricata-Main] 2026-03-18 23:15:43 Info: logopenfile: stats output device
(regular) initialized: stats.log

[23661 - Suricata-Main] 2026-03-18 23:16:06 Info: detect: 2 rule files processed. &
9184 rules successfully loaded, 0 rules failed, 0 rules skipped

[23661 - Suricata-Main] 2026-03-18 23:16:06 Info: threshold-config: Threshold confi
g parsed: 0 rule(s) found

[23661 - Suricata-Main] 2026-03-18 23:16:06 Info: detect: 49189 signatures processe
d. 1249 are IP-only rules, 4477 are inspecting packet payload, 43226 inspect applic
ation layer, 110 are decoder event only

[23661 - Suricata-Main] 2026-03-18 23:16:09 Notice: mpm-hs: Rule group caching - lo
aded: 113 newly cached: 0 total cacheable: 113

[23661 - Suricata-Main] 2026-03-18 23:16:09 Info: unix-manager: unix socket '/var/r
un/suricata/suricata-command.socket’

[23661 - Suricata-Main] 2026-03-18 23:16:09 Info: runmodes: ethl: creating 4 thread
s

[23883 - W#01l-ethl] 2026-03-18 23:16:09 Info: ioctl: ethl: MTU 1500

[23661 - Suricata-Main] 2026-03-18 23:16:09 Notice: threads: Threads created — W:
4 FM: 1 FR: 1 Engine started.

)~[=~]

Fig 17.8 Kali Linux — suricata.log after restart: 2 rule files processed, 49184 rules loaded, 49189 signatures processed,
ethl threads created, engine started

After the rules were active in the running service, the live reload command was also tested to
demonstrate that rules can be reloaded without a service restart in production environments.

sudo suricatasc -c reload-rules
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sudo st sc -c reload-rules
{"message": done“ ,"return":"0K"}

( )-[~]
Lon

Size: 83x22

Fig 17.9 Kali Linux — suricatasc reload-rules returns {"message":"done","return":"OK"}, confirming live rule reload
succeeded

The Suricata log confirmed the rule reload: rule reload starting, 2 rule files processed, 49184 rules
loaded, reload complete.
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— o tail -10 /var/log/suricata/suricata.log

[545@4 = Surlcata Main] 2026-03-19 00:15:20 Info: unix-manager: unix socket '/var/r
un/suricata/suricata-command.socket'

[54504 - Suricata-Main] 2026-03-19 00:15:20 Info: runmodes: ethl: creating &4 thread
s

[54735 - W#@l-ethl] 2026-03-19 00:15:20 Info: 1octl: ethl: MTU 1500

[54504 - Suricata-Main] 2026-03-19 00:15:20 Notice: threads: Threads created — W:
4 FM: 1 FR: 1  Engine started.

[54504 - Suricata-Main] 2026-03-19 00:19:43 Notice: detect: rule reload starting
[54504 - Suricata-Main] 2026-03-19 00:20:26 Info: detect: tenant id @: 2 rule file
s processed. 49184 rules successfully loaded, @ rules failed, @ rules skipped
[54504 - Suricata-Main] 2026-03-19 00:20:26 Info: threshold-config: tenant id @: Th
reshold config parsed: @ rule(s) found

[54504 - Suricata-Main] 2026-03-19 00:20:26 Info: detect: tenant id @: 49189 signat
ures processed. 1249 are IP-only rules, 4478 are inspecting packet payload, 43225 1
nspect application layer, 110 are decoder event only

[54504 - Suricata-Main] 2026-03-19 00:20:30 Notice: mpm-hs: Rule group caching - lo
aded: 113 newly cached: @ total cacheable: 113

[54504 - Suricata-Main] 2026-03-19 00:20:31 Notice: detect: rule reload complete

[:—fl )-[~]

Fig 17.10 Kali Linux — suricata.log tail showing rule reload starting at 00:19:43, 49184 rules loaded, rule reload
complete at 00:20:31

Step 5: Trigger Rule 1 — Nmap SYN Scan Detection



An Nmap SYN scan was launched from the Kali VM targeting the Ubuntu Server at 192.168.14.140. The
fast.log was monitored in a second terminal. The custom alert fired immediately.

sudo nmap -sS 192.168.14.140
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39:68 — 192.168.14.254:67
03/18/2026-22:49:02.238759 [*x] [1:2100
498:7] GPL ATTACK_RESPONSE id check retu
rned root [*%x] [Classification: Potentia
1ly Bad Traffic] [Priority: 2] {TCP} 217
.160.0.187:80 — 192.168.14.139:37114
03/18/2026-22:56:46.337636 [*x] [1:2022

973:1] ET INFO Possible Kali Linux hostn
ame in DHCP Request Packet [*x] [Classif
ication: Potential Corporate Privacy Vio
lation] [Priority: 1] {UDP} 192.168.14.1

39:68 — 192.168.14.254:67
03/18/2026-23:11:46.342538 [*x] [1:2022
973:1] ET INFO Possible Kali Linux hostn
ame in DHCP Request Packet [*x] [Classif
ication: Potential Corporate Privacy Vio
lation] [Priority: 1] {UDP} 192.168.14.1
39:68 — 192.168.14.254:67
03/18/2026-23:19:04.167008 [*x] [1:9000
001:1] CUSTOM Nmap SYN Scan Detected [**
] [Classification: Attempted Information

Leak] [Priority: 2] {TCP} 192.168.14.13
9:39842 — 192.168.14.140:80
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Session Actions Edit View Help
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L ¢ sudo nmap -sS 192.168.14.140
[sudo] password for kali:

Starting Nmap 7.98 ( https://nmap.org ) at
2026-03-18 23:19 -0400

Nmap scan report for 192.168.14.140
Host is up (0.0013s latency).

Not shown: 998 closed tcp ports (reset)
PORT STATE SERVICE

22/tcp open ssh

443/tcp open https

MAC Address: 00:0C:29:43:D9:1F (VMware)

Nmap done: 1 IP address (1 host up) scanned
in 2.95 seconds

alizl

Fig 17.11 Kali Linux — nmap -sS 192.168.14.140 (right) with fast.log (left) showing [1:9000001:1] CUSTOM Nmap SYN
Scan Detected at 23:19:04, Priority 2, TCP 192.168.14.139 -> 192.168.14.140:80

Step 6: Trigger Rule 2 — HTTP Directory Traversal Detection

A curl request was crafted containing the /../ directory traversal sequence in the URI. The fast.log was
monitored to confirm the HTTP rule fired. A Python-based SimpleHTTP server was running on the

Ubuntu Server on port 80 to receive the request.

curl "http://192.168.14.140/test/.

./../etc/passwd"

curl --path-as-is "http://192.168.14.140/../etc/passwd"
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03/18/2026-23:20:34.981694 [*x] [1:2013
504:6] ET INFO GNU/Linux APT User-Agent
Outbound likely related to package manag
ement [*x] [Classification: Not Suspicio
us Traffic] [Priority: 3] {TCP} 192.168.
14.140:52866 — 91.189.92.22:80
03/18/2026-23:20:35.590860 [*x] [1:2013

504:6] ET INFO GNU/Linux APT User-Agent

Outbound likely related to package manag
ement [#x] [Classification: Not Suspicio
us Traffic] [Priority: 3] {TCP} 192.168.

14.140:52866 — 91.189.92.22:80
03/18/2026-23:20:50.152066 [**] [1:2210
054:1] SURICATA STREAM excessive retrans
missions [#*x] [Classification: Generic P
rotocol Command Decode] [Priority: 3] {T
CP} 108.139.86.29:443 — 192.168.14.140:
43680

03/18/2026-23:23:42.552544 [*x] [1:2034
636:2] ET INFO Python SimpleHTTP ServerB
anner [#x] [Classification: Misc activit
v] [Priority: 3] {TCP} 192.168.14.140:80

— 192.168.14.139:55264
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L¢ curl "http://192.168.14.140/test/ ../ ../
.. /etc/passwd"
<!DOCTYPE HTML>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Error response</title>
</head>
<body>
<h1>Error response</hl>
<p>Error code: 404</p>
<p>Message: File not found.</p>
<p>Error code explanation: 404 - No
thing matches the given URI.</p>
</body>
</html>

Fig 17.12 Kali Linux — curl with traversal URI (right); fast.log (left) showing ET INFO Python SimpleHTTP ServerBanner

at 23:23:42, confirming HTTP traffic reached server
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Leak] [Priority: 2] {TCP} 192.168.14.1:
52533 — 192.168.14.140:1514
03/19/2026-00:17:16.885958 [*x] [1:9000
@@1:1] CUSTOM Nmap SYN Scan Detected [**
] [Classification: Attempted Information

Leak] [Priority: 2] {TCP} 192.168.14.1:
52534 — 192.168.14.140:1514
03/19/2026-00:17:28.938410 [*x] [1:9000
@@1:1] CUSTOM Nmap SYN Scan Detected [**
] [Classification: Attempted Information

Leak] [Priority: 2] {TCP} 192.168.14.1:
52537 — 192.168.14.140:1514
03/19/2026-00:17:33.638444 [*x] [1:9000
002:1] CUSTOM HTTP Directory Traversal A
ttempt Detected [*x] [Classification: We
b Application Attack] [Priority: 1] {TCP
} 192.168.14.139:43598 — 192.168.14.140
:80
03/19/2026-00:17:33.638707 [*x] [1:2034
636:2] ET INFO Python SimpleHTTP ServerB
anner [#x] [Classification: Misc activit
y] [Priority: 3] {TCP} 192.168.14.140:80

— 192.168.14.139:43598

O % a Bov|ac

EJ kali@kali: ~

Session Actions Edit View Help

thing matches the given URI.</p>
</body>

</html>

‘a,[.,’
h- "http://192.168.14.
/. tc/r d"
<!DOCTYPE HTML>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Error response</title>
</head>
<body>
<h1l>Error response</hl>
<p>Error code: 404</p>
<p>Message: File not found.</p>
<p>Error code explanation: 404 - No
thing matches the given URI.</p>
</body>
</html>
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Fig 17.13 Kali Linux — fast.log (left) showing [1:9000002:1] CUSTOM HTTP Directory Traversal Attempt Detected at
00:17:33, Priority 1, Web Application Attack; curl --path-as-is traversal request (right) returning 404

Step 7: Trigger Rule 3 — ICMP Flood Detection

A flood ping was sent to the Ubuntu Server with 100 packets at maximum send rate. The threshold
setting in Rule 3 meant the alert fired once per 2-second window once 10 ICMP type-8 packets from the
same source were observed.



sudo ping -f -c 100 192.168.14.140
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] [Classification: Attempted Information
Leak] [Priority: 2] {TCP} 192.168.14.1:
52543 — 192.168.14.140:1514
03/19/2026-00:18:19.186146 [*x] [1:9000
@01:1] CUSTOM Nmap SYN Scan Detected [**
] [Classification: Attempted Information
Leak] [Priority: 2] {TCP} 192.168.14.1:
52544 — 192.168.14.140:1514
03/19/2026-00:18:31.235177 [*x] [1:9000
@01:1] CUSTOM Nmap SYN Scan Detected [**
] [Classification: Attempted Information
Leak] [Priority: 2] {TCP} 192.168.14.1:
52545 — 192.168.14.140:1514
03/19/2026-00:18:39.713438 [*x] [1:9000
P@3:1] CUSTOM ICMP Flood Detected [#*] [
Classification: Attempted Denial of Sery
ice] [Priority: 2] {ICMP} 192.168.14.139
8 = 192.168.14.140:0
03/19/2026-00:18:43.289577 [*x] [1:9000
001:1] CUSTOM Nmap SYN Scan Detected [**
] [Classification: Attempted Information
Leak] [Priority: 2] {TCP} 192.168.14.1:
52548 — 192.168.14.140:1515

Fig 17.14 Kali Linux — ping -f -c 100 (right) transmitting 100 packets in 243ms; fast.log (left) showing [1:9000003:1]
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s —f —c 100 192.168.14.140

o pi

PING 192.168.14.140 (192.168.14.140) 56(84)
bytes of data.

— 192.168.14.140 ping statistics —

100 packets transmitted, 100 received, 0% p
acket loss, time 243ms

rtt min/avg/max/mdev = 0.196/1.638/34.705/4
.401 ms, pipe 2, ipg/ewma 2.452/0.782 ms

)-[~]

CUSTOM ICMP Flood Detected at 00:18:39, Attempted DoS, ICMP 192.168.14.139:8 - 192.168.14.140:0

Step 8: Verify All Three Rules in eve.json

A Python script was run against eve.json to extract and display all three custom alert types together,
confirming each rule fired correctly with the right signature name and HTTP URI context.
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Session Actions Edit View Help

o tail -f /var/leg/suricata/eve.json

import sys, json
for line in sys.stdin:
try:
e = json.loads(line
if e.get('event_type') 1in
if e.get('event_type'
print(f'[HTTP]
if e.get('event_type') =
print(f'[ALERT] {e

except: pass

n

[sudo] password for kali:
[ALERT] CUSTOM Nmap SYN Scan
[ALERT] CUSTOM Nmap SYN Scan
[ALERT] CUSTOM Nmap SYN Scan
[ALERT] CUSTOM Nmap SYN Scan
[ALERT] CUSTOM HTTP Directory Traversal Attempt Detected
[ALERT] ET INFO Python SimpleHTTP ServerBanner

Detected
Detected
Detected
Detected

[HTTP] URI: /../etc/passwd
[ALERT] CUSTOM Nmap SYN Scan Detected

Kali@kali: ~

‘http',
= 'http':
URI: {e.get
‘alert':
alert

O ¢ aBo7|ac

python3 -c

‘alert’
http\",{}).get

.get(\"signature




Fig 17.15 Kali Linux — eve.json parsed output showing [ALERT] CUSTOM Nmap SYN Scan Detected, [ALERT] CUSTOM
HTTP Directory Traversal Attempt Detected, and [HTTP] URI: /../etc/passwd all confirmed in structured log

Step 9: Confirm Complete Rules File

The final state of the local.rules file was verified with cat to confirm all three rules were saved correctly
with their complete options including threshold settings.

cat /etc/suricata/rules/local.rules
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kali@kali: ~

Session Actions Edit View Help
.401 ms, pipe 2, ipg/ewma 2.452/0.782 ms

L /etc/suricata/rules/local.rules

# Rule 1: Nmap SYN Scan Detection

# Nmap SYN scans send TCP packets with ONLY the SYN flag set.

# Normal connections send SYN then complete the 3-way handshake.

# A SYN packet going to many ports rapidly = port scan behaviour.

alert tcp any any — $HOME_NET any (msg:"CUSTOM Nmap SYN Scan Detected"; flags:S,12; thre
shold: type both, track by_src, count 5, seconds 3; classtype:attempted-recon; sid:900000
1; rev:1;)

# Rule 2: HTTP Directory Traversal / Exploit Attempt Detection
# Attackers use ../ sequences in URLs to escape the web root directory.
# This pattern in an HTTP request URI is a strong indicator of exploitation.

# Multiple ../ sequences are checked to reduce false positives.

alert http any any — $HOME_NET any (msg:"CUSTOM HTTP Directory Traversal Attempt Detecte
d"; flow:established,to_server; content:"/../"; http_uri; classtype:web-application-attac
k; sid:9000002; rev:1;)

# Rule 3: ICMP Flood Detection

# A single ICMP ping is normal. Hundreds per second from one source is a DoS attempt.

# The threshold keyword prevents alert flooding by only firing once per 10 seconds

# per source IP regardless of how many packets arrive.

alert icmp any any — $HOME_NET any (msg:"CUSTOM ICMP Flood Detected"; itype:8; threshold
: type both, track by _src, count 10, seconds 2; classtype:attempted-dos; sid:9000003; rev
2139

Fig 17.16 Kali Linux — cat local.rules output: Rule 1 (flags:S,12; threshold count 5, seconds 3), Rule 2 (content:"/../";
http_uri), Rule 3 (itype:8; threshold count 10, seconds 2) — all three rules complete

Result

All three custom Suricata rules were successfully written, loaded, and verified. Rule 1 (SID 9000001)
fired on the Nmap SYN scan with priority 2 and classification Attempted Information Leak. Rule 2 (SID
9000002) fired on the HTTP directory traversal request with priority 1 and classification Web Application
Attack, confirmed in both fast.log and eve.json with the exact URI visible. Rule 3 (SID 9000003) fired on
the ICMP flood with priority 2 and classification Attempted Denial of Service. The suricatasc live reload
was confirmed working, and the configuration test mode was used to validate syntax before loading. A
total of 49,184 combined rules were active after the update.

Summary of Day 17

Day 17 translated threat knowledge into working detection logic. Writing effective rules required
understanding what distinguishes malicious traffic from normal traffic at the packet and protocol level: a
SYN packet to many ports without handshake completion indicates scanning; the string /../ in an HTTP
URI indicates path traversal; hundreds of ICMP type-8 packets per second from one source indicates a
flood. The threshold keyword was essential for the ICMP rule because without it, a 100-packet flood
would generate 100 identical alerts per session, flooding the log with noise. The first adjustment made
after initial testing was reducing the Nmap rule's threshold window from 5 seconds to 3 seconds to
account for faster scan rates. Rule SIDs above 9,000,000 were used to avoid conflicts with the



community ruleset. The eve.json data confirmed each rule's signature_id and full parsed fields,
validating that the alerts were correctly structured for the Wazuh integration work in Days 18 and 19.



Cyberster Blue Team Internship — Week 3 Days 18-19

Suricata and Wazuh Integration

Objective

The objective of Days 18 and 19 was to integrate Suricata with Wazuh by configuring the Wazuh agent
on Kali Linux to monitor eve.json as a log source, verify that the Suricata decoder and ruleset were
active on the Wazuh Manager, confirm that Suricata network alerts appeared in the Wazuh Security
Events dashboard, and perform a correlation exercise combining a Suricata network alert with a Wazuh
FIM (File Integrity Monitoring) alert to demonstrate the combined detection picture.

Tools Used

e Kali Linux Wazuh Agent v4.7.5 — configured to monitor /var/log/suricata/eve.json as a json-
format localfile

e /var/ossec/etc/ossec.conf (Kali) — agent configuration file updated with Suricata localfile block

¢ Ubuntu Server Wazuh Manager — received and processed Suricata events; hosts Suricata
decoder 0006-json_decoders.xml and ruleset 0475-suricata_rules.xml

e Wazuh Security Events dashboard (Windows host) — used to view and expand Suricata alerts in
the Ul

e nmap, curl, ping -f — traffic generation tools to trigger Suricata alerts for integration testing

e touch, echo, rm in /etc — FIM test events to generate Wazuh host-based alerts for correlation
exercise

Procedure

Step 1: Verify Wazuh Agent and Suricata are Running

Before modifying the agent configuration, both the Wazuh agent and Suricata service were confirmed
active on the Kali VM. The agent had been running since 22:41:54 on March 18, confirming it was
operational and connected to the Manager from the previous week's configuration.

sudo systemctl status wazuh-agent
sudo systemctl status suricata
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= kali@kali: ~
Session Actions Edit View Help
—( )=[~]
= ystemctl status wazuh-agent
[sudo] password for kali:
e wazuh-agent.service - Wazuh agent
Loaded: loaded (/usr/lib/systemd/system/wazuh-agent.service; enabled; preset: disab}
Active: active (running) since Wed 2026-03-18 22:41:54 EDT; 13h ago
Invocation: 86e20dd76f6b4b4ab858daf5a2856141
Process: 706 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited,}
Tasks: 34
Memory: 227.8M (peak: 1G, swap: 6.1M, swap peak: 11.8M)
CPU: 26min 58.933s
CGroup: /system.slice/wazuh-agent.service

systemd[1]: Starting wazuh-agent.service - Wazuh agent ...
env[706]: Starting Wazuh v4.7.5...

env[706]: Started wazuh-execd ...

env[706]: Started wazuh-agentd ...

env[706]: Started wazuh-syscheckd ...

env[706]: Started wazuh-logcollector ...

Fig 18.1 Kali Linux — wazuh-agent.service active (running) since 2026-03-18 22:41:54, all subprocesses wazuh-execd,
agentd, syscheckd, logcollector, modulesd running
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systemctl status suricata
® suricata.service - Suricata IDS/IDP daemon
Loaded: loaded (/usr/lib/systemd/system/suricata.service; enabled; preset: disabled)
Active: active (running) since Thu 2026-03-19 00:15:20 EDT; 11h ago
Invocation: 1e14806b1547463f8fb37chc95236815
Docs: man:suricata(8)
man:suricatasc(8)
https://suricata.io/documentation/
Main PID: 54504 (Suricata-Main)
Tasks: 10
Memory: 743.5M (peak: 743.5M)
CPU: 2min 29.812s
CGroup: {iystem.slice/suricata.service

Mar 19 00:14:51 kali systemd[1]: Starting suricata.service - Suricata IDS/IDP daemon ...
Mar 19 00:14:51 kali suricata[54495]: i: suricata: This is Suricata version 8.0.3 RELEASH
Mar 19 00:15:20 kali systemd[1]: Started suricata.service - Suricata IDS/IDP daemon.

lines 1-17/17 (END)

Fig 18.2 Kali Linux — suricata.service active (running) since 2026-03-19 00:15:20, PID 54504, running with --af-packet
on /etc/suricata/suricata.yaml

Step 2: Add Suricata eve.json localfile Block to Agent ossec.conf

The Wazuh agent configuration file on Kali was opened and a new localfile block was added to instruct
the log collector to monitor eve.json. The log_format was set to json, which is critical: this tells the agent
to parse each line as a JSON object and forward the structured fields to the Manager rather than



treating the file as plain syslog text. Without json format, the Suricata decoder cannot extract fields from
the events.

sudo nano /var/ossec/etc/ossec.conf
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] kali@kali: ~
Session Actions Edit View Help

GNU nano 8.7.1 /var/ossec/etc/ossec.conf x

<localfile>
<log_format>syslog</log_format>

<location>/var/ossec/logs/active-responses.log</location>
</localfile>

<localfile>

<log_format>syslog</log_format>

<location>/var/log/dpkg.log</location>
</localfile>

<l— Suricata eve.json integration —
<l— Wazuh agent reads Suricata alerts and forwards them to the Manager —

<l— Tlog_format must be json so the agent parses the JSON structure correctly —
<localfile>

<log_format>json</log_format>

<location>/var/log/suricata/eve.json</location>
</localfile>

</ossec_config>

W€ Help K0 Write Out [§ Where Is [ Cut Bl Execute W8 Location
B Exit My Read File @ Replace il Paste B Justify Wi Go To Line

Fig 18.3 Kali Linux — ossec.conf Suricata localfile block: <log_format>json</log_format> and
<location>/var/log/suricata/eve.json</location> added with explanatory comments

Step 3: Restart the Wazuh Agent

The Wazuh agent was restarted to apply the new configuration. The status was checked to confirm it

came back active and all subprocesses were running including wazuh-logcollector, which is the process
responsible for reading the new eve.json localfile entry.

sudo systemctl restart wazuh-agent
sudo systemctl status wazuh-agent
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Session Actions Edit View Help

‘restart wazuh-agent

Ve [Fr
S y tl status wazuh-agent
e wazuh-agent.service - Wazuh agent
Loaded: loaded (/usr/lib/systemd/system/wazuh-agent.service; enabled; preset: disabf
Active: active (running) since Thu 2026-03-19 12:04:04 EDT; 1min 1s ago
Invocation: 3021dedbdc@e4159a5701272f7f40554
Process: 76564 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exitef
Tasks: 31 =
Memory: 214.1M (peak: 230.8M)
CPU: 1min 16.323s
CGroup: /system.slice/wazuh-agent.service

Mar 19 12:03:56 kali systemd[1]: Starting wazuh-agent.service - Wazuh agent ...
Mar 19 12:03:57 kali env[76564]: Starting Wazuh v&.7.5 ...
Mar 19 12:03:57 kali env[76564]: Started wazuh-execd ...

Fig 18.4 Kali Linux — wazuh-agent restarted at 12:04:04, all 5 subprocesses active: wazuh-execd, agentd, syscheckd,
logcollector, modulesd

Step 4: Verify Suricata Decoder and Rules on the Wazuh Manager

On the Ubuntu Server (Wazuh Manager), the built-in Suricata decoder and rules were located and
examined. The JSON decoder at /var/ossec/ruleset/decoders/0006-json_decoders.xml handles the
parsing of eve.json events. This decoder uses the JSON_Decoder plugin to extract all structured fields
from each event.

sudo cat /var/ossec/ruleset/decoders/0006-json decoders.xml



abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:$ sudo cat /[var/ossec/ruleset/decoders/0006-json_dec

2015, Wazuh Inc.
- Aeril 21, 2017,

-.This program is a free software; you can redistribute it
- and/or modify it under the terms of the GNU General Public
s _published by the _Free soft

Fig 18.5 Ubuntu Server (Wazuh Manager) — 0006-json_decoders.xml: decoder name="json" with plugin_decoder
JSON_Decoder and prematch A\s* for JSON events

The Suricata-specific ruleset at /var/ossec/ruleset/rules/0475-suricata_rules.xml was also examined.
This file contains the rules that match decoded Suricata events and assign them to the ids,suricata rule
group. Rule 86600 (level 0) matches any Suricata message and rule 86601 (level 3) specifically matches
alert-type events with the signature description.

sudo cat /var/ossec/ruleset/rules/0475-suricata rules.xml | head -40

abdul-mugeet-tabraiz@abdul-mugeet-tabraiz-VMware-Virtual-Platform: ~

:-$ sudo cat /var/ossec/ruleset/rules/0475-suricata_ru
Lopyright (C) 2 Jazuh Inc.
This program is a free software; you can redistribute it and/or modify it under the terms of GPLv2.

!:-.1D: 86600 - 866299 :

ds,suricata,”>

hi test',"stream':0,"l

<options>no_full log</options>
</rule>

<rule 1d="86601" level="3"

Alert :'S(aléft.éignature)ffdescriptio >
<ontions>no full loa</antion




Fig 18.6 Ubuntu Server (Wazuh Manager) — 0475-suricata_rules.xml header showing rule 86600 (Suricata messages,
level 0) and rule 86601 (Suricata alert — matches event_type:alert, level 3)

Step 5: Troubleshoot — Too Many Fields for JSON Decoder

When first testing the integration, the Wazuh Manager log showed repeated "Too many fields for JSON
decoder" errors. This was caused by Suricata's eve.json flow events containing more JSON fields than
the Wazuh JSON decoder was configured to handle. This is a known behaviour with certain Wazuh
versions and is harmless for alert-type events, which the decoder processes correctly. The alert-type
events continued to reach the dashboard.

abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:$ sudo tail -f [var/ossec/logs/ossec.log
21 wazuh-analysisd: ERROR: Too y fields for JSON decoder.
21 wazuh-analysisd: ERROR: Too y fields for JSON deceoder.
21 wazuh-analy : ERROR: Too y fields for JSON decoder.
21 wazuh-analysisd: ERROR: Too y fields for JSON deceoder.
21 wazuh-analysisd: ERROR: Too y fields for JSON decoder.
21 wazuh-analysisd: ERROR: Too y fields for JSON deceoder.
21 wazuh-analys 4 3 y fields for JSON decoder.
21 wazuh-analy o many fields for JSON decoder.
for JSON decoder.
et 2 e Ion e Too many fields for JSON decoder.
wazuh-analysisd: 3 i for JSON decoder.
Wazuh-analysisd: Joo many fields for JSON decoder.
wazuh-analys } y fi for JSON decoder.
29 wazuh-analy : ERROR: Too many fields for JSON decoder.
6/03/19 for JSON decoder.
6/03/19 129 wazuh:: Too many fiel or JSON decoder .
6/03/19 21:40:29 wazuh-analy 3 i JSON decoder.
6/03/19 21:40:29 wazuh-analysi or JSON decoder.
6/03/19 C zuh- 3 y fi JSON decoder.
6/03/19 :29 wazuh-analys o many fields for JSON decoder.
6/03/19 140: wazuh-analysisd fields JSON decoder.
zuh-analys or JSON decoder.
h-analys JSON decoder.
Mwazuh-analysts o.many flelds for JSON decoder.
3 JSON decoder.
: y.fields for JSON decoder.
wazuh-analysisd: 3 fields JSON decoder.
wazuh-analysisd: Joo many fields for JSON decoder.
wazuh-analys } y fields JSON decoder.
= _wacuh analy : ERROR: Too many fields for JSON decoder.
y fields JSON decoder.
fialds 1SON _decadar.

6/03/19
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Fig 18.7 Ubuntu Server (Wazuh Manager) — ossec. Iog showing repeated wazuh-analysisd: ERROR: Too many fields for
JSON decoder at 21:40:21 and 21:40:29 — caused by eve.json flow event volume

An attempt was made to locate a more specific Suricata rule file at /var/ossec/ruleset/rules/0850-
suricata_rules.xml, but this file did not exist in this Wazuh version. The existing 0475-suricata_rules.xml
was confirmed to be the active ruleset.



abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~ Q = = g

:-$ cat /var/ossec/ruleset/rules/0850-suricata_rules.x

: Jvarfossec/ruleset/rules/0850-suricata_rules.xml: Permission denied
1§ sudo cat /var/ossec/ruleset/rules/0850-suricata_ru

les.xml | head -40
[sudo] password for abdul-mugeet-tabraiz:
cat: /var/ossec/ruleset/rules/0850-suricata_rules.xml: No such file or directory

oy |

Fig 18.8 Ubuntu Server (Wazuh Manager) — 0850-suricata_rules.xml: No such file or directory; 0475-
suricata_rules.xml confirmed as the active Suricata ruleset

The Manager log was grep-searched for suricata-related entries and the alerts.log was also checked,
confirming that despite the decoder field errors, Suricata alert events were being received and the FIM
module was processing eve.json file change events.

abdul-muqeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:$ sudo grep -i "suricata" /var/ossec/logs/ossec.log

1~$

Fig 18.9 Ubuntu Server (Wazuh Manager) — grep suricata in ossec.log returns no errors; sudo grep in alerts log shows
File '/var/log/suricata/eve.json' modified events confirming the agent is reading the log file



abdul-mugeet-tabraiz@abdul-muqeet-tabraiz-VMware-Virtual-Platform: ~

:$ sudo grep -1 "suricata" /var/ossec/logs/alerts/ale
rts.log | tail -10
2026-03-20T07:43:43.812899+05:00 abdul-muqeet-tabraiz-VMware-Virtual-Platform sudo: abdul-muqeet-tabraiz : TTY=pts/2
PWD=/home/abdul-mugeet-tabraiz ; USER=root ; COMMAND=/usr/bin/grep -i suricata /var/ossec/logs/ossec.log
command: /usr/bin/grep -i suricata /var/ossec/logs/ossec.log
2026-03-20T07:43:50.208224+05:00 abdul-muqgeet-tabraiz-VMware-Virtual-Platform sudo: abdul-mugeet-tabraiz : TTY=pts/2
PWD=/homefabdul-mugeet-tabraiz ; USER=root ; COMMAND=/usr/bin/grep -i suricata /var/ossec/logs/ossec.log
command: fusr/bin/grep -i suricata /var/ossec/logs/ossec.log
File '/var/log/suricata/eve.json' modified
File '/var/log/suricata/eve.json' modified
File '/var/log/suricata/eve.json' modified
File '/var/log/suricata/eve.json' modified
File '/var/log/suricata/eve.json' modified
File '/var/log/suricata/eve.json' modified

Fig 18.10 Ubuntu Server (Wazuh Manager) — grep suricata in alerts.log shows sudo command events and multiple File
'/var/log/suricata/eve.json' modified alerts confirming eve.json is being monitored and events forwarded

Step 6: Generate Traffic and Observe Suricata Alerts in the Wazuh Dashboard

Test traffic was generated from the Kali VM targeting the Ubuntu Server: an nmap SYN scan, a curl
directory traversal request, and a ping flood. The Wazuh Security Events dashboard on the Windows
host was then checked.

sudo nmap -sS 192.168.14.140

curl --path-as-is "http://192.168.14.140/../etc/passwd"
sudo ping -f -c 100 192.168.14.140
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kali@kali: ~

Session Actions Edit View Help

= 0 ap - 192.168.14.140

[sudo] password for kali:

Starting Nmap 7.98 ( https://nmap.org ) at 2026-03-19 12:41 -0400
Nmap scan report for 192.168.14.140

Host is up (0.0014s latency).

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

443/tcp open https

MAC Address: 00:0C:29:43:D9:1F (VMware)

Nmap done: 1 IP address (1 host up) scanned in 4.38 seconds

—( )-[~]

Fig 18.11 Kali Linux — nmap -sS 192.168.14.140 at 12:41 showing 22, 80, 443 open — scan traffic generated to trigger
Suricata alerts forwarded to Wazuh
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] kali@kali: ~
Session Actions Edit View Help

.140
/nmap.org ) at 2026-03-19 12:48 -0400
.14.140

cp open http:
ddr 00:

- Nothing matches the given URI.</p>

Fig 18.12 Kali Linux — combined traffic generation: nmap -sS, curl --path-as-is traversal (404 response), and ping -f -c
100 flood all completed to trigger all three custom rules

The Wazuh Security Events dashboard showed all three custom Suricata alert types appearing with Rule
ID 86601, agent 001 (Kali-Linux). The alerts were grouped by rule group ids,suricata and appeared
alongside the host-based events from earlier weeks.



= Q wazuh. v Agents a @

STATUS DETAILS EVOLUTION
Last 24 hours ~v
2 active
@® Active (2) . y y i
Active Disconnected ~ Pending  Never connected  Agents coverage 5
@ Disconnected (0) 2 [4] 0 100.00% g 1
S
Pending (0) 05
Last registered agent Most active agent .
@  Never connected (0] . T b 0
@ Windows Kali-Linux o0

timestamp per 10 mit

Agents (2) @ Deploy new agent G Refresh th Export formatted 83

(® 1d'=888 and  status=zactive WQL

D A Name 1P address Group(s) Operating system Cluster node Version Status Actions
001 Kali-Linux 192.168.14.139 default {:\ Kali GNU/Linux 2026.1 node01 va.7.5 ® active @ @ Q,)
002 Windows 192.168.14.1 default Microsoft Windows 10 Pro 10.0.18045.6466 node01 va75 ® active @ ® 9
Rows per page: 10 ~ <1

Fig 18.13 Wazuh Dashboard — Agents view: both agents active — 001 Kali-Linux (192.168.14.139) and 002 Windows
(192.168.14.1), 100% coverage
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c
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Security Alerts e
Time . Agent Agent name Technique(s) Tactie(s) Level Rule 10
Mar 18, 2026 @
Kali-Linux Suricata: Alert - CUSTOM Nmap SYN Scan Detected 3
21:50:03.082 oo }- 86601
Mar 18, 2026 @ . s y E
inu ’ " > Flood D 36
31:48:17.040 oo Kali-Linux Suricata: Alert - CUSTOM ICMF lood Detected 3 88801
Mar 19, 2026 @ Suricata; Alert - CUSTOM HTTP Directory Traversal Attempt .
> oS 001 Kali-Linux F— 3 86601

Fig 18.14 Wazuh Dashboard (Security Events) — Top 5 agents: Kali-Linux; Security Alerts table showing Suricata: Alert
— CUSTOM Nmap SYN Scan Detected, CUSTOM ICMP Flood Detected, and CUSTOM HTTP Directory Traversal Attempt
Detected, all Rule ID 86601 Level 3

An individual alert was expanded to show the full set of parsed fields from the Suricata eve.json event.
All structured fields were correctly extracted by the JSON decoder: agent.id, agent.ip, agent.name,
data.alert.action, data.alert.category, data.alert.severity, data.alert.signature, data.alert.signature_id,
data.dest_ip, data.dest_port, data.direction, and data.event_type.
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Table JSoM Rule

agent.id

agent.ip

data.alert.category
data.alert.gid
data.alert.rev

data.alert.severity

data.dest_ip

data.dest_port

data.direction

data.event_type
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windaw
Suricata: Alert - CUSTOM Nmap SYN Scan Detected 3
2026-03-19T16:42:17.5202
Do_SBpOBVZBHXBMM-bRK
001
192.168.14.139
Kali-Linux
aliowad
Attempted Information Leak
1
1
2
CUSTOM Nmap SYN Scan Detacted
2000001
192.168.14.140
a43

86601

8886801

Fig 18.15 Wazuh Dashboard — CUSTOM Nmap SYN Scan Detected alert expanded: agent.name Kali-Linux,
data.alert.signature CUSTOM Nmap SYN Scan Detected, data.alert.signature_id 9000001, data.alert.category
Attempted Information Leak, data.dest_ip 192.168.14.140

The dense alert stream during the sustained scan showed both Suricata network alerts (Rule 86601) and
Wazuh host-based FIM alerts (Rule 550, Integrity checksum changed) appearing together in the same
timeline, demonstrating the combined visibility of both monitoring layers.

Security events @

tme per 30 sscon

= O wazuh. - Modules
N
Security Alerts
Time 1 Agam Agent name
S rEsaiyas© 001 Kall-Linux
Morlg el 001 Kali-Linux
> ovesaiase 001 Kal-Linux
> Ssssarce . 001 wall-Linux
S rEsarans © 001 Kall-Linux
Moo o 001 Kali-Linux
Mol s 001 Kali-Linux
s e ® o001 Kall-Lintx
» Mari9 2026 @ 001 Kali-Linux

21:55:21.278

Level

Technique(s) Tactie(s) Description
Suricata: Alert - CUSTOM Nmap SYN Scan Detected 3
Suricata: Alert - SURICATA STREAM CLOSEWAIT FIN out of

window
T1565.001 Impact Integrity checksum changed. 7
T1565.001 Impact Integrity checksum changed. 7
T1565.001 Impact Integrity checksum changed. 7
Suricata: Alert - SURICATA STREAM CLOSEWAIT FIN out of

window
Suricata: Alert - SURICATA STREAM CLOSEWAIT FIN out of
window b
Suricata: Alert - SURICATA STREAM CLOSEWAIT FIN out of
window h
Suricata: Alert - CUSTOM Nmap SYN Scan Detected 3
T1565.001 Impact Integrity checksum changed. 7

Rule 1D

88601

88601

88601

88601

86601

86601

550

Fig 18.16 Wazuh Dashboard — dense alert stream: Suricata: Alert — CUSTOM Nmap SYN Scan Detected and SURICATA
STREAM CLOSEWAIT (Rule 86601) appearing alongside Integrity checksum changed FIM alerts (Rule 550) in the same

Step 7: Correlation Exercise

time window

The correlation exercise was performed to demonstrate the combined value of network and host-based
monitoring. From the Kali VM, an nmap SYN scan was run against the Ubuntu Server, then a simulated
persistence artefact was created in /etc: a file was touched, written with content, and then deleted. The
Suricata alert and FIM alert from this sequence were then observed together in the Wazuh dashboard.

sudo nmap -sS 192.168.14.140
sudo touch /etc/attacker was here.txt



echo "simulated persistence" | sudo tee /etc/attacker was here.txt

sudo rm /etc/attacker was here.txt
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kali@kali: ~

Session Actions Edit View Help

o s
L$ sudo nmap -sS 192.168.14.140

Starting Nmap 7.98 ( https://nmap.org ) at 2026-03-19 12:53 -0400
Nmap scan report for 192.168.14.140

Host is up (0.00036s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

MAC Address: 00:0C:29:43:D9:1F (VMware)

Nmap done: 1 IP address (1 host up) scanned in 3.17 seconds

/eté/attacker_was_here.txt

"simulated persistence” udc /etc/attacker_was_here.txt
simulated persistence

/etc/attacker_was_here.txt

Fig 18.17 Kali Linux — Correlation exercise: nmap -sS at 12:53 followed by touch, echo+tee, and rm of
/etc/attacker_was_here.txt to generate simultaneous Suricata network and Wazuh FIM alerts

The dashboard showed the full PAM and FIM alert detail in the expanded event view, demonstrating
that the Wazuh host-based decoder captured the sudo session context alongside the file integrity

events.

= 0O wazuh. Modules Security events @
Mar 20,2020 @ 001 Kall-Linux PAM: Login session closed. 3 5502
08:33:22.806
Table JSON Rule
@timestamp 2026-03-20T03:33:22,806Z
id 2ZBOCZOBVZEHXBMMEGED

ent.id 001

tip 192.168,14.139

Kali-Linux

2026-03-19723:33:21.772455-04:00 kali sudo: p

id 1773977602.36810497

input.type log

location /var/iog/auth.log

manager.name \ugeet-tabraiz-VMware -Virtual-Platform

2026-03-19723:33:21.772455-04:00

PAM: Login

20098

. gdpr w322

rule.gpg13 7.8,7.9

Fig 18.18 Wazuh Dashboard — PAM: Login session closed event expanded: agent Kali-Linux (001), location
/var/log/auth.log, full_log showing pam_unix sudo session closed for root — host-based event from the same
timeframe as the Suricata network alerts

The ossec.conf integration configuration was verified with a grep to confirm the localfile block was
correctly in place for the final submission.



sudo grep -A5 "suricata\|eve.json" /var/ossec/etc/ossec.conf
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p] kali@kali: ~

Session Actions Edit View Help

L% suc -A5 "suricata\|eve.json" /var/ossec/etc/ossec.conf

[sudo] baééword for kali:

¢l— Suricata eve.json integration —
¢l— Wazuh agent reads Suricata alerts and forwards them to the Manager —
¢I— log_format must be json so the agent parses the JSON structure correctly —
<localfile>
<log_format>json</log_format>
<location>/var/log/suricata/eve.json</location>
</localfile>

</ossec_config>

Fig 18.19 Kali Linux — grep of ossec.conf confirming Suricata eve.json integration block: log_format json, location
/var/log/suricata/eve.json, with explanatory XML comments

Result

The Suricata-Wazuh integration was successfully configured and verified. The Wazuh agent on Kali Linux
reads /var/log/suricata/eve.json in json format and forwards all alert-type events to the Manager. The
Manager processes them through the JSON decoder (0006-json_decoders.xml) and Suricata ruleset
(0475-suricata_rules.xml), assigning them to rule 86601 at level 3 in the ids,suricata group. All three
custom rule alerts appeared in the Wazuh Security Events dashboard with full field extraction. The
correlation exercise demonstrated both a Suricata network alert (Nmap SYN scan) and a Wazuh FIM
alert (file created in /etc) appearing in the same event timeline from the same Kali Linux agent,
providing a combined attacker picture that neither source alone could reveal.

Summary of Days 18-19

The integration step is where individual tools become a platform. Before this work, Suricata was
generating network alerts in isolation and Wazuh was monitoring host events independently. After
adding a single localfile block to ossec.conf with log_format set to json, the full path became active:
Suricata writes to eve.json, the Wazuh log collector reads the file, the agent forwards each JSON line to
the Manager, the JSON decoder extracts all structured fields, rule 86601 matches on the
event_type:alert field, and the labelled alert with all its Suricata-sourced fields appears in the dashboard
alongside host-based events. The critical learning was the log_format value: using syslog instead of json
causes the agent to read the file but send unparsed text that the Suricata decoder cannot process. The
correlation exercise made the value of combined monitoring concrete: an nmap scan visible in Suricata
and a file creation visible in Wazuh FIM, from the same agent within the same time window, tell a story
of reconnaissance followed by action that would be impossible to reconstruct from either log source
alone.



Cyberster Blue Team Internship — Week 3 Days 20-21

GeolP Blocking and Firewall Rules

Objective

The objective of Days 20 and 21 was to implement IP-based geographic blocking using ipset and iptables
on the Kali Linux VM. IP address blocklists for China (CN), Russia (RU), and North Korea (KP) were
downloaded from ipdeny.com in CIDR format. Separate ipsets were created for each country and
populated with the respective CIDR ranges. iptables INPUT chain rules were added to DROP all traffic
matching these ipsets. Domain-level blocking was also implemented by editing /etc/hosts to redirect
specific test domains to localhost, simulating outbound access control. Any related Wazuh alerts were
checked after the rules were in place.

Tools Used

e Kali Linux VM — host for iptables, ipset, and the GeolP blocking implementation

e iptables 1.8.13 — netfilter firewall used to apply DROP rules referencing ipsets

e ipset v7.24 — kernel-level IP set data structure used to efficiently match large CIDR ranges

e xtables-addons-common — installed to provide extended xtables capabilities alongside ipset
support

e ipdeny.com — source of per-country CIDR zone files (cn.zone, ru.zone, kp.zone)

e wget — used to download the zone files from ipdeny.com

e /etc/hosts — edited to redirect test domains to 127.0.0.1 for domain-level blocking

Procedure

Step 1: Install Required Packages

iptables was already present. ipset and xtables-addons-common were installed from the Kali
repositories. The installation also pulled in required dependencies including dkms, libipset13t64, and
xtables-addons-dkms.

sudo apt install iptables ipset xtables-addons-common -y
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kali@kali: ~

Session Actions Edit View Help
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L-$ sudo a install iptables ipset xtables-addons-common

iptables is already the newest version (1.8.13-1).

iptables set to manually installed.

The following packages were automatically installed and are no longer required:
curlftpfs libgdk-pixbuf2.0-bin libpostproc58 mesa-vdpau-drivers
libaudio2 libmjpegutils-2.1-0t64 librubberband2 pocketsphinx-en-us
libavfilteri10 libmpeg2encpp-2.1-0t64 libsframe2 python3-aiocache
libavformat61l libmplex2-2.1-0t64 libsnmp40t64 python3-aiomcache
libconfig-inifiles-perl 1libmupdf25.1 libsphinxbase3t64 python3-fs
libcrypt-dev libonnx1t64 libswscale8 python3-terminaltables
libdlt2 libonnxruntime-providers 1libtsk19t64 python3-wapiti-arsenic
libdnn13.6 libonnxruntimel.21 libvdpau-va-gl1 python3-yaswfp
libfuse2t64 libplacebo351 libxnnpack0.20241108 ruby-unf-ext
libgavi-1 libpocketsphinx3 libzxing3 vdpau-driver-all

Use 'sudo apt autoremove' to remove them.

Installing:

Installing dependencies:
Suggested packages:
menu

Summary :
Upgrading: 0, Installing: 6, Removing: 0, Not Upgrading: 11

Fig 20.1 Kali Linux — apt install iptables ipset xtables-addons-common: iptables already newest version; installing
ipset, xtables-addons-common with dependencies dkms, libipset13t64, xtables-addons-dkms

After installation, the tool versions were confirmed and a modprobe for the xt_geoip kernel module was
attempted. The module was not found in the kernel directory for this version (6.18.12+kali-amd64), but
ipset list returned successfully confirming ipset was operational. The modprobe exit code 1 was noted as
expected behaviour for this kernel version; the iptables set-match-based approach using ipset directly
(not the xt_geoip module) was used instead.

iptables --version

ipset --version

sudo modprobe xt geoip
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kali@kali: ~

Session Actions Edit View Help

or
xt_geoip
¢ e0ip module loaded:
iptables v1.8.13 (nf_tables)
ipset v7.24, protocol version: 7
ipset v7.24: Kernel error received: Operation not permitted
modprobe: FATAL: Module xt_geoip not found in directory /lib/modules/6.18.12+kali-amd64
xt_geoip module loaded: 1

list

Fig 20.2 Kali Linux — iptables v1.8.13 (nf_tables), ipset v7.24; modprobe xt_geoip: module not found in
/lib/modules/6.18.12+kali-amd64; ipset list returns empty (no sets yet)

Step 2: Confirm Clean iptables INPUT Chain

The iptables INPUT chain was listed before adding any rules to confirm it was empty (no pre-existing
DROP or REJECT rules from a previous session). The chain policy was ACCEPT with 0 packets.

sudo iptables -L INPUT -n -v
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kali@kali: ~

Session Actions Edit View Help

—$ sudo ipta =L "INPUT v
Chain INPUT (policy ACCEPT 0 packets, @ bytes)
pkts bytes target prot opt in out source destination

Fig 20.3 Kali Linux — iptables -L INPUT -n -v: Chain INPUT policy ACCEPT 0 packets, 0 bytes — empty chain confirmed
before adding GeolP rules



Step 3: Download IP Blocklists from ipdeny.com

A working directory ~/geoip_block was created and CIDR zone files for China, Russia, and North Korea
were downloaded from ipdeny.com. The files were saved as cn.zone (134K, 8803 lines), ru.zone (173K,
11271 lines), and kp.zone (16 bytes, 1 entry). North Korea has only a single assigned CIDR range.

mkdir -p ~/geoip block && cd ~/geoip block

wget -0 cn.zone https://www.ipdeny.com/ipblocks/data/countries/cn.zone

wget -O ru.zone https://www.ipdeny.com/ipblocks/data/countries/ru.zone

wget -0 kp.zone https://www.ipdeny.com/ipblocks/data/countries/kp.zone
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lali@kali: ~/geoip_block

Session Actions Edit View Help

~/geoip_block

in 0.6s

in 0.6s

100%[ =————————————— 16 -—.-KB/s in s

4 (21.6 MB/s) - ‘kp.zone’ saved [16/16]

Fig 20.4 Kali Linux — wget downloads: cn.zone 134K (133.81K at 240KB/s), ru.zone 172K (172.12K at 309KB/s), kp.zone
16 bytes — all three zone files saved to ~/geoip_block

The downloaded files were listed and the first 10 entries of cn.zone were previewed to confirm the CIDR
format.
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Session Actions Edit View Help

-[~/geoip_block]
-1lh ~/geoip_block/
~/geoip_block/cn.zone
1 ~/geoip_block/ru.zone
~/geoip_block/kp.zone
6K

1 kali kali 134K Mar 19 07:09 cn.zone
— 1 kali kali 16 Mar 19 07:09 kp.zone

— 1 kali kali 173K Mar 19 07:09 ru
2 /ka eoip_blo n.zone
i .zone

kp.zone

~[~/geoip_block]
-10 ~/geoip_block/cn.zone

~[~/geoip_block]

¢ A @230 | @ G

Screenshot taken

Fig 20.5 Kali Linux — Is -lh showing cn.zone 134K, kp.zone 16B, ru.zone 173K; wc -I: 8803 CN, 11271 RU, 1 KP; head -10

cn.zone showing CIDR ranges 1.0.1.0/24 through 1.1.10.0/23

Step 4: Create ipsets for Each Country

Three ipsets of type hash:net were created, one per country. The hash:net type is optimised for storing

and matching network CIDR ranges efficiently at kernel level.

sudo ipset create block cn hash:net
sudo ipset create block ru hash:net
sudo ipset create block kp hash:net
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Session Actions Edit View Help

-[~/geoip_block
t create block_cn hash:net
t create block_ru hash:net
create block_kp hash:net

-[~/geoip_block]
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Fig 20.6 Kali Linux — ipset create block_cn, block_ru, and block_kp hash:net — three country ipsets created

ipset list -n was run to confirm all three named sets were registered in the kernel.
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. kali@kali: ~/geoip_block

Session Actions Edit View Help

)-[~/geoip_block]
suc 2t list -n
block_
block_ru
block_kp

)-[~/geoip_block]

Fig 20.7 Kali Linux — ipset list -n output: block_cn, block_ru, block_kp — all three ipsets confirmed present

Step 5: Populate ipsets from Zone Files

Each zone file was read line by line and each CIDR range was added to its corresponding ipset using a
while loop. The 2>/dev/null suppressed warnings for any malformed entries. Progress was confirmed
with echo statements.

while IFS= read -r ip; do sudo ipset add block cn "$ip" 2>/dev/null; done <
~/geoip block/cn.zone
echo "China ranges loaded"
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kali@kali: ~/geoip_block
Session Actions Edit View Help

-[~/geoip_block]
IFS= read -r ip
ipset add block_cn " /dev/null
geoip_block/cn.zone
“"China ranges loaded"
China ranges loaded

)-[~/geoip_block]

Fig 20.8 Kali Linux — while loop populating block_cn from cn.zone, echo "China ranges loaded" confirming completion

while IFS= read -r ip; do sudo ipset add block ru "$ip" 2>/dev/null; done <
~/geoip block/ru.zone
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kali@kali: ~/geoip_block
Session Actions Edit View Help

)-[~/geoip_block]
IFS= read -r ip

t add block_ru " " /dev/null
~/geoip_block/ru.zone
"Russia ranges loaded"
Russia ranges loaded

—(
|

)-[~/geoip_block]
— 1

Fig 20.9 Kali Linux — while loop populating block_ru from ru.zone, "Russia ranges loaded" confirmed

while IFS= read -r ip; do sudo ipset add block kp "$ip" 2>/dev/null; done <
~/geoip block/kp.zone
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- | kali@kali: ~/geoip_block
Session Actions Edit View Help

-[~/geoip_block]
IFS= read -r ip
ipset add block_kp " /dev/null
~/geoip_block/kp.zone
"North Korea ranges loaded"
North Korea ranges loaded

[ )-[~/geoip_block]

Fig 20.10 Kali Linux — while loop populating block_kp from kp.zone, "North Korea ranges loaded" confirmed

The number of entries loaded into each set was verified: block_cn 8803 entries, block _ru 11271 entries,
block kp 1 entry, matching the line counts of the zone files.
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= kali@kali: ~/geoip_block
Session Actions Edit View Help

)-[~/geoip_block]
pset list block_cn head -5
t list block_cn srep "Number of entries”
t list block_ru p "Number of entries"
t list block_kp srep "Number of entries”
Name: block_cn
Type: hash:net
Revision: 7
Header: family inet hashsize 2048 maxelem 65536 bucketsize 12 initval 0x34803f12
Size in memory: 235776
: 8803
S8 11274
2l

)-[~/geoip_block]

Fig 20.11 Kali Linux — ipset list block_cn head-5 showing hash:net type, 8803 entries; Number of entries: 8803 (CN),
11271 (RU), 1 (KP) — all ranges loaded

Step 6: Apply iptables DROP Rules



Three iptables INPUT chain rules were added, one per ipset. The -m set --match-set option references
the ipset by name and -j DROP silently discards matching packets. The -l flag inserts the rules at the top
of the INPUT chain to ensure they are evaluated before any other rules.

sudo iptables -I INPUT -m set --match-set block cn src -j DROP
sudo iptables -I INPUT -m set --match-set block ru src -j DROP
sudo iptables -I INPUT -m set --match-set block kp src -j DROP
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kali@kali: ~/geoip_block
Session Actions Edit View Help

)-[~/geoip_block]

les -I INPUT -m set ch-set block_cn src -j DROP
I INPUT -m set t block_ru src -j DROP

-I INPUT -m set —- c t block_kp src -j DROP

)-[~/geoip_block]

Fig 20.12 Kali Linux — three iptables -1 INPUT rules added: DROP for block_kp, block_ru, and block_cn src ipsets

The INPUT chain was listed to confirm all three rules were present and in the correct order.

sudo iptables -L INPUT -n -v
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- | kali@kali: ~/geoip_block
Session Actions Edit View Help

= )-[~/geoip_block]
—$ sudo tables -L INPUT -n -v
Chain INPUT (policy ACCEPT 52 packets, 3060 bytes)
pkts bytes target prot opt in out source destination
0 0 DROP all * 0.0.0.0/0 0.0.0.0/0
match-set block_kp src
0 0 DROP all * 0.0.0.0/0 0.0.0.0/0
match-set block_ru src
0 0 DROP all * 0.0.0.0/0 0.0.0.0/0
match-set block_cn src

i )-[~/geoip_block]
—$ i

Fig 20.13 Kali Linux — iptables -L INPUT -n -v: Chain INPUT (policy ACCEPT 52 packets) showing three DROP rules:
block_kp src, block_ru src, block_cn src — all GeolP rules active

Step 7: Verify Blocks and Test Domain Blocking via /etc/hosts

To verify the iptables rules, curl requests were made to two test domains with .ru and .cn TLDs using --
connect-timeout 5. Both connections timed out or were immediately refused, confirming the blocks

were in effect for those IP ranges. The full ipset and iptables rule list with line numbers was also
confirmed.

curl --connect-timeout 5 http://malicious-test-domain.ru
curl --connect-timeout 5 http://blocked-site-test.cn
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kali@kali: ~/geoip_block

Session Actions Edit View Help

[~/geoip_block]

e i t 5 http://malicious-test-domain.ru
curl: (7) Failed to connect to malicious-test-domain.ru port 80 after 2 ms: Could not connect to server

[ -[~/geoip_block
T t-ti t 5 http://blocked-site-test.cn
curl: (7) Failed to connect to blocked-site-test.cn port 80 after @ ms: Could not connect to server

-[~/geoip_block

Fig 20.14 Kali Linux — curl to malicious-test-domain.ru: Failed to connect port 80 after 2ms; curl to blocked-site-
test.cn: Failed to connect port 80 after Oms — both blocked

Domain-level blocking was implemented by editing /etc/hosts to redirect two test domains to 127.0.0.1
(localhost). This technique is commonly used for local access control when DNS-level blocking is not

available.
The final ipset list and iptables rule listing with line numbers was verified, confirming all three country
sets remained active.
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kali@kali: ~/geoip_block

-[~/geoip_block
t list
S L INPUT -
block_cn
block_ru
block_kp
Chain INPUT (policy ACCEPT)
num target prot opt source
1 DROP all -
p DROP Al
3 DROP all —

match-set block_kp src
match-set block_ru src
match-set block_cn src

= -[~/geoip_block




Fig 20.15 Kali Linux — ipset list -n confirming block_cn, block_ru, block_kp; iptables -L INPUT -n --line-numbers
showing rules 1 (block_kp), 2 (block_ru), 3 (block_cn) all DROP — GeolP blocking fully operational

Result

Three country-based IP blocklists were successfully downloaded, loaded into kernel-level ipset hash:net
sets, and applied as iptables DROP rules in the INPUT chain. The block_cn set contained 8803 CIDR
ranges, block_ru 11271 ranges, and block_kp 1 range. iptables correctly referenced the ipsets using the -
m set --match-set option, and test connection attempts to addresses in the blocked ranges were
refused. Domain-level blocking via /etc/hosts was also verified. No Wazuh alerts were generated for the
dropped traffic because iptables DROP discards packets silently without generating log entries that the
Wazuh agent would capture. A REJECT action with logging or iptables LOG rules would be required to
make blocked traffic visible in Wazuh, which was noted as a production consideration.

Summary of Days 20-21

Days 20 and 21 introduced a perimeter-layer defensive control that operates at a different level from
both Suricata and Wazuh. ipset and iptables work at the kernel's netfilter layer, evaluating and dropping
packets before any application or service processes them. The use of ipset hash:net sets instead of
individual iptables rules is significant: matching 20,075 combined CIDR ranges against a hash table is an
0O(1) lookup per packet, whereas 20,075 individual iptables rules would require a linear scan. The
practical limitations of GeolP blocking were understood: IP geolocation databases are not perfectly
accurate, VPNs and cloud exit nodes allow bypass from any geographic origin, and the approach is most
effective against low-sophistication automated scanners rather than targeted attackers. The non-
persistence of iptables rules across reboots was noted: in production, iptables-save/iptables-restore at
boot or nftables with a saved ruleset would be required. The /etc/hosts domain blocking was tested and
confirmed to redirect both .ru and .cn test domains to 127.0.0.1. Together with Suricata for detection
and Wazuh for correlation and alerting, this completes a layered defensive architecture covering
network packet inspection, host-based monitoring, and perimeter IP blocking.



Week 3 Conclusion

Week 3 built a complete network-aware defensive setup on top of the SIEM foundation from Weeks 1
and 2. The week began with Suricata installation, introducing the fundamental distinction between host-
based and network-based monitoring. Wazuh watches what machines report about themselves.
Suricata watches what moves between them. Both perspectives are necessary because an attacker
entering through a network exploit will appear in Suricata before touching anything that Wazuh logs,
while an attacker already inside modifying files or creating accounts may generate no network
signatures at all.

Day 17's rule writing was the most technically demanding work of the week. Translating threat
knowledge into precise logical conditions — the exact TCP flags that distinguish a SYN scan from a
legitimate connection, the URI string that distinguishes a path traversal attempt from normal navigation,
the packet rate that distinguishes a flood from normal ICMP — required understanding each protocol at
the level required to write detection rather than just consume it. The threshold keyword for the ICMP
rule illustrated a broader principle: detection rules must model the threat behaviour accurately, not just
the individual packet, to avoid generating noise that buries real signals.

The integration on Days 18 and 19 demonstrated the operational value of having all telemetry in one
place. The full event path from Suricata packet match through to Wazuh dashboard entry — packet -
eve.json - log collector > Manager - JSON decoder - rule 86601 - alert — was understood at each
step. The correlation exercise made the value concrete: a Suricata Nmap detection and a Wazuh FIM
alert from the same agent within the same time window are two observations of the same attacker
activity from different vantage points. Neither event alone tells the full story.

The GeolP blocking on Days 20 and 21 completed the week by adding a perimeter layer. The ipset
hash:net approach for efficiently matching 20,000+ CIDR ranges in the kernel, the limitations of
geographic attribution in an era of VPNs and cloud infrastructure, and the non-persistence of iptables
rules across reboots were all understood. GeolP blocking reduces attack surface against automated
scanners and low-sophistication threats but is a complement to detection and response capabilities, not
a replacement for them.

At the end of Week 3, the lab environment monitors both the host and the network, correlates
detections from both layers in a single interface, and has perimeter IP blocking in place for three high-
risk country ranges. That combination — Suricata for network detection, Wazuh for host monitoring and
SIEM correlation, iptables and ipset for perimeter control — represents the core of what a real SOC
operates at the infrastructure layer.



