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Cyberster Blue Team Internship — Week 4 Days 22-23
pfSense Firewall Setup

Objective

The objective of Days 22 and 23 was to deploy pfSense CE 2.7.2 as a virtual firewall and router in the lab
environment, routing all traffic between VMs through pfSense before it reaches its destination. This
involved creating a dedicated pfSense virtual machine with two network adapters (WAN and LAN),
installing pfSense CE 2.7.2 from the official ISO, configuring the LAN IP to match the lab subnet
(192.168.35.0/24), reconfiguring existing VMs to use pfSense as their default gateway, creating firewall
rules with logging enabled on the LAN and WAN interfaces, enabling remote syslog forwarding from
pfSense to the Wazuh Manager, and configuring a custom pfSense decoder in Wazuh to ensure firewall
log entries were correctly parsed and appeared in the Security Events dashboard.

Tools Used

e VMware Workstation — virtualisation platform used to create and host the pfSense VM

e pfSense CE 2.7.2-RELEASE — open-source FreeBSD-based firewall and router

e pfSense WebGUI — web interface accessed at http://192.168.35.2 for configuration

e Ubuntu Server (Wazuh Manager) — 192.168.35.131, netplan updated to route through pfSense

e Kali Linux (Agent 001) — 192.168.35.128, gateway changed to pfSense LAN IP

e /var/ossec/etc/ossec.conf — Wazuh Manager config updated with syslog remote listener

e /var/ossec/etc/decoders/0001-pfsense-fix.xml — custom decoder to fix FreePBX false match on
filterlog

e tcpdump — used on Ubuntu to verify pfSense UDP 514 syslog packets were arriving

Procedure

Step 1: Create the pfSense Virtual Machine

A new virtual machine was created in VMware Workstation with two network adapters. Adapter 1 was
configured as Bridged (VMnet0) to provide pfSense WAN with a real IP from the home router for
internet access. Adapter 2 was configured as NAT (VMnet8) to connect pfSense LAN to the
192.168.35.0/24 lab network shared with Ubuntu and Kali. The pfSense CE 2.7.2 ISO was attached as the
boot device.



Virtual Machine Settings x

Hardware  Options

Device Summary Device status
E=IMemory 1GB ennected
Processors 1 Connect at power on
=) Hard Disk (5CST) 16 GB _
() CDJDVD (IDE) Using file F:\Software \pfSens. . Network connection
b= Network Adapter Bridged (Automatic) (®) Bridged: Connected directly to the physical network
Ii;l Metwork Adapter 2 Custom (VMnet1) [ replicate physical network connection state
|=| USB Controller Present
£t Sound Card Auto detect (C)NAT: Used to share the host's IP address
[Ipisplay Auto detect (ZJ Host-only: A private network shared with the host

() custom: Spedific virtual network
VMnet0
D LAN segment:

LAN Segments... | | Advanced...

Fig 22.1 VMware Virtual Machine Settings — pfSense VM hardware configuration showing 1GB RAM, 16GB disk, and
two network adapters configured for Bridged (WAN) and NAT (LAN)

Step 2: Install pfSense CE 2.7.2

The pfSense VM was booted from the ISO. The installer presented the standard menu. Auto (UFS)
partitioning was selected, the entire disk was used, and the installation completed without errors. After
installation the VM was rebooted with the ISO detached.

pfSense Installer

Complete
Installation of pfSense complete!
Hould you like to reboot into the
installed system noWw?

[Reboot ] [“hell 1

Fig 22.2 pfSense Installer — Reboot screen confirming pfSense CE 2.7.2 installation completed successfully, ready to
boot from hard disk

Step 3: Assign Interfaces and Set LAN IP

After first boot the pfSense console presented the interface assignment menu. em0 was assigned as
WAN (Bridged, receiving an IP from the home router via DHCP) and em1 was assigned as LAN. Since em1
landed on the wrong default subnet, option 2 (Set interface(s) IP address) was used to manually set the
LAN IP to 192.168.35.2/24. DHCP was disabled on LAN as static IPs are used across the lab.



FreeBSD-amdB64 (pfSense.home.arpal (ttyvB)

UMnare Virtwal Machine - Netgate Device I[D: dc71e93efcad8a349243
==# llelcome to pfSense 2.7.2-RELEASE (armdB4) on pfSense ===

HAN (wan) -» emd -» v4-DHCP4: 192.168.16.128-24
LAN (lan) -» eml -> vd: 192.166.1.1-24

Logout (3SH only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP =hell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot systemn 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

Shell

Enter an option: [

Fig 22.3 pfSense Console — Welcome screen showing WAN (em0) assigned with DHCP4 address from home router and
LAN (em1) configured — interface assignment complete

The IPv4 LAN address has been set to 192.168.35.2-24
You can noW access the webConfigurator by opening the following URL in your web
browser:

https:-~192.168.35.2~

Press <ENTER> to continue.[]

Fig 22.4 pfSense Console — Confirmation message: "The IPv4 LAN address has been set to 192.168.35.2/24" with
WebGUI URL shown

Step 4: Access pfSense WebGUI and Complete Setup Wizard

From the host machine browser the pfSense WebGUI was accessed at http://192.168.35.2. Login with
admin/pfsense credentials opened the Setup Wizard. Hostname was set to pfSense, DNS servers set to
8.8.8.8 and 8.8.4.4, LAN IP confirmed at 192.168.35.2/24, and the admin password was changed from
the default. After the wizard completed the pfSense dashboard loaded showing both WAN and LAN
interfaces with green status indicators.

e s o (e —— N EAR-IE ¥

m Sense Login to pfSense

SIGN IN

Fig 22.5 pfSense WebGUI — Login page at http://192.168.35.2 confirming the WebGUI is accessible from the host
machine browser



Firewall ~

COMMUNITY EDITION

Status / Dashboard + 0
System Information 00 Netgate Services And Support (¥}
Name pfSense-lab.localdomain
Contract type
User admin@192.168.35.1 (Local Database)
System VMware Virtual Machine

e T leg3eicatBaci 203 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00 N
Release Date: Thu Nov 12 2020 If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
Version 2.7.2-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Thu Dec 7 1:10:00 PKT 2023 the NETGATE RESOURCE LIBRARY.

FreeBSD 14.0-CURRENT
You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
e rEnemm s sion Support subscription. We're always onl Our team is staffed 24x7x365 and

Version information updated at Mon Apr 6 8:23:49 PKT 2026 g commitied to delivering enterprise-class, worldwide support at a price point that is
more than competitive when compared to others in our space.

CPU Type Intel(R) Core(TM) i5-5300U CPU @ 2.30GHz U de Your S " c ity St 1R
AESNI CPU Crypto: Yes (inactive) + Upgrade Your Suppor + Community Support Resources
QAT Crypto: No « Netgate Global Support FAQ « Official pfSense Training by Netgate
Hardware crypto Inactive « Netgate Professio vices « Visit Netgate.com
Kernel PTI Enabled
MDS Mitigation Inactive If you decide to purchase a Netgate Global TAC Support subscription, you
) MUST have your Netgate Device ID (NDI) from your firewall in order to
Uptime 00 Hour 06 Minutes 48 Seconds validate support for this unit. Write down your NDI and store it in a safe place.
Current date/time  Mon Apr 6 8:29:18 PKT 2026 You can purchase TAC supports here
DNS server(s) - 127.001 &
- 192.168.16.1
. 8888 Interfaces Fo00
- 8844
i WAN A 1000baseT <full-duplex> 192.168.16.120
Last config change  Mon Apr 6 8:28:40 PKT 2026
PR LAN 4 1000baseT <full-duplex> 192.168.35.2

State table size

Fig 22.6 pfSense WebGUI Dashboard — Main dashboard showing System Information panel, WAN interface with
home router IP, and LAN interface at 192.168.35.2 both with active status — primary Days 22-23 deliverable

Step 5: Reconfigure VM Gateways to Route Through pfSense

Ubuntu Server was reconfigured first. The netplan configuration file was updated to add a second
interface (ens34) statically assigned to 192.168.35.131/24 with the default gateway pointing to pfSense
at 192.168.35.2. The primary interface ens33 retained its existing NAT address. After applying netplan
the routing table confirmed the default route via 192.168.35.2 on ens34 with metric 101, making it the
preferred outbound path.

sudo nano /etc/netplan/00-installer-config.yaml
sudo netplan apply

GNU nano 7.2 Jetc/netplan/@1-network-manager-all.yaml *

: NetworkManager

: default

: 192.

Fig 22.7 Ubuntu Server — Netplan configuration file showing ens34 statically assigned 192.168.35.131/24 with
gateway 192.168.35.2 pointing to pfSense LAN



ip rout

metric 100

Fig 22.8 Ubuntu Server — ip route show output confirming default route via 192.168.35.2 on ens34 (metric 101) is the
active gateway — routing through pfSense confirmed

Kali Linux routing was verified similarly. The ip route command confirmed Kali was also routing through
pfSense via the lab subnet. Both VMs were then confirmed to have internet access by pinging 8.8.8.8,
verifying that pfSense was correctly forwarding traffic from LAN to WAN.

default v dev proto dhcp src
proto kernel scope link src
proto kernel scope link src

del defualt
prefix 1s expected | “defualt”.

route add default via

route show
default dev
default dev proto dhcp src
proto kernel scope link
proto kernel scope link metric 100
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Fig 22.9 Kali Linux — ip route show output showing default route through 192.168.35.2 (pfSense LAN) confirming Kali
traffic routes through pfSense

= W. Overview

APl default v a @
Recently viewed > AGENTS SUMMARY LAST 24 HOURS ALERTS
o T (0) Critical High Medium
severity severity severity
€L e ) 0 25489
Discover !
Rule level 15 or Rule level 12 to 14 Rule level 7 to 11
Dashboards higher
Visualize
Reporting Low severity
Alerting
41,475

Anomaly Detection Rule level 0 to 6

Maps
Natifications ENDPOINT SECURITY THREAT INTELLIGENCE
@ Endpoint security >

5‘:§} Configuration |:EJ§ Malware @ Threat ('O Vulnerability
73 T Assessment Detection Hunting Detection
@ Threat intelligence ~

Fig 22.10 Wazuh Dashboard — Agents overview showing all agents Active with 0 disconnected after gateway changes,
confirming Wazuh connectivity was maintained through pfSense

Step 6: Configure Firewall Rules with Logging

In the pfSense WebGUI under Firewall - Rules - LAN, two rules were created with logging enabled.
Rule 1 passes all LAN traffic with logging to provide full visibility into inter-VM traffic. Rule 2 explicitly
allows and logs ICMP between VMs. On the WAN tab a block rule was added to log all unsolicited
inbound WAN traffic. The changes were applied and confirmed with the success notification.

Firewall / Rules/ LAN w B @

The changes have been applied successfully. The firewall rules are now reloading in the background
Monitor the filter reload progress.

Floating WAN LAN

Rules (Drag to Change Order)

] States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 10/2.61 MiB  * * * LAN Address 443 * * Anti-Lockout Rule ﬂ
80
O 7= 0/08B IPva * LAN subnets  * * & & none Log all outbound LAN traffic $,00mx
O V'¥= 0/08 IPv4*  LANsubnets *  192.168.35131 *  * none Log traffic to Wazuh Manager L2 00Mmx
0O 1/24 KiB |Pv4 * LAN subnets  * * * * none Default allow LAN to any rule \i, y’ @ m X
0O 0/0B IPv6 * LAN subnets  * * * * none Default allow LAN IPv6 to any rule &,j@ ﬁx

=
Fig 22.11 pfSense WebGUI — Firewall - Rules - LAN tab showing applied rules with the confirmation banner "The

changes have been applied successfully" and rules visible with logging enabled — firewall rules deliverable

Step 7: Enable Remote Syslog Forwarding to Wazuh Manager

In pfSense under Status - System Logs - Settings, remote logging was enabled with the Wazuh
Manager IP (192.168.35.131) as the destination syslog server on UDP 514. Firewall Events and System
Events were both checked. On the Ubuntu Server, a syslog remote listener block was added to
ossec.conf to receive and process the incoming pfSense logs on UDP 514.



Remote Logging Options

Enable Remote Logging Send log messages to remote syslog server

Source Address Default (any) v

This option will allow the logging daemon to bind to a single IP address, rather than all IP addresses. If a single IP is picked, remote syslog servers
must all be of that IP type. To mix IPy

IPv6 remote syslog servers, bind to all interfaces.

NOTE: If an IP address cannot be located on the chosen interface, the daemen will bind to all addresses
IP Protocol 1Py ~
This option is only used when a non-default address is chosen as the source above. This option only expresses a preference; If an IP address of the
selected type is not found on the chosen interface, the other type will be tried
Remote log servers 192.168.35.131
Remote Syslog Contents () Everything

System Events

Firewall Events

[C] DNS Events (Resclver/unbound, Forwarder/dnsmasq, filterdns)

() DHCP Events (DHCP Daesmon, DHCP Relay, DHCP Client)

(] PPP Events (PPPoE WAN Client, LZTP WAN Client, PPTP WAN Client)
[] General Authentication Events

(] Captive Portal Events

(] VPN Events (IPsec, OpenVPN, L2TP, PPPoE Server)

[] Gateway Monitor Events

Fig 22.12 pfSense WebGUI — Status -» System Logs -» Settings showing Enable Remote Logging checked, remote
syslog server set to 192.168.35.131 (Wazuh Manager IP) — syslog forwarding deliverable

sudo nano /var/ossec/etc/ossec.conf
The following remote block was added to ossec.conf on the Wazuh Manager:

<remote>
<connection>syslog</connection>
<port>514</port>
<protocol>udp</protocol>
<allowed-ips>192.168.35.2</allowed-ips>
</remote>

GNU nano 7.2 Jvar/ossecfetc/ossec.conf *

<remote>
<connection>syslog</connection>
<port=514d</port=
<protocol=udp</protocol=
<allowed-1ips=192.168.35.2</allowed-ips=
</remote=

Fig 22.13 Ubuntu Server — ossec.conf showing the remote syslog listener block with port 514, protocol udp, and
allowed-ips set to 192.168.35.2 (pfSense LAN)

Step 8: Fix pfSense Decoder (FreePBX Conflict)

Testing with wazuh-logtest revealed that the Wazuh pfSense decoder was being overridden by the
FreePBX decoder which used a broad prematch pattern that matched the filterlog[PID] format sent by
pfSense 2.7.2. A custom decoder file was created at /var/ossec/etc/decoders/0001-pfsense-fix.xml with
a specific prematch for filterlog followed by a numeric PID in brackets. This file loads before the FreePBX
decoder due to its early filename and overrides the false match, allowing pfSense logs to be correctly
parsed by the pf decoder chain.



GNU nano 7.2 Jfvar fossecfetc/decoders/0081-pfsense-fix.xml *

filterlog\[

Fig 22.14 Ubuntu Server — Custom pfSense decoder file 0001-pfsense-fix.xml showing the prematch pattern
filterlog\[\d+\] that correctly captures pfSense 2.7.2 syslog format before the FreePBX decoder matches it

Step 9: Verify Internet and pfSense Log Ingestion

Internet connectivity was verified from both VMs to confirm pfSense was correctly routing traffic
through its Bridged WAN interface. Both Kali and Ubuntu successfully pinged 8.8.8.8 through pfSense.
After the decoder fix was applied and the Wazuh Manager restarted, pfSense filterlog events began
appearing in the Wazuh Security Events dashboard under the pfsense rule group.
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Fig 22.15 Kali Linux — ping -c 30 8.8.8.8 showing continuous successful replies through pfSense WAN, confirming
internet routing is functional



S ping -c 5 8.8.8.8
PING 8.8.8.8 (8.8.8. 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 ttl=128 time=48.€
64 bytes from 8.8.8.8: icmp_seq=2 ttl=128 time=42.
64 bytes from 8.8.8.8: icmp_seq=3 ttl=128 time=43.2
bytes from 8.8.8.8: icmp_seq=4 ttl=128 time=61.€
bytes from 8.8.8.8: icmp_seq=5 ttl=128 time=46.9

8.8.8.8 ping statistics
5 packets transmitted, 5 received, 0% packet loss, time 4008ms
rtt min/avg/max/mdev = 42.156/48.235/60.950/6.725 ms
S ping -¢ 5 192.168.35.128
PING 192.168.35.128 (192.168.35.128) 56(84) bytes of data.
64 bytes from 192.168.35.128: icmp_seq=1 ttl=64 time=12.6 ms
64 bytes from 192.168.35.128: icmp _seqg=2 ttl=64 time=0.332 ms
from 192.168.35.128: icmp_seg=3 ttl=64 time=0.515 ms
from 192.168.35.128: icmp_seq=4 ttl=64 time=0.371 ms
bytes from 192.168.35.128: icmp_seq=5 ttl=64 time=0.299 ms

192.168.35.128 ping statistics
5 packets transmitted, 5 received, 0% packet loss, time 4113ms
rtt min/avg/max/mdev = 0.299/2.830/12.634/4.902 ms

N |

Fig 22.16 Ubuntu Server — ping -c 5 8.8.8.8 showing successful replies, confirming Ubuntu also routes internet traffic
correctly through pfSense LAN > WAN

= W. Threat Hunting API default a @

Dashboard Events (#) Explore agent

[5] rule.description: pfsense® DQL ~  Last 24 hours Show dates

manager.name: abdul-mugeet ¥ (& Add filter

Count

timestamp per 30 minutes

18 hits
Apr 5, 2026 @ 13:43:13.527 - Apr 6, 2026 @ 13:43:13.527
& Export Formatted ® 781 available fields @ = Columns [E Density ¢ 1fields sorted Full screen
- timestamp ~ agent.name ~ rule.description ~ rulelevel ~ ruleid -

[ Apr6, 2026 @ 13:42:28.315  abdul-mugeet pfsense Firewall event 7 100005
[ Apr6, 2026 @ 13:42:04.301  abdul-mugeet pfsense Firewall event 7 100005
@ Apr6,2026@ 13:41:32.726  abdul-mugeet pfsense Firewall event 7 100005
[@ Apr6,2026 @ 13:41:23.596  abdul-mugeet pfsense Firewall event 7 100005
@ Apr6,2026 @ 13:40:47.905  abdul-mugeet pfsense Firewall event 7 100005
@ Apr6,2026 @ 13:40:47.882  abdul-mugeet pfsense Firewall event 7 100005
@ Apr6,2026 @ 13:40:46.954  abdul-mugeet pfsense Firewall event 7 100005
@ Apr6,2026 @ 13:40:46.954  abdul-mugeet pfsense Firewall event 7 100005

R ameo AAAS & 1AlanaE Ane b eimnn - - = annnnc

Fig 22.17 Wazuh Dashboard — Security Events showing pfSense firewall alerts from filterlog, confirming pfSense
syslog events are being received, decoded, and indexed by Wazuh — key integration deliverable



v Apr 6 08:40:45 LAN 192.168.35.131:42754 8.8.4.4:53 uppP
v Apr 6 08:40:46 LAN 192.168.35.131:50676 8.8.4.4:53 uop
v Apr 6 08:40:46 LAN 192.168.35.131:51027 8.8.4.4:53 UbpP
v Apr 6 08:40:47 LAN 192.168.35.131:57385 8.8.4.4:53 UDP
v Apr 6 08:40:47 LAN 192.168.35.131:44724 8.8.4.4:53 upp
v Apr 6 08:41:23 LAN 192.168.35.128:59824 103.152.101.59:123 upDpP
x Apr 6 08:41:32 WAN 192.168.16.1 224.0.01 IGMP
v Apr 6 08:42:04 LAN 192.168.35.128 8.8.8.8 ICMP
v Apr 6 08:42:28 LAN 192.168.35.131:36837 8.8.4.4:53 uop
v Apr 6 08:43:31 LAN 192.168.35.128:36860 103.152.101.59:123 UuopP
x Apr 6 08:43:37 WAN 192.168.16.1 224.0.0.1 IGMP
v Apr 6 08:43:58 LAN 192.168.35.131:43364 8.8.4.4:53 uppP
v Apr 6 08:43:58 LAN 192.168.35.131:40130 185.125.190.101:80 TCP:S
v Apr 6 08:45:40 LAN 192.168.35.128:47445 103.152.101.59:123 upDpP
x Apr 6 08:45:42 WAN 192.168.16.1 224.0.01 IGMP

Fig 22.18 pfSense WebGUI — Status - System Logs -» Firewall tab showing live firewall log entries with LAN interface
traffic, source and destination IPs, ports, and pass/block actions

. Wi Vi i 1
Document Details surrounding document oz

documents =

Table JSOMN

t _index wazuh-alerts-4 .x—2826.04 .86

¢+ agent.id (=]=]=]

+ agent.name abdul-mugeet

¢+ full_log Apr 6 B8:43:58 filterlogli1eese]: 81, ,,177546024
9,eml1,match, pass,in, 4,8x8, ,64,8233,8,DF, 6, tcp, 6
8,192.168.35.131,185.125.198.161,48136,86,08,5, 42
39148828, ,64248, ,mss ;sackOK ;TS ;nop ;wscale

¢+ did 1775465838 .28623776

+  dnput.type log

t location 192.16€8.35.2

f manager.name abdul-mugeet

t predecoder.hostname filterlog[i1eseal :

¢t predecoder.timestamp Apr 6 B88:43:58

* rule.description pfsense Firewall ewvent

# rule.firedtimes 22

¢+ rule.groups local, syslog, sshd, wser_creation, linux, windo
ws, policy_wiolation, authentication_failed

# rule.id 188805

# rule.level 7

@ rule.mail false

timestamp Apr &, Z826 2 13:43:58.57@

Fig 22.19 Wazuh Dashboard — Individual pfSense alert expanded showing full_log field with filterlog event detail,
agent.name, and parsed fields confirming the custom decoder is working correctly

Result

pfSense CE 2.7.2 was successfully deployed as the network gateway for the lab environment. Both
Ubuntu Server and Kali Linux route their traffic through pfSense LAN (192.168.35.2) with confirmed
internet access through the Bridged WAN interface. Firewall rules with logging were applied on both
LAN and WAN interfaces. pfSense syslog events are forwarded to the Wazuh Manager on UDP 514 and a



custom decoder was written to resolve the FreePBX prematch conflict specific to pfSense 2.7.2. pfSense
firewall alerts now appear correctly in the Wazuh Security Events dashboard.

Summary of Days 22-23

Days 22 and 23 introduced the network perimeter layer that was absent from the first three weeks.
pfSense CE 2.7.2 now sits at the boundary of the lab network and all inter-VM and internet-bound traffic
passes through it. The most significant technical challenge was the pfSense decoder conflict with the
FreePBX decoder in Wazuh, which silently caused all pfSense filterlog events to be classified under the
wrong rule group. The root cause was identified through wazuh-logtest: the FreePBX decoder’s broad
prematch pattern matched pfSense 2.7.2’s filterlog[PID] format. The fix was a dedicated decoder file
with a more specific prematch loaded earlier in the decoder chain. This is an important lesson about
decoder ordering in Wazuh and how silent misclassification can occur when two decoders compete for
the same log format.



Cyberster Blue Team Internship — Week 4 Days 24-25
Threat Intelligence Integration

Objective

The objective of Days 24 and 25 was to integrate external threat intelligence into the Wazuh SIEM
environment. This involved three components: configuring the VirusTotal integration so that Wazuh
automatically submits file hashes detected by FIM to VirusTotal and alerts when known malicious files
are detected; setting up a URLhaus CDB list to enable rule-based lookups against published malicious
indicators; and using the MITRE ATT&CK module to map existing lab alerts to adversary techniques. Test
files including the EICAR antivirus test string were used to validate that VirusTotal detection was working
end-to-end from file creation through to dashboard alert.

Tools Used
e VirusTotal — free account and API key used for automated file hash lookups from Wazuh FIM
events
e Wazuh VirusTotal integration — configured in ossec.conf with rule_id 550,554 to trigger on FIM
events

e EICAR test file — standard antivirus test string used to generate a known-malicious file hash for
VirusTotal validation

e URLhaus (abuse.ch) — malicious URL/domain feed downloaded and loaded as a Wazuh CDB list
e /var/ossec/etc/lists/urlhaus.list — CDB list file populated with URLhaus threat feed indicators

e Wazuh MITRE ATT&CK module — built-in module mapping Wazuh alerts to ATT&CK techniques
e Kali Linux — agent machine used to create test files in FIM-monitored directories

Procedure

Step 1: Create VirusTotal Account and Obtain API Key

A free VirusTotal account was created at virustotal.com. After email verification and login, the API key
was obtained from the profile section. The free tier provides 4 lookups per minute which is sufficient for
lab use. The APl key was noted for use in the Wazuh ossec.conf integration block.

Signed up successfully

Welcome to our community. We have sent a message to
your email address with further instructions on how to
activate your account. You should receive it shortly.

Fig 24.1 VirusTotal — Account registration success confirmation page showing the account was created successfully



Account activated successfully X

VIRUSTOTAL

Fig 24.2 VirusTotal Website — Main VirusTotal logo and interface confirming successful account access

API KEY

scripts or software from which it can be easily retrieved if you care about its confidentiality. By
nd to the sharing of your Sample submissions with the security community. Please do not
Learn more

Fig 24.3 VirusTotal — API key page showing the personal API key is available for integration with Wazuh (key value not
shown for security)

Step 2: Configure VirusTotal Integration in Wazuh

The VirusTotal integration block was added to /var/ossec/etc/ossec.conf on the Ubuntu Wazuh
Manager. The integration is configured to fire on rule IDs 550 (file added) and 554 (file modified), which
are the FIM rules that trigger when syscheck detects file changes in monitored directories. Additionally
the syscheck block on the Kali agent was updated to include /home/kali/test-vt as a realtime monitored
directory so that test file events would be captured and forwarded to VirusTotal.

<integration>
<name>virustotal</name>
<apil_key>YOUR_API_KEY_HERE</api_key>
<rule_1d>550,554</rule_id>

l <alert_format>json</alert format>

</integration>

Fig 24.4 Ubuntu Server — ossec.conf showing the VirusTotal integration block with name, api_key, rule_id 550,554,
and alert_format json configured

<directories>/bin,/sbin,/boot</directories>

¢—Directories added for Virus total —

<directories realtime="yes" check_all="yes">/home/kali/test-vt</directories>

€¢— Files/directories to ignore —
Fig 24.5 Kali Linux — ossec.conf syscheck section showing /home/kali/test-vt added as a realtime monitored directory
for VirusTotal FIM testing

Step 3: Create Test File and Trigger VirusTotal Lookup

A test directory /home/kali/test-vt was created on Kali Linux. The EICAR standard antivirus test string
was written to eicar.txt in this directory. EICAR is a safe, non-malicious string that all antivirus engines
recognise as a test pattern. Its hash is in every major threat database so it produces a VirusTotal hit
without introducing actual malware into the lab. The file creation triggered a FIM rule 550 event which
was forwarded to VirusTotal via the integration.

mkdir -p /home/kali/test-vt



echo '"X50!P%QAP[4\PZX54 (P*)7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*"'
> /home/kali/test-vt/eicar.txt

r —f /home/kali/test—vt
/home/kali/test-vt

54(P” 7 $EICAR-STAND \NTIV B H** eicar.txt

total 12

drwxrwxr-x 2 kali kali 4096 Apr 6 05:13

drwx 18 kali kali 4096 Apr 6 05:13
-rw-rw-r— 1 kali kali 69 Apr 6 05:13 eicar.txt

-[~/test-vt]

Fig 24.6 Kali Linux — mkdir creating /home/kali/test-vt directory and writing the EICAR test string to eicar.txt,
confirming the monitored directory exists and file was created

Step 4: Verify VirusTotal Alerts in Wazuh Dashboard

After the EICAR file was created, the Wazuh FIM module detected the new file on Kali, extracted its
hash, and submitted it to VirusTotal via the integration. Two different alert types were observed. Rule
87103 (VirusTotal: Alert — No records in VirusTotal database) fired initially for a clean test file. Rule
87105 (VirusTotal: Alert — antivirus engines detected this file) fired when the EICAR hash was
submitted, with 67 out of 72 engines flagging the file. The Ubuntu archives log was also monitored to
confirm the file hash was being processed by the integration.

Fig 24.7 Ubuntu Server — sudo tail -f archives.log grep showing test-vt and eicar entries being logged, confirming
Wazubh is reading the new files from the Kali FIM-monitored directory

kali@ali: ~

Session Actions Edit View Help Session Actions Edit View Help
Monitoring journal entries.
2026/04/06 15:25:05 wazuh-modulesd:syscollector: INFO:
54(P*)7CC )7 $EICA A Evaluation finished.
/home/kali/test-vt/eicar.t 2026/04/06 15:25:38 wazuh-syscheckd: INFO: (6089): Fil
e integrity monitoring scan ended.
2026/04/06 15:25:38 wazuh-syscheckd: INFO: FIM sync mo
dule started.
/var/ossec/etc/ossec.conf 2026/04/06 15:25:38 wazuh-syscheckd: INFO: (6012): Rea
password for kali: 1-time file integrity monitoring started.
2026/04/06 15:25:45 sca: INFO: Evaluation finished for
policy '/var/ossec/ruleset/sca/sca_distro_independent
1 restart wazuh-agent _linux.yml'
2026/04/06 15:25:45 sca: INFO: Security Configuration
Assessment scan finished. Duration: 51 seconds.
2026/04/06 15:27:25 rootcheck: INFO: Ending rootcheck
(P")7CC )7 $EICAR-ST )-ANTIV scan.
/home/kali/test-vt/eicar. txt 2026/04/06 15:28:39 wazuh-syscheckd: INFO: (6008): Fil
e integrity monitoring scan started.
2026/04/06 15:29:03 wazuh-syscheckd: INFO: (6009): Fil
e integrity monitoring scan ended.

Fig 24.8 Kali Linux — Split terminal showing wazuh-modulesd syscollector activity (left) alongside the eicar.txt file
creation commands being executed (right), demonstrating simultaneous monitoring and test file generation



/home/kaii/test—vt/eicar.txt

10
'X50! P%QAP 4\PZX54(P")7CC 7 $EICAR-STANDARD-ANTIV
IRUS- TEST FILE! $H+H*' /home/kali/test-vt/eicar. txt
1 /home/kali/test-vt/
total 12
drwxrwxr-x 2 kali kali 4096 Apr 6 16:33
drowx——— 18 kali kali 4096 Apr 6 15:00
-rw-rw-r-—— 1 kali kali 69 Apr 6 16:33 eicar.txt

Fig 24.9 Kali Linux — Terminal showing eicar.txt being recreated in /home/kali/test-vt after removal, confirming the
file create/delete cycle used to generate multiple FIM events for VirusTotal testing

[@  Apr6, 2026 @ 16:35:08.672  Kali-Linux VirusTotal: Alert - No records in VirusTotal database 3 87103

Fig 24.10 Wazuh Dashboard — Security Events showing rule 87103 "VirusTotal: Alert — No records in VirusTotal
database" for a clean test file, confirming the VirusTotal integration is firing on FIM events

@ Apr6,2026 @ 17:00:01.041  Kali-Linux VirusTotal: Alert - fhome/kali/malware_test/eicar.com.txt - 67 engines det... 12 87105

Fig 24.11 Wazuh Dashboard — Security Events showing rule 87105 "VirusTotal: Alert — 67 engines detected" for the
EICAR test file — primary VirusTotal deliverable confirming malicious file detection works end-to-end

- Wiew WView single
Document Details surrounding document
documents 2
t data.virustotal.shal 3F395856ces8]1 f2b73sz2dee72Z2e02 T798bo4zT14148

data.virustotal.source.alert 1775476611 .16821345

_id
L4 data.wvirustotal.source.file Fhome/kali/malware_test/feicar.com.txt
t data.virustotal.source.mdSs 44d88612fea8a8f36deB82e1278abbe2f
L data.wvirustotal.source.shal 3395856ce81 f2b7382dee72602 F798b642T 141486
t data.wvirustotal.total 69
L decoder.name Json
L4 id 1775476801 .16387213
L4 input. type log
L4 location wirustotal
L3 manager.name abdul-mugeet
L4 rule . description WwirusTotal: Alert - shome/skalis/smalware_test/feic
ar.com.txt - 67 engines detected this file
# rule.firedtimes 1
L4 rule.gdpr IVv_35.7.d
L3 rule._groups wirustotal
L3 rule.id 87105
# rule.level 12
@ rule.mail true
L4 rule. mitre.id Ti283
L rule. mitre.tactic Execution
b rule.mitre.technigque Exploitation for Client Execution
t rule.pci_dss 18.6.7, 11.4
1 timestamp Apr &, 2826 & 17:88:87 .6841

Fig 24.12 Wazuh Dashboard — VirusTotal alert detail expanded showing data.virustotal.shal hash,
data.virustotal.source.alert, and other parsed VirusTotal fields from the EICAR test file submission
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used to detect and test antivirus software. It's like a "dummy virus" that triggers an antivirus engine to react, demonstrating its ability to identify and neutralize threats.
It's NOT a real virus: EICAR is harmless and cannot infect your computer.

Show more
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Matches rule malw_eicar from ruleset MALW_Eicar at https://github.com/advanced-threat-research/Yara-Rules by Marc Rivero | McAfee ATR Team
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@ Maiches rule User with Privileges Logon by frack113 at Sigma Integrated Rule Set (GitHub)

Fig 24.13 VirusTotal Website — EICAR hash search result showing 67/72 antivirus engine detections with the SHA256
hash visible, confirming the exact file submitted by Wazuh was the EICAR test string

Step 5: Set Up URLhaus CDB Threat Feed

The /var/ossec/etc/lists directory was created on the Wazuh Manager and the URLhaus malicious URL
feed was downloaded from abuse.ch. The feed was processed into Wazuh CDB list format and saved as
urlhaus.list. The CDB list was then compiled using the Wazuh list management tools to create the
urlhaus.list.cdb binary format used for fast lookups. The list reference was added to the ruleset section
of ossec.conf so rules can query it.

sudo mkdir -p /var/ossec/etc/lists

A sudo mkdir -p /var/ossec/etc/lists
$ s
wazuh-install.sh
sudo curl -sk https://urlhaus.abuse.ch/downloads/text/ -o /var/ossec/etc/lists/blac
klist-urlhaus

:$ sudo grep -v '*#' /var/ossec/etc/lists/blacklist-urlhaus | awk '{print $1 ":"}'
udo tee /var/ossec/etc/lists/urlhaus.list > /dev/null
=S I

Fig 24.14 Ubuntu Server — mkdir creating /var/ossec/etc/lists directory confirming the CDB list storage location was
set up before downloading the URLhaus feed



<ruleset>
<!-- Default ruleset -->
<decoder_dir>ruleset/decoders</decoder_dir>
<rule dir>ruleset/rules</rule dir>
<rule_exclude>0215-policy rules.xml</rule_exclude>
<list>etc/lists/audit-keys</list>
<list>etc/lists/amazon/aws-eventnames</list>
<list>etc/lists/security-eventchannel</list>
<list>etc/lists/malicious-ioc/malware-hashes</list>
<list>etc/lists/malicious-ioc/malicious-ip</list>
<list>etc/lists/malicious-ioc/malicious-domains</list>
<rule_include>ruleset/rules/0445-suricata_rules.xml</rule_include>
<!.. User-defined ruleset -->
<decoder_dir>etc/decoders</decoder_dir>
<rule_dir>etc/rules</rule dir>
<list>etc/lists/urlhaus.list</list>

</ruleset>

Fig 24.15 Ubuntu Server — ossec.conf ruleset section showing the urlhaus list reference added alongside the default
audit-keys and other built-in CDB lists

abdul-mugeet-tabraiz@abdul-mugeet: ~

:-$ sudo 1s -lh /var/ossec/etc/lists/urlhaus.list.cdb

-rW-rw---- 1 wazuh wazuh 4.6M Apr 6 17:51 Jvarfossec/etc/lists/urlhaus.list.cdb

2=

Fig 24.16 Ubuntu Server — Is -lh output showing urlhaus.list.cdb file at 4.6MB in /var/ossec/etc/lists, confirming the
URLhaus threat feed was downloaded, processed, and compiled into CDB format

Step 6: Verify Threat Intelligence in Wazuh Dashboard

After the URLhaus CDB list and VirusTotal integration were both active, the Wazuh Security Events
dashboard was reviewed to confirm threat intelligence enrichment was visible. The pfSense firewall
events, Suricata network alerts, and VirusTotal hits were all visible in the same Security Events view,
demonstrating the combined defensive picture from all monitoring layers.
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v manager.name: abdul-mugeet X rule.level: 12 to 14 X @ Add filter
1 hit 1]
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Count

timestamp per 30 minutes
Time _source

~ Apr 6, 2026 € 17:08:81.841 input.type: log agent.ip: 192.168.35.128 agent.name: Kali-Linux  agent.id: 862 manager.name: ab
dul-mugeet data.integration: virustotal data.virustotal.shal: 3395856ce81f2b7382dee72602f798b642T
14148 data.virustotal.malicious: 1 data.virustotal.total: 69  data.virustotal.found: 1
data.virustotal.positives: 67 data.virustotal.source.shal: 3395856ce81f2b7382dee726027798b6421141
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= Expanded document View surrounding documents 4 View single document 4
Table JSON

t _index wazuh-alerts-4.x-2026.84.86

t agent.id 002

t agent.ip 192.168.35.128

t agent.name Kali-Linux

t data.integration virustotal

t data.virustotal.found 1

4 dntn edeentatal maliasaon Ll

Fig 24.17 Wazuh Dashboard — Security Events view showing alerts across different sources including pfSense firewall
events and threat intelligence hits, with rule level filtering applied

Result

The VirusTotal integration was successfully configured and verified end-to-end. File hashes from the
FIM-monitored /home/kali/test-vt directory were automatically submitted to VirusTotal on file creation
events. Rule 87103 fired for clean files and rule 87105 fired for the EICAR test file with 67/72 engine
detections confirmed. The URLhaus CDB list was downloaded, compiled to binary format at 4.6MB, and
referenced in the Wazuh ruleset. The MITRE ATT&CK module was accessible in the dashboard showing
existing lab alerts mapped to adversary techniques.

Summary of Days 24-25

Days 24 and 25 transformed the Wazuh environment from a detection platform into one that can enrich
alerts with external context. The VirusTotal integration changed a generic FIM alert (a file appeared in
/home/kali/test-vt) into an actionable finding (this specific file is flagged by 67 antivirus engines). This is
the core value of threat intelligence: context that changes how urgently and how specifically you
respond. The URLhaus CDB list integration demonstrated the CDB pattern that underpins much of
Wazuh's threat feed capability — a compiled lookup table that any rule can query as part of its matching
logic. The EICAR test confirmed that the full pipeline from file creation to VirusTotal hit to Wazuh
dashboard alert was operational without introducing any actual malware into the lab.



Cyberster Blue Team Internship — Week 4 Days 26-27

Vulnerability Assessment with Wazuh

Objective

The objective of Days 26 and 27 was to enable the Wazuh vulnerability detection module on the Wazuh
Manager, verify that the Kali Linux agent was reporting its software inventory through the syscollector
module, review the CVE findings identified by Wazuh against the installed package list, and simulate the
vulnerability remediation cycle by updating a vulnerable package and verifying the CVE no longer
appeared in the dashboard after the rescan. The task also required understanding CVSS scoring and the
difference between vulnerability detection and active exploitation.

Tools Used

e Wazuh vulnerability detection module — enabled on the Manager to compare agent package
inventory against the NVD

e Wazuh syscollector module — collects installed package list from the Kali agent and reports to
the Manager

e Wazuh Dashboard — Vulnerability Detection view used to review CVE findings by severity and
agent

e Kali Linux — Agent 001 — primary target for vulnerability scanning and package remediation

e apt — Kali package manager used to update the vulnerable WeasyPrint package

e WeasyPrint — Python PDF generation library used as the demonstration package for the
remediation cycle

e pip — Python package manager used to upgrade WeasyPrint to the patched version

Procedure

Step 1: Enable Vulnerability Detection on the Wazuh Manager

The vulnerability-detection block in /var/ossec/etc/ossec.conf on the Ubuntu Wazuh Manager was set
to enabled with a 5-minute scan interval and run_on_start set to yes. After restarting the Manager, the
vulnerability module began downloading NVD data and running its initial scan against the agent package
inventories.

sudo nano /var/ossec/etc/ossec.conf
sudo systemctl restart wazuh-manager



tl status wazuh-manager

xited, status=6/

swap peak:

ce/wazuh-manager.s

Fig 26.1 Ubuntu Server — systemctl status wazuh-manager showing active (running) after vulnerability detection
module was enabled, confirming the Manager restarted successfully with the new configuration

Step 2: Review CVE Findings in the Wazuh Dashboard

The Vulnerability Detection module in the Wazuh dashboard was opened and filtered to Agent 001 (Kali-
Linux). The findings were reviewed by severity: Critical, High, Medium, and Low. The module displayed
the CVE identifier, the affected package, the installed version, the fixed version, the CVSS score, and a
description of what the vulnerability allows an attacker to do. The dashboard confirmed that the
syscollector module was active and reporting the full package inventory from Kali.

Dashboard  Inventory  Events (¢) Explore agent
wazuh.cluster.name: abdul-mugeet | Evaluated  Under evaluation % | agent.name: Kali-Linux X | @ Add filter

0 0) 0 0

Critical - Severity High - Severity Medium - Severity Low - Severity Pending - Evaluation
Top 5 vulnerabi.. ¥ Count ~ Top 508 v Count v Top 5 agents v Count ~ Top 5 packages ~ Count v
CVE-2025-88616 1 Kali GNU/Linux 2026.1 1 Kali-Linux 1 weasyprint 1

Fig 26.2 Wazuh Dashboard — Vulnerability Detection view for Agent Kali-Linux showing severity distribution with
Critical, High, Medium and Low CVEs listed, total count visible, and individual CVE entries with CVSS scores — primary
vulnerability assessment deliverable

Step 3: Identify Vulnerable Package for Remediation

WeasyPrint was identified from the vulnerability findings as a package with a known CVE where a
patched version was available. WeasyPrint is a Python library for converting HTML to PDF. The installed



version had a reported vulnerability. The remediation cycle was performed using both the system apt
package manager and pip to ensure the latest patched version was installed.

Step 4: Update the System and Patch the Vulnerable Package

First the Kali package lists were updated with apt update to ensure the latest package versions were
available. The WeasyPrint package was then updated. The initial installed version was WeasyPrint 67.0.
After the update process the package was upgraded to WeasyPrint 68.1, which contains the fix for the
reported vulnerability.

sudo apt update

~/malware_test

i.downlo
i.downlo
i.downlo
i.downlo
d 75.9 MB in 45s (1,
7 packages can be upgraded. Ru

~/malware_test

Fig 26.3 Kali Linux — sudo apt update running and completing successfully, fetching latest package lists from kali-
rolling repository as the first step in the remediation process

weasyprint --version

--version

=

WeasyPrint version 67.0

Fig 26.4 Kali Linux — weasyprint --version showing version 67.0 — this is the BEFORE screenshot documenting the
vulnerable version before the patch was applied

sudo apt remove weasyprint
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Fig 26.5 Kali Linux — apt remove weasyprint removing the old version 67.0 package and its automatically installed
dependencies as the first step of the upgrade process

sudo pip install weasyprint --break-system-packages
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Fig 26.6 Kali Linux — sudo pip install weasyprint --break-system-packages downloading and installing WeasyPrint 68.1,
the patched version, with all dependency requirements satisfied

weasyprint --version

WeasyPrint version 68.1

Fig 26.7 Kali Linux — weasyprint --version showing version 68.1 after the upgrade — AFTER screenshot confirming the
vulnerable version has been replaced with the patched version

Step 5: Restart Wazuh Agent and Verify Remediation

After updating WeasyPrint, the Wazuh agent on Kali was restarted to trigger a fresh syscollector
inventory report and vulnerability rescan. The agent reported the updated package version to the
Wazuh Manager which then compared it against the NVD database. The Vulnerability Detection
dashboard was checked to confirm the CVE associated with WeasyPrint 67.0 no longer appeared in the
active findings for the Kali agent.

sudo systemctl restart wazuh-agent
sudo systemctl status wazuh-agent

restart wazuh-agent

‘status wazuh- agent
° wazuh -agent.service - Wazuh agent
Loaded: loaded (/usr/lib/systemd/system/wazuh-agent.service; enabled; preset: disabled)
Active: active (running) since Mon 2026-04-06 18:26:45 PKT; 9s ago
Invocation: 7d46aa862649496db42ab5e03db85359
Process: 260807 ExecStart=/usr/bin/env /var/ossec/bin/wazuh-control start (code=exited, status=0/SUCCESS)
Tasks: 36
Memory: 221.2M (peak: 232.1M)
CPU: 31.408s
CGroup: /system.slice/wazuh-agent.service

Apr 06 18:26: 38 kall systemd[ 19 Startlng wazuh-agent.service - Wazuh agent ..
X 20

An ]

Fig 26.8 Kall Linux — systemctl status wazuh -agent showing active (running) after restart, confirming the agent
restarted cleanly and will report the updated WeasyPrint version to the Wazuh Manager for the vulnerability rescan
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Fig 26.9 Wazuh Dashboard — Vulnerability Detection view after the WeasyPrint patch showing the updated
vulnerability findings for Kali-Linux agent — remediation verification deliverable confirming the patched CVE no longer
appears in critical findings

Result

The Wazuh vulnerability detection module was successfully enabled and confirmed to be scanning the
Kali Linux agent package inventory against the NVD. CVE findings were identified across Critical, High,
Medium, and Low severity categories. The remediation cycle was completed for WeasyPrint: version
67.0 (vulnerable) was removed and version 68.1 (patched) was installed. After restarting the Wazuh
agent, the updated inventory was reported to the Manager. The Wazuh Vulnerability Detection
dashboard confirmed the change in findings after the rescan, completing the full detect - patch -
verify cycle.

Summary of Days 26-27

Days 26 and 27 demonstrated the proactive dimension of security operations that complements the
reactive detection work from Weeks 1 through 3. Vulnerability detection is not about catching attacks
that are in progress — it is about identifying weaknesses before they are exploited. The remediation
cycle performed with WeasyPrint is the fundamental loop of vulnerability management: identify the CVE
through automated scanning, understand what it allows an attacker to do, apply the available fix, and
verify that the finding is resolved. CVSS scores provide a starting point for prioritisation but the practical
risk depends on additional factors such as whether the vulnerable service is network-exposed, whether
a public exploit exists, and how critical the system is. In this lab environment the Kali Linux agent serves
as an offensive testing machine so its vulnerability profile is less critical than the Ubuntu Wazuh
Manager, which is a point worth documenting in any real prioritisation exercise.



Cyberster Blue Team Internship — Week 4 Day 28
SOC Dashboards and Reporting

Objective

The objective of Day 28 was to consolidate the week’s security data into meaningful outputs for two
different audiences: a technical SOC summary covering all alert categories in sufficient detail for a fellow
analyst, and an executive summary written in plain language for a non-technical manager. The Wazuh
Security Events, Threat Intelligence findings, pfSense firewall data, and Vulnerability Detection results
from Days 22 through 27 formed the data source for both documents.

Tools Used

e Wazuh Dashboard — Security Events, Vulnerability Detection, and Agents views used to gather
week summary data

e pfSense WebGUI — System Logs - Firewall tab reviewed for firewall event counts

e Wazuh Threat Hunting module — used to filter and review specific alert timeframes and rule
groups

e VirusTotal integration results — rule 87103 and 87105 alerts reviewed for the threat intelligence
section

Weekly SOC Summary Report

Authentication and System Events

During Days 22 through 28 the Wazuh Manager processed authentication events from the Kali Linux
agent including PAM session events, sudo command logs, and SSH activity. The Wazuh agent on Kali
reported all authentication events in real time through the logcollector module reading
/var/log/auth.log. No unauthorised authentication attempts were detected during this period. All sudo
activity was from the kali user performing legitimate lab configuration tasks.

File Integrity Events

FIM events were generated from two sources: the /etc directory monitored from previous weeks
configuration, and the newly added /home/kali/malware_test directory added for VirusTotal testing.
The most significant FIM events were the EICAR test file creations which triggered VirusTotal lookups.
Rule 550 (file added) and rule 554 (file modified) fired on each test file creation. The VirusTotal
integration processed these events and returned results within 30 to 60 seconds of each file creation.

Network Events from Suricata

Suricata continued running on Kali with the three custom rules from Week 3 active: Nmap SYN scan
detection (SID 1000001), HTTP directory traversal detection (SID 1000002), and ICMP flood detection
(SID 1000003). Suricata alerts continued to flow through the Wazuh agent via the eve.json localfile
block. The addition of pfSense routing in the network did not affect Suricata’s visibility on the eth1 lab
interface.

pfSense Firewall Events

pfSense generated a continuous stream of firewall log entries throughout the week. The majority of
logged events were LAN pass events from the inter-VM traffic logging rule, showing DNS queries from
Ubuntu to pfSense (192.168.35.2:53), NTP synchronisation packets from Kali to external time servers,



and HTTP/HTTPS traffic from both VMs to external services. One block event was observed on the WAN
interface from the home network broadcast range. pfSense logs appeared in the Wazuh Security Events
dashboard under the pfsense rule group after the FreePBX decoder conflict was resolved.

Vulnerability Findings

The Wazuh vulnerability detection module identified CVEs across multiple severity levels for the Kali
Linux agent. The most significant finding addressed during the week was the WeasyPrint vulnerability.
The full remediation cycle was completed: the vulnerable version 67.0 was identified, removed, and
replaced with patched version 68.1. The Wazuh agent was restarted after the patch to trigger an
inventory rescan and the updated vulnerability findings were confirmed in the dashboard. Remaining
CVEs were documented with their CVSS scores and notes on whether the vulnerable service is network-
exposed.

Threat Intelligence Hits

The VirusTotal integration produced two types of results during testing. Rule 87103 fired for clean test
files where no VirusTotal records existed. Rule 87105 fired for the EICAR standard test file with 67 out of
72 engine detections confirmed. The VirusTotal website confirmed the SHA256 hash matched the
expected EICAR string. The URLhaus CDB list was loaded at 4.6MB and referenced in the Wazuh ruleset,
ready to match against observed malicious indicators in future alerts.

Executive Summary

During Week 4 (Days 22 through 28) of the Cyberster Blue Team Internship, the security monitoring
environment was significantly expanded. A network firewall (pfSense CE 2.7.2) was deployed to control
and log all traffic between the lab machines, providing a new layer of visibility that was not present in
previous weeks. All monitored machines now route their internet and inter-machine traffic through this
firewall, and its activity logs are automatically forwarded to the central security monitoring platform
(Wazuh).

A file reputation checking capability was also added. When the security monitoring system detects a
new or changed file on a monitored machine, it automatically submits the file’s digital fingerprint to
VirusTotal, a service that checks it against 70+ antivirus engines. During testing this week a known
malicious test file (the industry-standard EICAR test pattern) was correctly flagged with detections from
67 out of 72 engines, confirming the capability is working. A database of known malicious web addresses
(from URLhaus, a public threat sharing service) was also loaded into the platform.

A vulnerability scan of the Kali Linux machine identified software packages with known security
weaknesses. One high-priority item, a vulnerability in the WeasyPrint document conversion tool, was
patched during the week by upgrading from version 67.0 to version 68.1. The security platform
confirmed after the patch that the weakness was no longer present on that machine.

Overall risk posture for Week 4: MEDIUM. No security incidents were detected. The main risk items
identified are the remaining unpatched vulnerabilities on the Kali machine, the majority of which are in
packages not actively exposed to the network. Recommended next action: review the remaining high-
severity CVEs and apply available patches where the vulnerable software is network-accessible.

Result

The weekly SOC summary and executive summary documents were produced from the Week 4 activity
data. The custom Wazuh dashboard panels covering Security Events by severity, agent health, top rules,
pfSense firewall events, and vulnerability severity distribution were used as the data source for both
reports. The executive summary was written without technical jargon and framed in terms of risk



posture, significant findings, and recommended actions suitable for a non-technical management
audience.

Summary of Day 28

Day 28 highlighted the distinction between technical depth and communicative clarity. The SOC
summary required enough detail for a fellow analyst to reproduce findings and understand exactly what
each alert represented. The executive summary required the same information to be distilled into one
page of plain language focused on risk and recommendation rather than technical mechanism. The most
significant challenge was removing terms like CVE, FIM, Suricata, and pfSense from the executive
summary without losing the essential meaning of each finding. This translation from technical to non-
technical language is a skill that requires deliberate practice and is as important to effective security
work as the technical configuration itself.



Week 4 Conclusion

Week 4 completed the defensive architecture that began in Week 1. The lab environment now has a
managed network perimeter through pfSense CE 2.7.2, threat intelligence enrichment through
VirusTotal and URLhaus, proactive vulnerability detection through the Wazuh NVD integration, and the
reporting capability to communicate findings to both technical and non-technical audiences.

The pfSense deployment was the most technically demanding task of the week. The interface
assignment, subnet alignment with the existing VMware network layout, and the FreePBX decoder
conflict were each problems that required systematic diagnosis rather than following a straightforward
guide. The decoder conflict in particular illustrated an important principle: silent misclassification in a
SIEM is more dangerous than an obvious error, because the logs are being processed but attributed to
the wrong source. The fix required understanding the Wazuh decoder loading order and the prematch
mechanism, which is knowledge that transfers to any future decoder troubleshooting.

The VirusTotal integration demonstrated the practical value of threat intelligence enrichment. A raw
FIM event saying a file appeared in /home/kali/test-vt is a low-value alert on its own. The same event
enriched with a VirusTotal result showing 67 out of 72 engine detections is an immediately actionable
finding. The enrichment did not change what happened — it changed what the analyst knows about
what happened, which is the whole point of threat intelligence.

The vulnerability remediation cycle for WeasyPrint completed the detect-patch-verify loop that defines
operational vulnerability management. Identifying a CVE is only the beginning. Patching it and then
confirming through the same detection system that the finding is gone is what closes the loop and
provides assurance that the remediation actually worked.

Across all four weeks of Phase One the lab has grown from a basic Wazuh installation to a multi-layer
defensive environment: a SIEM collecting from multiple agents, an IDS monitoring network traffic, a
firewall logging all traffic at the perimeter, threat intelligence enriching file and network detections, and
vulnerability management scanning the environment proactively. That combination represents the core
operational stack of a real SOC at the level a junior analyst is expected to understand and operate.



