
Security events report
Browse through your security alerts, identifying issues and threats in your environment.
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Alerts summary

Rule ID Description Level Count

750 Registry Value Integrity Checksum Changed 5 341

52002 Apparmor DENIED 3 170

60106 Windows logon success. 3 164

594 Registry Key Integrity Checksum Changed 5 144

550 Integrity checksum changed. 7 123

510 Host-based anomaly detection event (rootcheck). 7 100

5502 PAM: Login session closed. 3 81

5402 Successful sudo to ROOT executed. 3 71

60635 Windows installer reconfigured the product. 3 66

751 Registry Value Entry Deleted. 5 61

752 Registry Value Entry Added to the System 5 45

100100 Custom Alert: New Linux user account created 10 35

60642 Software protection service scheduled successfully. 3 31

5501 PAM: Login session opened. 3 30

60610 Windows installer began an installation process. 3 16

5760 sshd: authentication failed. 5 14

100001 Custom Alert: New Linux user account created 10 13

100003 SOC Alert: New external USB device recognized on Windows endpoint 8 13

502 Wazuh server started. 3 13

503 Wazuh agent started. 3 13

2902 New dpkg (Debian Package) installed. 7 12

2904 Dpkg (Debian Package) half configured. 7 12

60137 Windows User Logoff. 3 12

506 Wazuh agent stopped. 3 11

5503 PAM: User login failed. 5 11

5710 sshd: Attempt to login using a non-existent user 5 11

100002 Custom Alert: New Linux User created 10 10

2502 syslog: User missed the password more than one time 10 10

60122 Logon failure - Unknown user or bad password. 5 10

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Basic authentication' is set to 'Disabled'. 3 2

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow unencrypted traffic' is set to 'Disabled'. 3 2

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Configure 'Accounts: Rename administrator account'. 7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Configure 'Accounts: Rename guest account'. 7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Configure 'Interactive logon: Message text for users 
attempting to log on'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Configure 'Interactive logon: Message title for users 
attempting to log on'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Disable IPv6 (Ensure TCPIP6 Parameter 
'DisabledComponents' is set to '0xff (255)').

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Account lockout duration' is set to '15 or more 7 1
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Rule ID Description Level Count

minute(s)'.

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Account lockout threshold' is set to '5 or fewer 
invalid logon attempt(s), but not 0'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Accounts: Block Microsoft accounts' is set to 
'Users can't add or log on with Microsoft accounts'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Clipboard synchronization across devices' is 
set to 'Disabled'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Cloud Search' is set to 'Enabled: Disable 
Cloud Search'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Cortana above lock screen' is set to 
'Disabled'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Cortana' is set to 'Disabled'. 7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Diagnostic Data' is set to 'Enabled: 
Diagnostic data off (not recommended)' or 'Enabled: Send required diagnostic data'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Message Service Cloud Sync' is set to 
'Disabled'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Microsoft accounts to be optional' is set to 
'Enabled'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Online Tips' is set to 'Disabled'. 7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Print Spooler to accept client connections' is 
set to 'Disabled'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Remote Shell Access' is set to 'Disabled'. 7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow UI Automation redirection' is set to 
'Disabled'.

7 1

19007 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow Use of Camera' is set to 'Disabled'. 7 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Accounts: Administrator account status' is set to 
'Disabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Accounts: Guest account status' is set to 
'Disabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Accounts: Limit local account use of blank 
passwords to console logon only' is set to 'Enabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow a Windows app to share application data 
between users' is set to 'Disabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow indexing of encrypted files' is set to 
'Disabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow remote server management through WinRM' 
is set to 'Disabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow user control over installs' is set to 'Disabled'. 3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Allow users to connect remotely by using Remote 
Desktop Services' is set to 'Disabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Always install with elevated privileges' is set to 
'Disabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Application: Control Event Log behavior when the 
log file reaches its maximum size' is set to 'Disabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Apply UAC restrictions to local accounts on 
network logons' is set to 'Enabled'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Audit Account Lockout' is set to include 'Failure'. 3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Audit Audit Policy Change' is set to include 3 1
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'Success'.

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Audit Authentication Policy Change' is set to 
include 'Success'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Audit Group Membership' is set to include 
'Success'.

3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Audit Logoff' is set to include 'Success'. 3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Audit Logon' is set to 'Success and Failure'. 3 1

19008 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Audit Other Logon/Logoff Events' is set to 'Success 
and Failure'.

3 1

60612 Application installed Dell SupportAssist OS Recovery Plugin for Dell Update, 5.5.15.1, 1033, 0, Dell Inc.. 3 1

60612 Application installed Dell SupportAssist, 5.0.1.2516, 1033, 0, Dell Inc.. 3 1

60612 Application installed Microsoft .NET Host - 8.0.25 (x64), 64.100.48707, 1033, 0, Microsoft Corporation. 3 1

60612 Application installed Microsoft .NET Host FX Resolver - 8.0.25 (x64), 64.100.48707, 1033, 0, Microsoft Corporation. 3 1

60612 Application installed Microsoft .NET Runtime - 8.0.25 (x64), 64.100.48707, 1033, 0, Microsoft Corporation. 3 1

60612 Application installed Microsoft Windows Desktop Runtime - 8.0.25 (x64), 64.100.48707, 1033, 0, Microsoft 
Corporation.

3 1

60612 Application installed Product: Dell SupportAssist -- Installation operation completed successfully.. 3 1

60612 Application installed Product: Dell SupportAssist OS Recovery Plugin for Dell Update -- Installation completed 
successfully..

3 1

60612 Application installed Product: Microsoft .NET Host - 8.0.25 (x64) -- Installation completed successfully.. 3 1

60612 Application installed Product: Microsoft .NET Host FX Resolver - 8.0.25 (x64) -- Installation completed successfully.. 3 1

60612 Application installed Product: Microsoft .NET Runtime - 8.0.25 (x64) -- Installation completed successfully.. 3 1

60612 Application installed Product: Microsoft Windows Desktop Runtime - 8.0.25 (x64) -- Installation completed 
successfully..

3 1

19009 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Configure Automatic Updates: Scheduled install 
day' is set to '0 - Every day'.

3 1

19009 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Download Mode' is NOT set to 'Enabled: Internet'. 3 1

19009 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Select when Quality Updates are received' is set to 
'Enabled: 0 days'.

3 1

19009 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Support device authentication using certificate' is 
set to 'Enabled: Automatic'.

3 1

19009 System audit for Unix based systems: Ensure password hashing algorithm is SHA-512 3 1

19009 System audit for Unix based systems: Ensure passwords are longer than 14 characters 3 1

19009 System audit for Unix based systems: Ensure passwords contain at least one digit 3 1

19009 System audit for Unix based systems: Ensure passwords contain at least one lowercase character 3 1

19009 System audit for Unix based systems: Ensure passwords contain at least one special character 3 1

19009 System audit for Unix based systems: Ensure passwords contain at least one uppercase character 3 1

19009 System audit for Unix based systems: Ensure retry option for passwords is less than 3 3 1

19013 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Configure 'Accounts: Rename administrator account'.: 
Status changed from failed to 'not applicable'

5 1

19013 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Configure 'Accounts: Rename guest account'.: Status 
changed from failed to 'not applicable'

5 1

19013 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Account lockout duration' is set to '15 or more 
minute(s)'.: Status changed from failed to 'not applicable'

5 1

19013 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Account lockout threshold' is set to '5 or fewer 5 1
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invalid logon attempt(s), but not 0'.: Status changed from failed to 'not applicable'

19013 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Domain member: Maximum machine account 
password age' is set to '30 or fewer days, but not 0'.: Status changed from failed to 'not applicable'

5 1

19013 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Enforce password history' is set to '24 or more 
password(s)'.: Status changed from failed to 'not applicable'

5 1

19013 CIS Microsoft Windows 10 Enterprise Benchmark v1.12.0: Ensure 'Minimum password age' is set to '1 or more 
day(s)'.: Status changed from failed to 'not applicable'

5 1

info@wazuh.com
https://wazuh.com

Copyright © 2023 Wazuh, Inc. Page 6 of 6


